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Abstract

Optical networks gained interest due to the inade .
h;dle the rapid gfowth of bandwidth requirements, as optical'networks h:ve;hsrlg-
nificantly higher transmission rates. To efficiently realize f)ptl.Cal networks e.e
standards namely; optical packet switching, optical burst switching (OB.S).. a'nd opti-
cal packet switching, were developed o take advantage of wavelength division mul-
tiplexing to implement optical communication. In OBS the control packet undergoes
Optical-Electrical-Optical (O-E-O) conversion at every intermediate core node. The
problem is, if a node is compromised it can subsequently act as a gateway to the
entire network and an attacker can have access to the control packet as it under-
goes processing at that node. This attacker can then modify any field in the control
packet and hence, introduce a number of security concerns by compromising the
integrity, confidentiality and integrity of the control packet and by default that of
the data burst. This work therefore proposes the development and testing of a se-
cure burst control packet mechanism that uses SHA-256 for per hop authentication
to ensure the integrity of the control packet and AES to ensure the confidentiality

quacy of electrical networks to

of the control packet. In the development of the proposed mechanism, experiments
showed it was able secure the control packet as it travels throughout the network
and maximized network resource utilization without incurring more end-to-end de-
lay. Additionally, the proposed algorithm is faster than asymmetric cryptographic
techniques however is slower than symmetric cryptographic techniques. The pro-
posed algorithm can be used instead of asymmetric algorithms as it provides higher
throughput and lower end-to-end delay. The proposed algorithm provides maxi-

mum resource utilization as such can be used instead of the nodal isolation tech-
niques.
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Chapter 1

Introduction

1.1 Introduction

Over the last decade, bandwidth requirements have increased significantly every
year [1], [2]. Unfortunately, infrastructure upgrades have not been commensurate
with the rise in demand [3]. Predictably the consequence of this demand supply
mismatch has led to significant strain on existing telecommunications infrastruc-
ture, thus pushing for the development and widespread adoption of optical fibre
networks as they provide transmission at higher rates and capacity [4], [5]. This is
made possible by Wavelength Division Multiplexing (WDM) technology [6] where
multiple carrier signals operating on different wavelengths are multiplexed together
into a single optical fibre allowing a single fibre to transmit with speeds eclipsing 50
Tb/s. The evolution of optical network transport techniques is classified as shown
in Figure 1.1.

Point-to-point WDM networks consist of links that process data electronically, opti-
cal to electrical conversion needs to occur for processing, the data needs to be con-
verted back to optical for re-transmission [8]. During O-E-O conversion huge over-
heads are incurred due to the electronic processing cost and switching complexity
[9], especially if most of the data is bypass traffic. To address some of the short falls
in point-to-point networks, Wavelength Add/Drop Multiplexer networks were de-
veloped [10]. In WADM networks some channels can be terminated while others are
allowed to pass through without undergoing optical electrical optical (O-E-O) con-
version [11]. This means that bypass traffic can pass through the node unaffected
hence reducing network cost. WADM networks are mostly used in ring networks.
The development of interconnection devices which are used to transfer data in a
network made it possible to build mesh networks [12]. These devices can be clas-
sified as Active Switches [13], Passive Star Couplers [14] and Passive Routers [15].
These devices made it possible to produce mesh networks and three major switching
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Optical Packet
Switched Networks
Optical Burst Switched
Networks
Dynamic Wavelength
Routed Networks

Static Wavelength
Routed Networks

Wavelength Add Drop
Multiplexer Networks
Point to Point
WDM Networks

Optical Transport Methodology

Time

FIGURE 1.1: Development of WDM optical networks [7]

transport methodologies for transporting TCP/IP over WDM [16] emerged. These

methodologies are:

* Optical Circuit Switching (OCS) where a connection is established on a prede-
fined wavelength from source to destination before transmission commences
[17], [18]. Light paths can be connected dynamically or statically depending
on traffic hence can be referred to as dynamic wavelength routed networks or
static wavelength routed networks. OCS incurs high overhead as it has high
setup latency, low bandwidth utilization, low flexibility and hence cannot han-

dle the bursty nature of internet traffic [19].

» Optical Packet Switching (OPS) where each packet is switched individually in
the network with its control information carried on its corresponding control
packet [20], [21]. Resources and technology to implement OPS are still in their
infancy stage so OPS is not feasible in the immediate future [2].

Optical Burst Switching (OBS) where packets heading to the same destination
are grouped to produce a data burst and switched together in the network [22],
[3]. A control packet carrying control information for the burst is sent ahead to
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reserve network resources. OBS is a compromise between OCS and OPS such
that it implements all the benefits of OPS while at the same time avoiding all
the limitations faced by OCS [22].

1.2 Background

1.2.1 Optical Burst Switching

Optical Burst Switching (OBS) is intended to find some kind of harmony between
OCS and OPS. In OBS, information bursts comprising of numerous IP packets are
exchanged optically through the network. A data burst is a packet of varying length,
assembled by aggregating multiple IP data packets at the ingress node [23], [24].
The control packet, which is sent before the burst, configures the switches. The
control packet consists of: burst length, the destination address of the burst and
burst source address. The offset time is the time difference between the burst and
the control packet which is used to configure switches hence no buffering of the
burst is required in the network [25], [24]. The offset time is set such that it is equal
or greater than the processing delay on the control packet at a core node during
processing. The burst length carried in the burst header packet is used to release
resources once the burst has been transmitted through the node.

Edge node

:/é Core Node
=t
&

FIGURE 1.2: Architecture of OBS network

As shown in Figure 1.2, OBS networks are made up of optical burst switched nodes
linked by an optical fibre. OBS networks consists of two nodes being Edge and Core
nodes:

* Edge nodes
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Edge nodes link the OBS network and the client network. They 'COIISiSt of elec-
tronic buffers that are used to store IP packets before sorting them into bursts and
OBS interface. Ingress nodes and egress nodes are the two types of edge nodes [26]
Edge node have six main functions being; burst assembly, control packet generan(?n,
routing and wavelength assignment, offset computation, burst disassembly and sig-
nalling. Of the six mentioned functions the ingress node carries out the following

duties:
1. Burst assembly
2. Control packet generation
3. Wavelength assignment and routing
4. Scheduling of bursts at the ingress node

The duties of the egress node include; burst disassembly and the dispatching of
packets to network layers above. [26].

e Core nodes

Core nodes comprises of a Switching Control Unit (SCU) and an optical cross con-
nect (OXC) [27]. The SCU is used to configure the OXC based on the control infor-
mation provided by the control packet.

1.2.2 Challenges in OBS

Optical burst switching offers significant advantages over OCS and OPS but before
OBS can be deployed in working networks several issues need to be addressed.

These challenges are; burst assembly, contention resolution, security, signalling and
burst scheduling.

1.2.2.1 Burst assembly

most commonly used schemes are the threshold ba
[30], [31]. A timer scheme aggregates bursts based o i

the network. If a large time out value is set and con i
ume of bursts will be lost per contention. However,
then there will be a lot of bursts in the network whic
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of contention occurring.

A threshold scheme sets a ceiling on a the number of packets required in a single
burst. Once the number is attained the burst is sent into the network. If a large
threshold is set, then a high volume of packets will be lost per contention. However,
if a small threshold is set then there will a lot of bursts in the network increasing the
chances of contention [32].

1.2.2.2 Contention

When more than one burst requests to use the same output port at the same time,
contention occurs [32]. Unlike in the electrical domain where buffers are usually
used to deal with contention, it is challenging to have buffers in the optical domain,
therefore other measures are taken to deal with contention [33], [34]. These include
[35], [36]:

* Wavelength conversion changes the current wavelength of the burst into a free
wavelength on the output port.

¢ Deflection routing
* Burst segmentation

* Fiber delay lines

1.2.2.3 Signalling

Before a burst can be switched throughout the network resources must be reserved
for it. A signalling scheme is used to configure switches and assign resources needed
by the burst at each node. Signalling techniques can be classified by the manner in
which they reserve resources, the way they deal with contention, how they release
the resources after a burst is switched through a node and the manner in which
they reserve resources [37], [38]. The most common way of classifying signalling
techniques is either one way or two-way reservation schemes. One way reservation
sends a burst without waiting for an acknowledgement while two way reservations
is acknowledgement based [39]. The most widely used signalling techniques are
Tell and Go where a burst is transmitted instantly after the control packet without
knowing if the switches have been configured for it. Another signalling technique
mostly used is the tell and wait where a burst waits for an acknowledgement from
the node before it is injected into the network [35].
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1.2.2.4 Scheduling

At every core node in the network bursts must be assigned to a pertinent output port
wavelength. In every output link there exists a gap between two scheduled burst.
Scheduling schemes are primarily focused on minimizing this gap [40], [41_]' 'I'“h.ere
are two classes of scheduling algorithms; with void filling and without void filling
or Horizon [42]. Void filling algorithms take into account the voids between bursts
when scheduling. Without void scheduling algorithms do not take into account the

void between bursts when scheduling [43].

1.2.2.5 Security

The control packet is processed by every core node that receives it. If a core node is
compromised in a network an attacker can compromise the control packet leading to
a number of security vulnerabilities [44]. Security threats in OBS can be categorized

into two [45]:
* Orphan burst

This results when a scheduling request is denied at a node due to contention. The
burst will arrive at this node and will not be routed as no reservation is made for
it. This burst is referred to as an Orphan burst. This burst will flow in the network
wasting bandwidth and will end up at an unintended egress node [46].

® Malicious Burst header

Ifanode is compromised the control packet fields can be altered as such compromise
the confidentiality, integrity and availability of data [45].

1.3 Problem statement

The exponential growth of the quantity of users in the internet and the increase in
bandwidth required by applications has made optical networks all the more rele-
vant, with optical burst switching being the most ideal as it has the capability of

transferring data at tremendous speeds. However, the control packet is plagued by
a variety of security challenges as it traverses the n

etwork. A control packet under-
goes O-E-O conversion at every intermediate core

. node. If a node is compromised
it can subsequently act as a gateway to the entire network and an attacker can have

access to the control packet as it undergoes Processing at that node. This attacker
can then modify any field in the control packet and hence, introduce a number of

security concerns by compromising the integrity, confidentiality and integrity of the
control packet and by default that of the data burst.




Chapter 1. Introduction 7

14 AIM

Optical Burst Switching has the capability to drastically improve the provisioning
of end-to-end light path establishment between communicating entities in a net-
work. However, security threats in OBS jeopardize the integrity, confidentiality and
authenticity of data. Most of these security threats are aimed towards the control
packet; hence the development of a mechanism that enhances the security of the
control packet will drastically improve the security of data throughout the network.
The aim of this research is to investigate different security concerns relating to a
control packet of a data burst along with their proposed solutions and to design a
secure burst control packet mechanism to counteract identified security threats.

1.5 Specific Objectives

1. To review all existing literature pertaining to security concerns in optical burst
switching in relation to the control packet how the threats are detected and
ways of mitigating these threats.

2. To formulate a secure burst control packet mechanism for optical burst switch-
ing network based on information obtained on the above objective

3. To evaluate the proposed mechanism by comparing results to existing mecha-

nisms

1.6 Research Questions

The purpose of this study is to find answers to the following inquiries:

1. What are the major security concerns in optical burst switched networks re-
lated to control packets?

2. How are security threats identified in OBS networks?

3. What are the security mechanisms dealing with security concerns related to
control packets in OBS networks?

4. What are the trade-offs introduced by the mechanisms identified?

5. On which metrics are the mechanisms dealing with security concerns of con-
trol packets in OBS networks gauged?
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1.7 Expected Outcome

The expected outcome of this study is to design a secure mechanism for the? contr}czl
packet that secures it as it travels through the core nodes of the nefWOI"k. This mech-
anism will ensure the confidentiality of data through the network as it ensures that

only the intended recipients have access to the data.

1.8 Thesis Outline

The thesis is organized in five chapters which are further broken down into their
related sub-sections. A breakdown of the thesis is given below.

1.8.1 Chapter 2: Literature review

The second chapter discusses emerging processes in order to obtain a deeper under-
standing of threat detection strategies currently in use, how security vulnerabilities
are handled and weaknesses of existing security mechanisms. An in-depth look into
the structure of the control packet and its associated security vulnerabilities.

1.8.2 Chapter 3:Methodology

The third chapter describes a framework that is to be followed to design and simu-
late a secure burst control packet mechanism for OBS networks. The steps are clearly
outlined to provide a better understanding of the work undertaken.

1.8.3 Chapter 4:Results Analysis

This chapter discusses the simulation results obtained after testing the mechanism.

1.8.4 Chapter 5:Conclusion

The final chapter evaluates if the proposed methodology addressed the objectives

outlined. A comprehensive validation of the methods used is provided in this chap-
ter.




Chapter 2
Literature Review

This section discusses the structure of the control packet, security vulnerabilities in
OBS associated with the control packet, how these threats are detected and how
these threats are handled in the network. This is all achieved by exploring existing
literature.

2.1 Control Packet Structure

Every data burst has a corresponding control packet thatis sent ahead of it to config-
ure and reserve resources needed by the burst. The control packet format allows for
continuous transmission overhead. Its use of the segment indicator instead of flags
ensures that the control packet is always scalable to higher transmission speeds [47].
Figure 2.1 provides the structure of the control packet and a brief explanation fol-
lows [48]:

Label: A switching protocol named multi-protocol label switching (MPLS) [49] is
employed in the reduction of the packets processing time as it does not need each
control packet to provide a fixed route instead the route is provided by the ingress
node.

Wavelength ID: A single optical fibre has the capability to carry hundreds of indi-
vidual wavelength channels and the control packet needs to be able to identify each
channel, 16bits are allocated to allow the identification of these wavelengths.

Flag: The segment length field has a dynamic length so the flag identifies the begin-
ning of the QOS indicator field and the end of the segment indicator field.

(v il | —8bits— 3 | S —3hit— =QOS indicator—{

T T ey f——8bit———— BlE e 1

Label \D flag | 8™ 190 _l901[ offset | CRC |[10r0]1ero
length

FIGURE 2.1: control packet structure
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t in the control
Segment Length (SL): This field contains the length of one segment in

burst. .
Segment Indicator(SI): The size of the segment indicator varies from onetd.atcal .butrst
to the other controlled by the burst assembly algorithm. The. SCEEI SIS G ICAEn
identifies the maximum allowable bust segment size. To obtain the burst length
core nodes multiply the SL by the number of ones in the SI.

Offset time:The offset time refers to the time gap between the control packet and
the burst, and it’s used to configure the switches before the burst reaches the core
nodes.

CRC: For error detection a cyclic redundancy check is deployed which uses a hash
function to detect any changes to data during transmission.

QOS Indicator: There are four qualities of service strategies that can be used in OBS

[50]. These strategies are:
* No QOS requirements
* Packets are arranged in decreasing priority order.
* Priority packets is organized in ascending order.

* Higher priority packets are enveloped by lower priority packets

The QOS indicator field identifies which QOS strategy is deployed.

2.2 Security Threats in OBS

Optical burst switching can transfer data at tremendous speeds but like any other
networking technique it suffers from some security vulnerabilities [7]. Sreenath et al

[46] conducted a research and came up with a security threat which they called the
burst circulation attack. This attack delays th

of compromised nodes. One node becomes a m
The control packet is redirected amon
time along with its corresponding d
control packet is sent to its intended

e delivery of data burst using a cluster
aster node and the rest as slaves.
gst the compromised nodes for a period of
ata burst. After a certain amount of time the
destination. By so doing it is wasting network
g circulation keeping them
Oposed a threat in which the

resources as each node services the control packet durin
from servicing other control packets. Authors in [45], pr
threshold value is altered either at the ingress node ore
burstification threat. The egress node ch
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Since a control packet undergoes OEO conversion at every intermediate node by
modifying the destination field of the control packet an attacker can tunnel the data
burst to a malicious destination. This type of attack is called a burst hijacking attack
[51] and it compromises the availability of data.

Every network is susceptible to Distributed Denial of Service attacks (DDoS) [52].
The most common DDoS attack is the flooding attack. Flooding attacks can be clas-
sified into two categories:

1. Spoofed header packets
Spoofed header packets relates to when an external packet is introduced into
the network [52]. The most common threat is the fake header injection attack.
This attack arises when an attacker inserts a malicious burst into the network
to redirect bursts to fake destinations [7].

2. Legal header packets used inappropriately
This is when a control packet is redirected to a different node or when it is
duplicated [53]. The most common attacks are;

¢ Replay attack
This attack occurs when a compromised node copies and stores the con-
trol packet. The stored control packet is later introduced back into the
network and wastes resources as the control packet makes reservations
for a burst that does not exist [54].

¢ Burst header flooding attack
A duplicate of the control packet is stored by a compromised node and
injects a number of these duplicate control packets back into the network
at a later time. This then prevents the node from servicing legitimate re-
quests as nodes are being flooded with resource requests [51], this attack
is termed burst header flooding attack.

¢ Land attack
A node can send a burst to multiple destinations on any wavelengths.
Land attacks take advantage of this functionality by making a copy of
the control packet and sending it to both the destination and source [46].
Reservations will be made as the control packet travels to the source
hence wasting resources.
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* Burst duplication attack : de bv a com-
This attack happens when a copy of a control packet is made by

promised node and is sent to an attacker. The original control packet is

sent to its intended destination [55].

2.3 Security Threat Detection Methods

Threat detection methods can be categorized into three types as shown by table 2.1

below.

TABLE 2.1: Identification methods

Detection type Studies

statistical detection [56], [51]

message authentication function | [57], [58], [59]
Machine learning [60], [61], [62], [63]

All core nodes are monitored by trusted nodes in the network. These trusted nodes
determine the presence of a malicious node through analyzing statistical data col-
lected during transmission. Once a control packet is received by a core node, the
node transmits certain statistical data to trusted nodes in a network. This data in-
cludes the destination and source addresses, burst id, and how many packets are
contained within the burst. Upon receiving this data the trusted node inserts this
data into a buffer table and compares it to data sent by adjacent nodes servicing
the same control packet. If any node sends mismatching data then the node trans-
mitting to it is deemed compromised. This detection method was proposed by the
authors in [56] and [51].

Merlin et al [57] proposed a system in which they perform per hop authentication
between nodes through a modified version of the HMAC algorithm. The MD5 al-
gorithm is vulnerable to attacks, therefore, to mediate this they used a modified
version of the MD5 algorithm to produce the message digest of the control packet.
The message digest is then appended to the control Packet and both are encrypted
using the RC4-4S encryption scheme. Every node pProduces a message digest of the
control packet and compares it to the appended message digest, if they vary then the
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Control packet flooding attack is one of the most dominant attacks in OBS as such
[60], [61] and [62] produced methods of identifying a flooding attack using different
machine learning techniques. A system that monitors edge nodes based on auto-
mated classification of systems to determine a malicious edge node was developed
by [62]. These systems used data mining techniques especially rule induction to de-
termine compromised edge nodes.To detect flooding attacks, Kaur et al [61] devel-
oped a genetic algorithm to monitor edge nodes to determine compromised nodes.
Zahid et al [60] proposed a model that could detect compromised edge nodes. This
model utilized Deep Convolution Neural Network (DCNN) to automatically de-
tect compromised edge nodes. Burst header flooding attacks drastically reduces the
quality of service as resources are held up servicing non-existent requests. Authors
in [63] developed a mechanism that utilized predictive machine learning to deal
with burst header flooding attacks.

2.3.1 Evaluation metrics of threat detection methods in Optical Burst
Switched networks

The identified methods only had one metric and that was the successful identifica-
tion of a compromised node. Methods using message authentication functions have
added metrics that were explored. However, all those methods primary objective
was not to detect the existence of a threat in a network but to provide a preventa-
tive measure and detection arose as a byproduct. As such their metrics are covered
in section 2.4 and will be explored at a later stage. Some methods of identification
while prevalent in literature have no forms of validation specified by their respec-
tive authors [58], [61]. Two types of validation techniques were used to check the
accuracy of the identified detection methods, these validation techniques being sim-
ulation and the use of a confusion matrix;

2.3.1.1 Simulation

A number of simulators were used to evaluate identified threat detection methods.
A brief description of the simulators used by the identified studies follows along
with the classification of the studies in accordance with their respective simulators

given in table 2.2.
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TABLE 2.2: simulators used for detection

Simulation software Studies
Network simulator 2 (NS-2) | [46], [51]
xilinx ISE [64]
NCTUns [59], [63]

Network Simulator 2 (NS2)

Network simulator version 2 (NS-2) is a unix based discrete event driven simulator
that is open source for research into networking. It allows the simulation of multi-
cast protocols, TCP and routing over a wired and wireless network [65]. NS-2 does
not support OBS simulation and needs an nOBS extension which allows the simu-
lation of TCP over OBS in ns-2 [66].

NCTUns

This is both a network simulator and emulator supporting a variety of network
protocols, applications and models for both wired and wireless networks. This sim-
ulator can be used to evaluate the performance of network application programs,
network research education and network planning [65].

Xilinx ISE

Xilinx integrated synthesis environment (ISE) is used to compile and analyze hard-
ware design language designs. This allows a researcher to determine how their
design will react to different situations and view RTL diagrams[25].

2.3.1.2 Confusion Matrix

A confusion matrix shows how a model is confused when making predictions as it
is a summary of prediction results. Predictions are categorized into different classes
along with their count values making it possible to identify the types of errors be-
ing made by the classifier. Studies in [60] and [62] employed confusion matrix to

validate their methods.

2.4 Security Threat Handling Methods in OBS

There are generally two methods to deal with security threats in OBS networks these
methods are nodal isolation and cryptographic technique. These methods are out-

lined as follows:
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The Nodal Isolation method

Nodal isolation is when a node is excluded from the network as no traffic is directed
towards it. Once a security threat has been detected in a network and the compro-
mised node identified, the compromised node is excluded from the network and no
traffic is directed towards it [51], [61], [52], [62], [46], [63], [60].

Cryptographic Methods

The main mandate of cryptography is to secure communications by allowing the
contents of the control packet to be viewed by both the sender and the intended
recipient only. [67], [68]. This is achieved by encrypting the control packet using a
private key and transmitting both the cipher-text and the private key to the recipient
for decryption. Cryptographic techniques identified in the explored studies include
Rivest Shamir Adleman (RSA), Hash-based Message Authentication Code (HMAC)
and Quantum Cryptography and these are explained as follows:

Rivest-Shamir-Adleman (RSA)

RSA is a public cryptographic scheme whereby a transmitter encrypts data with
the receivers public key and the receiver de-crypts their data with their secret key
[69], [70], [71]. Multi layered security was employed to increase control packet se-
curity [72]. The transmitting node generates its temporary key pairs and sends its
public key to its neighboring nodes. The transmitting node then generates its sec-
ond key pairs and then encrypts its new public key with its old public and private
keys. Upon receiving the new encrypted public key of the transmitter the receiv-
ing node initially de-crypts it with the receiver’s old private key, and then with the
transmitter’s old public key.

Hash-based message authentication code (HMAC)

The Burst Control Packet is authenticated by using a modified HMAC algorithm
which is termed the Enhanced HMAC (EHMAC) algorithm [64]. Instead of us-
ing the conventional MD or SHA hashing functions normally associated with the
HMAC algorithm the modified MD5 algorithm is used. The message digest gener-
ated by the EHMAC is concatenated with the burst control packet and encrypted
using the RC4-4S symmetric algorithm. The Burst Control Packet is then transmit-
ted to the receiving node. The burst control packet is then de-crypted by the use of
the RC4-4S decryption algorithm and the EHMAC authentication performed. The
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¢ erated by the trans-
generated message digest is compared to the message dlg;?StagCir;t = drop};)ed.
mitting node if any irregularities are identified the control p

Quantum Cryptography

Quantum Cryptography is the application of quantum mechanics principles to pro-

duce a cipher-text. Quantum cryptography is based on .Heisenberg’s uncerta'lnty
theory, which states that certain pairs of physical properties caT\nc?t be determined
at the same time [73]. One is computed, while the other is distributed and, as a
result, difficult to compute. Quantum keys are transmitted on a channel separate
from the data burst and sends along Q-bits which are photons of random polariza-
tion. As photons change when they are measured if an intruder attempts to intercept
this data it can be detected.

Table 2.3 summarizes the main features of security threat handling methods in OBS
networks.

TABLE 2.3: Features of threat handling methods

Nodal Isolation Cryptographic Techniques

Per hop authentication is used to de- | Compromised nodes are not identi-
termine compromised nodes in the | fied in the network. Control packets
network are encrypted at all nodes in the net-
work

Control packets are not directed to- | Control packets are directed towards

wards compromised nodes in the net- compromised nodes
work

Reduces network resource utilization All resources in the network are uti-
as compromised nodes are not used lized

Increases end-to-end delay as the con-
trol packet is rerouted in the network

and ends up taking a longer path

Increases end-to-end delay as pro-
cessing delays are increased at all
intermediate nodes by the crypto-
____| graphic algorithms

2.4.1 Evaluation Metrics Used to Evaluate Thre

i at Handling Mech-
anisms in OBS Networks
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into account any other metric. Authors in [54] proposed a method to embed a secu-
rity framework which utilizes Cryptography, both classical and quantum techniques
into an OBS network architecture to enhance security. However, these authors did
not validate their proposal in any way. Evaluation methods of identified studies are
discussed below.

Secure Burst Control Packet Scheme for Optical Burst Switching Network [59]

Coulibaly et. al [59] designed a mechanism in which they used Rivest, Shamir, and
Adleman (RSA) public key encryption algorithm which was assessed using the NC-
TUns network simulator. They looked at three scenarios which are: a network with
no security measures and no security attack, a network under data burst redirec-
tion attack having no security measures and a network under data burst redirection
attack with an RSA based security mechanism. In all these three cases they were
comparing the throughput and burst loss ratio.

Enhanced HMAC Structure Based Burst Header Authentication Design for Optical
Burst Switched Networks [57]

A mechanism in which an enhanced HMAC structure validated the authenticity
and integrity of a data burst was developed by [57]. RC4-4S encryption was used
to ensure the confidentiality of the control packet while a modified version of the
MDS5 algorithm was used to determine its authenticity. The mechanism was syn-
thesized using the XILINX ISE such that it could be implemented in commercial off
the shelf field-programmable gate array (FPGA) and hence be used in real-time OBS
networks. Their main considerations were the avalanche effect, speed and to deter-
mine its effectiveness in real time applications.

2.5 Conclusion

In the consulted literature, control packet security mechanisms fall into a spectrum
of two types: one that identifies a compromised node and isolate it from the net-
work, and those that apply security protocols regardless of whether a threat exists
or not. Both these approaches have major disadvantages. The isolation of a node
from a network reduces network resource utilization while the application of secu-
rity protocols throughout the network increases the end-to-end delay of both the
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control packet and the data burst. The proposed
anism that will ensure security, maximum utilization of
without major penalties of end-to-end delay in the network.
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Chapter 3

Methodology

3.1 Introduction

This segment offers an in-depth look into the methodology to be followed to for-
mulate an algorithm for OBS networks solely focused on the security of the con-
trol packet, maximizing resource utilization and reducing end-to-end delay. The se-
cure packet mechanism is formulated by; analyzing and selecting a suitable control
packet authentication technique for per hop authentication, analysis and selection
of a security protocol method that ensures the confidentiality of the control packet
throughout the networks and finally the formulation of the proposed secure control
packet algorithm.

3.2 Control Packet Authentication

Message authentication functions are the most prominent way to ensure the in-
tegrity of data. There are two types of message authentication functions that identi-
fies if the received data is identical to the data sent: namely Message Authentication
Codes and Hash Functions. Message Authentication Codes create a cryptographic
checksum by using a secret key. The checksum is then appended to the message [74].
This is only viable when two communicating parties have a common key. When one
party wants to transmit a message to the other a checksum/MAC is produced as a
function based on the key and the message [75] [74] [76]. Message Authentication
Codes are used to safeguard the integrity and authenticity of data as the secret key
is used to assure the receiver where the message originated as well as the fact that
the message was not tampered with in any way.

Hash functions produce a hash code or hash which is a string of fixed length from
a message of variable length. The hash is a laconic representation of the message
being hashed [77]. Hash functions are used to guarantee data integrity meaning
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that hash codes are generated without any external input and are only used to de-
termine if a message was altered in any way during transmission [78]. This research
focuses on the integrity of the data, hence use of a hash function to authenticate the
integrity of the control packet through the core nodes. The next subsection explores
Hash functions and focuses on their construction.

3.2.1 Hash functions

In cryptography a Hash function H is a function that produces a fixed length string
from a string of random bit length, the output of which is termed a digest, hash
value or hash code [79] [80] [81]. For a hash function to qualify as a cryptographic
hash function it should be a one way function. That is, it should be mathematically
impossible to obtain any value a in the domain H from any string b from a codomain

H such that
H(a) =b (3.1)

Hash functions do not have any key, but to ensure that they are secure they have
three properties that they must possess [78]. These properties are as follows;-

1. Preimage resistance
Hash functions must always be one way functions. That is, if you're given a
hash value y it must be mathematically impossible to find the original message

m.

2. Second preimage (weak collision) resistant
No two messages should have the same hash value as such it should be com-

putationally improbable for two messages m; # mj to produce the same hash

values y1=h(m;) = h(mz)= y».

3. Collision (Strong collision) resistant
It should be mathematically impossible to obtain two colliding inputs. No
two arbitrary messages should have the same hash value. That is for any hash
function h, it should be impossible to find any two inputs r and j such that h(r)
= h(j). Strong collision resistance applies to any two arbitrary messages while
weak collision resistance applies to two particular messages.

The following section looks at how hash functions are constructed such that they
posses the three properties required for hash functions to be considered secure.
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Construction of Hash Functions

There are two methods of constructing a Hash function that is resistant to collision.
One such method is the use of a compression function for short messages to build a
hash function that is resistant to collision . The second method is to extend the col-
lision resistant hash functions for short messages to build a collision resistant hash
function for large messages [82] [80]. The most popular paradigm for archiving this
is through the use of the Merkel Damgard paradigm.

The Merkel Damgard construction was invented by Merkel [83]and Damgard [80] in
1989 independently. Message Digest 4 (MD4) [84], Secure Hash Algorithm 0 (SHA-
0) [85], Message Digest 5 (MD5) [86] , Secure Hash Algorithm 1 (SHA-1) [87], Secure
Hash Algorithm 2 (SHA-2) [88] and Race Integrity Primitives Evaluation Message
Digest 160 (RIPEMD-160) [89], all use the iterative nature of the Merkel Damgard
method. The most important aspect of the Merkel Damgard method is the collision
resistant compression function that generates a hash value of a fixed length from a
fixed input length message.

A chaining variable and a message block are the two inputs of a compression func-
tion. The inputs of a compression function are an n-bit message block along with an
m-bit chaining value such that f : {0,1}" % {0,1}"— > {0,1}".h{0,1}*— > {0,1}™
is the output of the iterative compression function algorithm obtained by process-
ing a message of random size through the compression function [90]. Padding is
always performed on the message that is to be processed such that the message be-
comes divisible by the original message block represented here by n bits. Bit-length
n corresponds to the input bit length of the compression function f that is currently
in use. A compression function processes a message of fixed length. If the mes-
sage block 1 does not satisfy the length requirement then padding is performed by
adding a single positive bit, and then a string of negative bits until the required
length is reached [27]. To strengthen the Merkel-Damgard paradigm, the padding
contains the ASCII representation of the original message. The message is then di-
vided into blocks all consisting of n-bit length. After that, the hash function h can be
deduced as follows;

Qo =1V
Qi = f(Qimy, Mp) i = 1500 (32)
h(m) = Q;

Where
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* fis referred to as the compression function of the hash function h

® Q; is just the intermediate chaining variable that lie between between the ini-
tial and final stage

® (o is the first hash state value (IV).

The hash state value determines the computation of the hash value. When hashing
begins there is a predefined value of the hash state values specified. The iterative na-
ture of the Merkel Damgard construction using a compression function is depicted
in Figure 3.1.

Message M

....................... ‘ ..................

Devide M into t blocks

i

Append padding bits

i

Append length block

FIGURE 3.1: View of the Merkel Damgard construction reproduced
from [91]

The hash state values are updated after every compression function action , until
the whole message has been processed. The final hash state values become the hash
code of the initial message. The Merkel Damgard construction is used to extend
the collision resistant property of hash functions for short messages to build one for
long messages. However, for the Merkel Damgard construct to be effective, a com-
pression function for short messages must be developed.
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MD-5, SHA-1, SHA-2 and RIPEMD-160 are among the commonly used hash func-
tions and they are all derived from the Merkle-Damgard structure by utilizing a
static compression function. The output of the MD-5 algorithm consists of 128-bits,
while the output of both RIPEMD-160 and SHA-1 consists of 160 bits. SHA-2 con-
sists of a triad of algorithms, SHA-256, SHA-384 and SHA-512, all with different
outputs. SHA-256 has an output of 256-bits, where as SHA-384 has an output of
384-bits and finally SHA-512 has 512-bits. Each and every one of these hash func-
tions originate from the MD-4 algorithm. The MD-4 algorithm is the basis in which
most hash functions are derived and is discussed below to comprehend the origin of
the other hash functions as it is the simplest of all the constructions. The exploration
of the MD4 algorithm is then followed by an in-depth look of all the algorithms
making up the MD4 family.

3211 MD4

MD-4 consists of three bitwise functions operating on three 32-bit variables.

f(xy,2) = (xAy) V((=x) Az) 8.3)
8(x,y,z) = (xAy) V (xAz) V (yAz) (34)
h(x,y,z2) =xQy &z (3.5)

Throughout the algorithm a current hash state is maintained, corresponding to the
internal state variable used to store the hash value as processing takes place. This
hash state is denoted by

Q = (Ql' QZI Q3l Q4)

with each value consisting of 32-bit. The final length of the MD-4 is 128 bits [90]. The
length of the message fed into the compression function is 640 bits, it is made up of
two parts the chaining variable of 128 bits and the message block being hashed of
512 bit. There are three other constants (g;, w;, ¢;) being used in the MD-4 algorithm,
which varies depending on the round. These constants are

0 0<j<15
qj = { 0x5A827999 16 < j < 31, (3.6)
0x6ED9EBA1 32 < j < 47.
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the arrays below provide values of ¢; and w;,

wo..15 = [0,1,2,3,4,5,6,7,8,9,10,11, 12,13, 14, 15],
wie.31 = [0,4,8,12,1,5,9,13,2,6,10,14,3,7,11,15),
w3y 47 = [0,8,4,12,2,10,6,14,1,9,5,13,3,11,7,15],

e0R5e—i[827 1M1 97837711 819)3, 73117419, 3,7,11,19],
e85 18—1(8:5,951893 519 4137315/9713,3,5,9,13],

esoWa7A—8 SRR 5831981 11%1 51379 1111715,3,9, 11, 15].

The procedure outlined in Algorithm 1 is then executed for every message block
entered into the compression function after padding has been performed. Bit wise
rotation to the left is denoted by <. On each iteration 512 bits of the message block
are loaded into X for 0 < j < 16. Since the hash state values are subjected to change
as MD4 is processed temporary hash state variables are used to store the hash vari-
ables as they are manipulated and updated. These temporary hash variables are

denoted by R, ], Kand L.

Algorithm 1 MD-4 compression function reprinted from [90]

1 (RJKL)<IV,— 1= (Qll Q2,Q3, Q4)
2: /*ROUND 1 */

3: forj=0to15do

4 t< R+ f(J,K,L) + Xj +q;

5; RJIKL) < (L, t L e;], K).

6: /* ROUND 2 */

7: forj =16 to31do
8: t(—A+g(I,K,L)+ij+qi
9; RJKL) + (L, tLe;], K).

10: /* ROUND 3 */
11: forj =32 to 47 do
12: t < R+h(],K, L)+ Xyj +g;
13: RJKL) < (L, t < ¢;] K).
(Qll QZI QSI Q4) — 1V, = (Ql SERY QZ ar I/ Q3 T K/Q4 I L)

The final hash state values are then linked together and taken as the hash value of
the MD-4 algorithm. Initially the hash state values are initialized with the following
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values;
Q1 = 0x67452301
Q> = 0xEFCDAB89
Q3 = 0x98BADCFE
Q4 = 0x10325476
3.2.1.2 MD5

Just like MD-4, MD-5 produces a hash value of 128-bits from a message of 512-bit
blocks [79]. The difference between the two is that in addition to the f, ¢ and h
functions of MD-4, MD-5 has an additional function i defined as

i(x,,2) = y @ (x V (-2)) 37)
and the function of g has been changed to

8(x,y,2) = (xA2) V (y A (=2)) (338)

to make g’s structure less symmetric. There are 64 predefined key values Kjy, ..., K¢3
one for each operation. Bitwise rotation is performed on each operations. The bits
need to be rotated left by a predefined values stated below;

s[0:.15) := 7,12,17,22,7,12,17,22,7)12;17,225 731251 7722
s[16..31] :=5,9,14,20,5,9, 14,20, 5,9, 14,20,5,9, 1,20
s[32.47] := 4,11, 16,23,4,11,16,23,4,11, 16,23, 4,11, 16,23
s[48..63] := 6,10, 15,21, 6, 10, 15, 21, 6,10, 15, 21, 6, 10, 15, 21
The hash state variables are four 32-bit values Q = (Q1, Q2, Q3, Q4) giving an output
of 128-bits from input blocks of 512-bits. The message is loaded as 16 words/512-
bits ata time into X; for 0 < j <16 which are at that point extended to 64 words. After

the entire message is processed the final chaining variables are combined to produce
a hash value that represents the original message [79] as shown in algorithm 2.
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Algorithm 2 MD-5 compression function adapted from [90]
: RIKL)<1V, 1= (Q1,Q2,Q3,Q4)

: /*ROUND 1 */

: forj=0to 15 do

t— J+ f(J,K L) + X;; + kj

RJKL) < (L, t < s;], K).

/* ROUND 2 */

forj=16to 31 do
t< J+8(J. K L)+ X;; +k;
RJKL) « (L, t < 5] K).

10: /* ROUND 3 */

11: forj=32to47 do

12: t< J+h(],K L)+ X;; +k;
13: RJKL) « (L, t < 5] K).

14: /*ROUND 4 */
15: forj =48 to 63 do
16: t(—I+Z(I,K,L)+Xz]+k]

17: RJKL) + (L, tLs j,],K).
(Q1,Q2,Q3,Q4) < IV, =(H1 +R,Hy + |, H3 + K,Hs + L)

-

ROME OB SURR O

The initial chaining values of 128-bit values to be processed with the first message

blocks are given as follows;

Q1 = 0x67452301
Q> = Oxefcdab89
Q3 = 0x98badcfe
Q4 = 0x10325476

3.2.1.3 SHA-1

SHA-1 has five internal states rather than four 32-bit values in MD-4

Q = (Q1,Q2, Q3, Qs, Qs) resulting in a hash value of a 160 bits from a message block
of 512 bits [92]. A message is broken down into blocks of 448 bits which are then
padded with 64 bits to make their overall length 512 bits. SHA-1 is extremely similar
to MD4 as they use identical bit-wise functions. These functions f, ¢ and h. SHA-1
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has four round constants being:

ki = 0x5A827999

k» = 0x6ED9EBA1
k3 = 0x8F1BBCDC
ks = 0xCA62C1D6

after the message has been padded. The message is then fed 16 words/512 bits one
after the other into Xj for 0 <j < 16. SHA-1 uses a more extensive version of X; span-
ning from 0 to 79 as SHA-1 has 80 rounds. Steps in algorithm 2 are then applied to
each of the 16 words. After all the data is executed the output is the concatenation of
the final hash state variables those being Q1, Q2, Q3, Q4, Qs as depicted in algorithm
3. SHA-1 has an additional hash state as a result one more temporary hash state is
introduced to accommodate the extra hash state. As such M is added to the already
existing R, J, K, L temporary hash states.
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Algorithm 3 SHA-1 compression function obtained from [90]
: RIKLM)«IV,_ 1= (Q1, Q2 Q3,Qs, Qs)
: /* Expansion */
: forj=16t079 do
t Xj — ((Xj_;; (37 Xj—8 b Xj—14 & Xj-16) <1)
/*ROUND 1 */
forj=0to 19 do
t= (R<5)+(J,K L)+M+X+k1
RJKLM) + (tR] < 30,K,L).
/*ROUND 2 */
10: forj =20 to 39 do
il t= (R<5)+h(J,K,L)+M+X jtka
12: RJKLM) + (tR] < 30,K,L)
13: /* ROUNDI3*/
14: forj =40 to 59 do
15; t= (A<5)+g(J,K,L)+M+X j+k3
16: RJKLM) < (t,AB < 30,C,D)
17: /* ROUND 4 */
18: forj =60 to 79 do
19: = (A<<5)+h(J,K,L)+M+X,-+k4

20: RJKLM) + St,R,] < 30,K,L) :
(Qll Q21Q3IQ4I Q5 & IVr = (Ql A R/QZ qF ],Q3 +K, Q4 -+ L, Qs

—

AW N

N OO O O

The initial hash state values of 160 bit values to be processed
blocks are initially given as:

Q2
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3.214 SHA-256

SHA-256 produces a hash value of 256 bit hash value. SHA-256 varies varies from
MD-4 and SHA-1 as it employs different f and g functions. These functions being:

f(xy,2) = (x Ay) ® ((-x) Az) (39)

8(xyz)=(xAy)& (xAz) D (yAz) (3.10)

The following functions are also performed on single 32-bit words

70(z) = (2>>2)8 (z>> 13) € (z > 22) (3.11)
71(2) = (2>>6) @ (2> 11) € (z >> 25) (3.12)

d(z) =(z>7)e(z>18)® (z> 3) (3.13)
0(z) ==>17)e (z>19) & (z > 10) (3.14)

where >> is the right rotate and right shifting is denoted by >. SHA-256 has 64
words Kj, ..., Kgz which are obtained from the first 64 prime numbers as the first 32
bits of their cube roots’ fractional component. The hash state variables are eight 32-
bit values Q = ((Q1, Q2, Q3, Qs, Qs, Qe, Q7, Qs)) giving an output of 256-bits from
input blocks of 512-bits. The message is loaded as 16 words/512-bits at a time into
X; for 0 < j < 16 which is then extended to a total of 64 words. After the entire
message is processed the final chaining variables are added together to get the initial
message’s hash value. SHA-256 uses eight temporary hash state values denoted by
R,JLK,L,M,N,O,P.

Algorithm 4 SHA-256 compression function reprinted from [90]

(RIJIKILIMINIOIP)(_IVY-]= ((Qll Q2l Q3I Q4l QSI Q6r Q?l QS))
/* Expansion */
forj=17to 64 do

t Xj < 01 (Xj-2) + Xj—7 + do(Xj-15) + Xj-16

/* ROUND */
forj=1to 64 do

ti=— H +7(M) + f(M, N, O) + K; + X;

t2=')'0(R) 1€ g(R' I, K)

(R'I’KILIMINIOIP)(_(tl + t2, R, ]I KI L+ ty, MI N' O)
((Q1,Q2,Q3,Q4,Q5,Q6,Q7,Qs)) « IVe = (Q1 +R, Q2+ [,Q3+ K, Qs + L, Q5 +
M,Qs + N,Q7+0,Qs + P)

The initial hash state values of 256-bit values to be processed with the first message
blocks are given as follows:
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Q1 = 0x6A09E667, Q, = 0XBB67AES5,
Qs = 0x3C6EF372, Q4 = OXA54FF53A,
Qs = 0x510E527F, Qg = 0x9B05688C,

Q7 = 0x1F83D9AB, Qs = 0x5BEOCD19.

3.2.1.5 RIPEMD-160

The hash function RIPEMD-160 compresses any arbitrary message less than 290
length into a hash value with length of 160-bit [89]. Padding is performed on the
message, the message is then processed as blocks consisting of 512 bits following
the iterative design of the Merkle-Damgard construct. RIPEMD-160 produces a mes-
sage digest of 160 bits. The compression function has two parallel operations: left
branch and right branch. Each branch contains 5 rounds, and each round contains
16 steps [81] [93]. The Boolean functions in each round are as follows:

qi(a,b,c) =a®bdc (3.15)

92(a,b,¢) = (a Ab) V ((—a) Ac)
q3(a,b,c) = (aV —b) & ¢

qa(a,b,¢) = (aAc) V (b A —c)
q5(a,b,¢c) = a® (b V —c)

The input message is divided into 16 words my all consisting of
[89]. The expanded message words used to update the right bran ha
M (r), While the message block used to amend the left branch i d
The initial chaining variables of RIPEMD-160 compressiqn*‘ ctio
H = (Q1,Q2 Q3,Q4,Qs). The compression function has 80 ro
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R denoting the right branch while L denotes the left branch. The state update trans-
formation starts from a 160-bit input chaining variable H = (Q;,Q2, Q3,Q4,Q5)
and updates them in 80 steps (5 rounds, each round contains 16 steps). In round
j(1 £j <5),R;and L;(1 < i < 80) are updated as follows:

R; ¢ ((Ri-s K 10) + (Ri—s < 10) +4;(Ri-1, Ri=2, (Ri=3 <& 10)) + my(ry +kj(r)) <K 8i(r)

L; + ((Li-4 <€ 10) + (L;—5 <« 10) +q6—j(Li—1/ Li—5, (Li-3 € 10)) + M) +kj(l)) K s

s; denotes the shift position. Once the entire message is processed the final chain-
ing values becomes the message digest of the original message. The final chaining
variables are updated as follows:

Hy = H; + Ryp9 + (L7g < 10)

H; = H3 + (R7g <K 10) + (L77 < 10)
Hs = Hy + (R77 <& 10) + (L7 << 10)
Hy = Hs + (R7s << 10) + (Lgo)

Hs = H; + (Rso) + (L79)

3.2.2 Speed and Security of Hash Functions

To compare the speed of the various hashing functions single step computation is
used. Single step computation refers to the number of operations carried out by a
hashing algorithm on a single message block [81]. The less amount of operations an
algorithm has to compute during processing the faster it is going to be. However,
security of hashing algorithms lies in their ability to obscure the plaintext and this is
achieved by the operations it carries out. The more operations carried out the higher
the security of the hashing algorithm.

SHA-1

Step-by-step procedure of SHA-1 comprises of:

o four additions
o two shifts

¢ one Boolean function

As shown in algorithm 3 and appendix A.1. Boolean functions in SHA-1 do not per-
form the same amount of unit operations. f performs 4 unit operations, g performs
5 unit operations and finally h performs 2 unit operations. The number of unit op-
erations performed on one message block amounts to:
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step operations for Boolean function f =4+2+4=10
step operations for Boolean function & = 4+2+5=11
step operations for Boolean function h = 4+2+2=8

Unit_operations = steps * step_operations = (20 * 10) + 2(20 * 8) + (20 11)
— 740(unit_operations)

SHA-256
The step operation of SHA-256 comprises of:

° seven addition operation
° two summation operations each consisting of five unit operations

° two Boolean function one consisting of five unit operations and the other of

four
Step_operations =7 +2 x5+ 5+ 4 = 26
Unit_operations = steps * step_operations — 64 x 26 — 1664 (unit_operations)
The step operations of SHA256 are further illustrated in Appendix A.3 and Algo-
rithm 4

MD5
As shown in Appendix A.2 and Algorithm 2 the step operation of MD5 consists of:

® 4 additions
e 1 shift

* 1 Boolean function

The Boolean functions have varying amounts of unit Operations performed in each
with f and ¢ with 4 unit operations each,i with 3 unit operations and finally & with
2 unit operations. The number of unit operations amount to:

Unit_operations = steps x step_operations = (16 x 6) 4 (16 % 7) +2(16  8)

= 464(unit_operations)

RIPEMD-160
The step operation of RIPEMD-160 consists of:
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® 4 additions
® 4 circular shift
¢ 1 Boolean function

as depicted in Appendix A.4, q; consists of 2 unit operations, 4, consists of 4 unit
operations, 43 consists of 3 unit operations, g4 consists of 4 unit operations and gs
consists of 3 unit operations hence the number of unit operations for RIPEMD-160
are given by

Unit_operations = steps x step_operations = 2((16 * 10) + 2(16 * 12) + 2(16 * 11))
= 1792(unit_operations)

The more unit operations carried out by an algorithm the more secure it is. How-
ever, the speed reduces as the number of unit operations increases. This is because
more time is used to carry out the operations. RIPEMD-160 is the most secure hash
function however it is also the slowest due to the amount of operations that have
to be carried out.The goal is to create an algorithm that will be secure and reduce
end-to-end delay as such speed and security are the matrices to be considered when
selecting the hashing algorithm. SHA-1 and MDS5 are highly susceptible to collision
attacks, RIPEMD-160 is slow. SHA-256 performs an average number of unit opera-
tions suggesting that it has the right blend of security and speed as such it is chosen
to authenticate the control packet between nodes.

3.3 Security Protocol Method Selection

One method of securing information is through the use of cryptography which is the
use of mathematical concepts to transform information into a format that is difficult
to decipher. There are two types of cryptographic techniques: Symmetric cryptog-
raphy which is also termed secret key algorithms involves using an identical key to
perform both encryption and decryption. Asymmetric cryptography, also known as
public key algorithms, employs two distinct keys: a public and a hidden key. Before
transmitting the message the sender has to encrypt the message with the recipient’s
public key.The receiver decrypts the cipher text using his or her secret key.

From their inception asymmetric keys were never intended for data encryption but
rather were developed as a means of a key transfer mechanism for symmetric cryp-
tography schemes [95]. Public key cryptography requires the use of key manage-
ment infrastructure so as to verify the keys. If this is not deployed, then attackers can
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insert their own public keys and as such introduce man in the middle attacks, Public
Key Infrastructure (PKI) is essential in symmetric key cryptography as it provides
a platform for which keys can be safely transmitted in a network. Without a PKI,
symmetric cryptography is no less secure than asymmetric cryptography. When
implementing public key cryptography, the parties involved are to have the same
initial parameters which are the numbers fed into the algorithm, this then leaves
the algorithm vulnerable to evil values attacks which can substitute these numbers
to disable encryption [96]. Symmetric encryption has a much simpler algorithm
and hence its computationally faster than asymmetric cryptography [96]. Symmet-
ric cryptography is faster [97] [98] than asymmetric cryptography, since the main
consideration of this research is speed and security, one of the symmetric algorithm

will be proposed for our solution.

3.3.1 Symmetric Algorithms

The Data Encryption Standard (DES) [99], Triple Data Encryption Standard (3DES)
[100], The Advanced Encryption Standard (AES) [101], and Blowfish [102] are some
of the symmetric algorithms. These algorithms are explored in the following sec-

tions.

3.3.1.1 Data Encryption Standard (DES)

DES encrypts blocks of 64-bit length and has a key of 56-bit. It utilizes an identical
key for both encryption and decryption with each block undergoing 16 rounds of
encryption. Each round performs the same operations on the block. The main 56-
bit key is used to formulate 16 sub keys which are used during encryption rounds.
Figure 3.2 depicts the block diagram of DES.
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64

56

DES +k

64

e

f’s input is a 48-bit round key derived from the main 56 bit key a well
bit cipher words (denoted by R and L) derived from the plaintext a
initial permutation. The DES Feistel structure is shown in Figure 3.

803
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Key K
[ Plaintext x ]
-1 64
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v 64 (keyk ]
Initial Permutation =
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, 56
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[ Ciphertext y=DESy(x) J

FIGURE 3.3: feistel structure of DES reprinted from [103]

The initial permutation is a bitwise permutation used to arrange the plaintext in
such a way that it can easily be fetched by the 8-bit data busses [27]. Initial permu-
tation arranges the plaintext in accordance with table 3.1. This shifting of data does
not increase the security of the algorithm in any way as there is no key being used

at this point.
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TABLE 3.1: First Permutation

58 50 42 34 26 18 10
60 52 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 16
57 49 41 33 25 17 9
59 51 43 35 27 19 11
61 o3 45 37 29 21 13
63 55 47 39 31 23 15

N O W = 00 O BN

Once the first permutation is carried out, The block is divided into two. A half on
the right and a half on the left denoted by R and L in Figure 3.3.

The f function consists of four layers:

* Expansion layer:- The 32-bit cipher-word is extended to 48-bits by dividing
it into eight blocks each consisting of 4-bits, each block is then expanded to
6-bits. The expansion table is provided in appendix B.9.

¢ Key addition:- After expansion takes place the 48-bit block is XORed with the
48 bit round key.

e Substitution layer:- The cipher-word is split into eight blocks each consisting
of 6-bits. Blocks are fed into different substitution blocks that map the 6-bit
blocks to 4-bit block to produce a 32-bit cipher-word. First and last bits denote
the row and the four middle numbers denote the column.Once obtained the
number is converted to binary and taken as the output of the substitution box.
The substitution boxes are given in appendix B.

e Permutation layer:- The 32-bit output block of the substitution layer is per-
muted in accordance with table B.10 to introduce diffusion.

The XOR cipher is used to add the The right-hand side f(Ro, K;) and the left-hand
side Lo. This results in R; the first round output. The above process is repeated 15
times with varying round keys. The original Rg block becomes the new L1 block in
the second round with the results obtained from f(Rg, k1)® Lo becoming R;. In more
general terms the subsequent blocks are obtained through:

Ln =Ry —1

(3.20)
Ry=Ly,—1 +f(Rn = Lkn)
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Where:
® 7 is the round number

® L is the left block

R is the right block

k is the round key
* f is the compression function F

To obtain the ciphertext the original permutation performed on the data has to be
reversed. This is done in accordance with the permutation table as seen in table 3.2.

TABLE 3.2: Final Permutation

40 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
87 5 45 13 53 21 61 29
36 4 +4 12 52 20 60 28
85 8 43 11 51 19 59 27,
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

The results of which are the ciphertext of the original data block. To decrypt DES the
algorithm is run in the same exact way with one major difference, that is the round

keys are used in reverse

3.3.1.2 Triple Data Encryption Standard (3DES)

Due to the advancement of computing power, a 56-bit key is now considered too
short for modern applications. To avoid redesigning a completely new block cipher
a cipher was proposed in which the key length of DES was increased. Triple DES
operates by iterating DES three times using different keys, subsequently increasing
the key size to 168-bits as shown in Figure 3.4. To encrypt the plaintext, the first
key is used. The second key is used to decrypt the ciphertext while the third key is
used to encrypt the second key’s decrypted text. In all these three processes the DES

structure outlined above is followed.
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FIGURE 3.4: Triple DES structure obtained from [27]

3DES = DESk, * DESk; * DESk3

Where K1, K2 and K3 donate the main keys of each DES application.

3.3.1.3 The Advanced Encryption Standard (AES)

Advanced Encryption Standard (AES) encrypts data of 128-bit block size. It’s a non-
Feistel cipher with key lengths ranging from 10, 12, or 14 rounds depending on the
key length used [96]. For a length of 128 bits for the key AES has 10 rounds, with
a 192-bits key length 12 round are required and 256-bit key length undergoes 14
rounds [96], [27] and [97]. Figure 3.5 displays a block diagram of the AES algorithm.

128

128/192/256

FIGURE 3.5: Input output parameters of AES reprinted from [27]

The encryption structure of AES has three layers with each layer manipulating all
128 bits of the plaintext. All rounds undergo all three layers except the first round.
An explanation of the different layers follow with a more detailed illustration of the
encryption process shown in Figure 3.6 [104]:
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e Key addition layer: This layer adds a key derived from the original key to the
plaintext

e Byte substitution layer: Confusion is introduced to the data through the use
lookup tables. Each bit in the block is transformed in such a way that the
changes propagate across all the block bits.

e Diffusion layer: This layer is divided further into two sub layers being the
ShiftRow layer and MixColumn layers that are aimed at providing diffusion
across all bits in the block. The ShiftRow layer consists of four rows, each with
four bytes. The first row is not affected in any way while bits in the second
row are right shifted three times, bits in the third row are right shifted twice,
the fourth row is right shifted once [105].

r Planiext x J l Keyk |

| EX ¥

ko
l Key addition layer }.—_—l Transform 0 ]

Byte substitution
layer

Round 1<

Transform 1

(8
l Key addition layer l'—[ Transform n..; ]

Rod oL
l Key addition layer '—.I Transform n, '

FIGURE 3.6: encryption structure of AES reprinted from [104]
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Galois Fields

The s-boxes and MixColumn layer uses Galois field arithmetic. As such, a brief
overview of Galois fields follows.

A set of finite elements or numbers that can be subtracted, multiplied, added and
inverted are termed a finite or Galois field. A set consisting of an operation which
has a corresponding inverse operation is referred to as a group, such that every el-
ement 7 has an inverse -n in such a way that n + (—n) = 0 = 0 mod m. A set
containing additive and multiplicative groups is required for a structure to possess
all four basic arithmetic operations. This structure is called a field. A field has three
basic properties:

* .With the group operation "+", all elements inclusive in f, as well as the natural
element 0, form an additive group.

* A multiplicative group is formed by elements of f as well as the natural ele-
ment 1 excluding 0, this multiplicative group posses the group operation “x”.

* The distributive law is always in effect when group operations are mixed, i.e.,
for all x,y,z € F: x(y+2) = (xy)+(xz).

Cardinality or Order is the number of elements in a field [27]. Cryptography always
deals with finite fields. The most important aspects of fields are provided in theorem
3.3.1 reprinted from [27].

Theorem 3.3.1. For a positive whole number n and a prime whole number p, a field exists
only if its order m is a prime power, i.e., m = p". Where p is the finite field's characteristic.

The most basic examples of finite fields are prime order fields, fields with n=1.
Integers 0,1,...,p-1 can be used to represent elements of the field GF(p). The two
operators of the field are modulo p. If an integer ring Z, contains integers with
modular multiplication and addition and r is a prime number then Z, is both a ring
and a finite field as best described by theorem 3.3.2

Theorem 3.3.2. The integer ring Z,, of a prime p is represented as GF(p) and is termed a
prime field, or a Galois field consisting of elements of prime number. All elements of GF(p)
other than zero have an inverse. All mathematical computations in GF(p) is done modulo p.

To perform arithmetic operations on prime fields, rules of integer rings must be
followed. These rules being;-

e Multiplication and addition are computed modulo p.
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* The negation of every number an is calculated as follows: a+(-a)=~0 mod p-
* The reciprocal of any number not equal to zero is given by a * a~1= 1.

AES uses the field GF(28) as its finite field contains 256 elements. Each byte of the
internal data path is treated by AES as an element for the MixColumn and s-boxes.
In the absence of a prime ordered finite field, modulo 28 addition and multiplication
cannot be performed as 2% is not prime. Extension fields are fields with n > 1 and
as such possess different notation to standard fields, and arithmetic performed on
them is that of polynomials.

Polynomials with coefficients in GF(2) are used to represent GF(2") elements in ex-
tension fields. Every element has 7 coefficients meaning the polynomial has a degree
of n-1. AES uses the field GF(28) which is represented in polynomial form as;

D(x) = d7-7f7 i d67f6 ar dsxs + d4x4 + d3x3 + d2x2 +dix +do
d; € GF(2) = {0,1}

(3.21)

Addition in extension fields is achieved by performing modulo 2 addition on co-
efficients with equal powers of x, while subtraction is performed by modulo 2 sub-
traction of coefficients with equal powers of x. MixColumn operations utilizing field
multiplication in GF(2%). As such two elements of a finite field GF(2") are multiplied
following the standard multiplication rule for polynomials;

C(X) : D(X) = (c,,_lx""] ........... Co) : (d,,_lx""l ........... do) (3.22)
NGO = B P e ep

where;

ey = codomod2
¢y = codq + cydomod2 (3.23)

/
€op—2 = Cy—1dy-1mod2

Inversion of finite fields is a very important concept in AES as s-boxes utilize this
property of finite fields during Byte substitution transformation [106]. For any ir-
reducible reduction polynomial P(x) and its accompanying finite field GF(2"), the
inverse A~ of a non-zero element A € GF(2%) is defined as;

A 1(x) - A(x) = 1nodP(x) (3.24)
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Inversion lookup tables of fields with 216 elements or less are often used. As pre-
viously stated AES uses GF(2%) in which the inversion lookup table for all ele-
ments used are provided in appendix C.1. All inverses in GF(28) modulo P(x) =
x® + x* + x¥® + x + 1 in hexadecimal form are listed in the table. For zero elements,
there is no inverse. However, AES makes an exception and assumes that that the
inverse of entry zero is mapped to itself.

Structure of AES

AES is a byte-oriented encryption algorithm, the 128-bit input block size is equiv-
alent to 16 bytes [27]. The 16 bytes are fed into the s-boxes, the output of which
are byte-permutated in the ShiftRow layer. The results obtained after the ShiftRow
layer are jumbled up as a result of the MixColumn transformation [107], [105] and
[27]. The bit-key is then added to the output of the MixColumn transformation layer
[107], [105] and [27]. The Byte Substitution layer and Diffusion layer which consti-
tutes the structure of AES are explained below.

Byte Substitution Layer

This layer has 16 identical s-boxes consisting of 8-bits. These S-boxes substitutes
each state-byte by with another byte. The s-boxes can be reversed because to the
fact that s-box substitution uses bijective mapping, meaning that every 256 possible
entry element is mapped to one corresponding output element [27] and [90]. s-boxes
are provided in 256 by 8 bit lookup tables with a set of fixed entries. The look up
table is given in table 3.3.
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TABLE 3.3: AES S-Box: Hexadecimal representation of substitution val-
ues obtained from [27]

Y

ORI 2S4S R 6798 9 "A° B C D-EE

63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76
CA 82 C9 7D FA 59 47 FO ADD4 A2 AF 9C A4 72 C0
BZEEDE03 26836 3ENEZE CGI348 A5 ES5  E1l' 71 D8 31815
04RG7Z823 M E3 R 868 058 9AN 074127 80- E2' EB' 27" B2875
09 8 2C 1A 1B 6E 5A A0 52 3B D6 B3 29 E3 2F 84
53 D1 00 ED 20 FC Bl 5B 6A CB BE 39 4A 4C 58 CF
DO EF AAFB 43 4D 33 85 45 F9 02 7F 50 3C 9F AS8
51"=A340" 8F 92 9D 38 F5 BC B6 DA 21 10 FE F3 D2
CDOC 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73
60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E 0B DB
EO 32 3A 0A 49 06 24 5C C2 D3 AC62 91 95 E4 79
E7 C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 08
BA 78 25 2E 1C A6 B4 C6 E8 DD74 1F 4B BD 8B 8A
70BSERB5% 6684803 WE6MOE 61835557 BO* 86 = C11DRIE
El F8 98 11 69 D9 8E 94 9B 1E 87 E9 CE 55 28 DF
8C Al 89 0D BF E6 42 68 41 99 2D OF B0 54 BB 16

T EH g O W> © O NN U A WN R~ o

S-boxes consists of two mathematical transformations; Galois field inversion and

and affine mapping.

Ci 1
i GF(28) Dii affine
" |inversion "I mapping
(Sl

FIGURE 3.7: S-box mathematical operations

Di

Galois field inversion is performed on each input element C;. The inversion is given
by D! = C;! and all the elements in C; and D are in the GF(28) field al(.mg with
a fixed polynomial P(x)= x8 + x* + x3 + x +1 [27] and [106]. The inversion table
is provided in appendix C.1. The results obtained after inversion is performed are
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multiplied by a constant matrix which is then added to an 8-bit vector, the opera-
tions of which are described as follows;

1
J

do 10 0 0T RS 1RSI [ 1
dy 11 0l 0RO TSI
da |0 |1 ISR ool | G
a3l _ |1 U 1RO RO RN S S
da|| [T S OO |
ds| || 0 TR S O ) 2
de || OF 0SS TR T [ T
7] |0 0 ka6 e |

D;j(x) = Ci’l(x) is represented by a vector by D' = (d7, dg, ds, d}, d5, d5, dy,dg). The
above equation 3.3.1.3 is termed as affine mapping. Non-linearity is achieved in the
S-boxes by the performance of Galois field inversion in GF(28), by so doing increas-

ing security of AES against analytical attacks [106].

Diffusion Layer

This layer has two sublayers;

1. ShiftRow layer
This layer utilizes cyclic shifting. The 16 input bytes are arranged into a four
by four byte matrix. The second row is cyclic right shifted by three bytes, with
the initial row left as it is, the third row is two byte right shifted. Lastly the
fourth row is right shifted by one byte [27].

2. MixColumn layer
A linear transformation is used by the MixColumn to enhance diffusion by
combining all columns in the state matrix [90] and [27]. I denotes the 16 byte
input states, and O denotes the output states, resulting in;

MxColumn(I) = O

The input to the MixColumn is the state obtained from the Output of the
ShiftRow. This input matrix

Ih I Ig Ip
It Iy Ly L
ho hy L Ig
Iis el e l7aal 1
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is multiplied by a fixed four by four matrix

02 03 01 01
01 02 03 01
OIS 018202803
03" 01 01 02

with all the addition and multiplication done in GF(28) [27]. Recall that the in-
put and output are 8-bit values representing an element in GF(28). The math-
ematical manipulation is computed in Galois field. The four by four matrix is
represented in hexadecimal notation meaning that ‘01’ in GF(28) polynomial
coefficient form becomes 0000 0001.

Key Schedule

The sub-keys used in every round are derived from the original key [27]. The total
number of keys required is the number of rounds increased by 1. The extra key is
for key whitening in the initial key addition layer. For the key length of 128 bits, 11
sub-keys are required, 192-bit key length needs 13 sub-keys and 256-bit key length
requires 15 sub-keys [27]. All sub-keys are of 128-bit each and are derived recur-
sively. Key expansion arrays are used to store keys. These expansion arrays consist
of words such as AES key schedule is word oriented [90]. Key schedules depends on
the key length used as each has its own keys schedule. The process used to derive
the sub keys in AES is termed Rijndael’s key schedule [27].

Rijndael’s Key Schedule for 128 Bit Key

44 words are required to accommodate the 11 sub-keys , as such expansion arrays
are used to store them, these arrays range from W[0] to W[43]. The first four ele-
ments of the array contain the original 128-bit key, making up the first subkey ko-
The following sub-keys are computed recursively [27] and [90]. The first word of

the following key is calculated as follows;

W[4z] = W[4(z — 1)] + g(W[4z — 1]) (3.25)

Where g() is a non-linear function that inputs and outputs 4 byte, and z= 1 ....... 10.
The remaining 3 words of the sub-key are mathematically calculated recursively as

follows;

W[az +y] = Wldz+y — 1] + W[4(z — 1) + ] (3.26)
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where z ranges from 1 to 10 and j= 1,2,3. The input bytes in the non-linear func-
tion g() are rotated, byte-wise substitution is performed on them and finally RC
(round coefficient) is added to it as shown in appendix C.1. This is done to elimi-
nate symmetry in AES and add non-linearity. The round coefficient is an element of
the Galois field GF(28) which only affects the most significant byte in the function.
Every round has its own round coefficient which is the binary representation of that
round i.e RC[1] = x? = (00000001),. The round coefficient of 128 bit key schedule
is depicted in Appendix C.1

Rijndael’s Key Schedule for 192 Bit Key

There are 52 words used as required by the 13 sub-keys. There are 8 iterations signif-
icantly less than the number of rounds. However, each iteration produces 6 words
of the sub-key except the final iteration which produces 4 words. The first six words
contain the original 192-bit key. The 6 words are computed as follows;

Wi6z] = W[6(z — 1)] + g(W[6z — 1]) (327)

where z ranges from 1 until 8. Recursively, the remaining 5 terms of the sub-key are
computed as follows:

W6z+y] =W[bz+y—1] + W[6(z—1) +y] (3.28)
where z ranges from 1 to 8 and j= 1,2,3,4,5 except the final iteration where j=1,2,3.

The words are then divided into four words as each sub-key contains 128-bits. There
are 8 round coefficients required by the non-linear functions g().

Rijndael’s Key Schedule for 256 Bit Key

There are 60 words used as required by the 15 sub-keys. There are 7 iterations signif-
icantly less than the number of rounds. However, each iteration produces 8 words
of the sub-key except the final iteration which produces 4 words. The first six words
contain the original 192-bit key. With the following 6 words computed as follows;

W(8z] = W[8(z —1)] + g(W[8z —1]) (3.29)
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where z ranges from 1 until 7. The remaining 7 terms of the sub-keys are computed

in a recursive manner as follows:
W[8z+y]=W[8z+y—1]+W[8(z—1) +y] (3.30)

where z ranges from 1 until 7 excluding 5 and j=1,2,3,4,6,7 except the final iteration
where j=1,2,3. To determine the fifth word in every iteration an additional function
is used that applies S-box to all four input bytes. The function is shown in appendix
C.2. The fifth word is obtained as follows;

W[12z] = W[12(z —1)] + h(W[12z —1]) (3.31)

During decryption all operations need to be inverted and the order of the round

keys reversed.

3.3.1.4 Blowfish

The Feistel network is used as a basis for encrypting and decrypting the blowfish
algorithm and consist of 16 rounds. Its key varies from 32 to 448 bits and encrypts
block data of 64 bits [96]. Blowfish has two operations; key expansion and Data
encryption:

* Key expansion: Initially the p-boxes and s-boxes are initialized using the hex-
adecimal representation of pi. There are eighteen p-boxes each containing 32
bits. Blowfish consists of four s-boxes each with 32 bits [96].

* Data encryption: The plaintext is broken down into two halves each consisting
of 32 bits, R denotes the right half while L denotes the left side. A loop is then
entered which will be repeated 16 times. L is then XORed with P; which is the
value of the p-box at the current index. R is XORed with a function of L. The
function is a combination of four quarters. The s-box value of the first s-box is
added to the value of the second s-box which is then XORed with the value of
the third s-box and finally added to the value of the fourth s-box giving us the
function £. finally L and R are swapped. This loop is repeated 16 times. L and
R are then XORed with P;7 and Pjg respectfully. P and L are then combined
to produce the ciphertext [102]. The structure of the blowfish algorithm is

depicted in Figure 3.8 [102].
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Plaintext (64bits)

Ciphertext(64)

FIGURE 3.8: structure of the Blowfish algorithm

Data decryption in blowfish algorithm is the same as encryption with one difference;
the p-boxes are used in reverse order.

3.3.2 Security of Symmetric Algorithms

The most important aspect of an encryption algorithm is its ability to resist attacks.
The resilience of an encryption algorithm is judged on its key size. The greater the
key size the stronger the encryption [108].

* DES: DES has a key size of 56-bit which can generate 7.2*1016 possible keys.
With the advancement in processing power, DES has become susceptible to
brute force attacks as it has a small key space [27].

* 3DES: 3DES has a key size of 168-bits, three times that of DES. It is highly
susceptible to meet in the middle attacks [109]. Triple DES is theoretically
vulnerable to linear attacks as well as differential attacks [110].
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» AES: There are no security deficiencies associated with AES. However, it was
observed that AES has an arithmetic property that might be susceptible to at-
tacks [108].

» Blowfish: Blowfish is highly susceptible to sweet32 attacks [110]. Some of the
keys in Blowfish are weak as 2"¢ order differential attacks can be applied to
four rounds of blowfish [110]. Blowfish is also vulnerable to reflection attacks

[111].

3.3.3 Speed of Symmetric Algorithms

The ratio of the time taken by the encryption algorithm to execute is known as the
speed of the algorithm [107].

el (3.32)

T
By averaging the encryption and decryption times of the different algorithms with
varying packet sizes the average encryption and decryption times of the algorithms
can be obtained. Using a laptop with a 2.4GHz CPU, different file sizes ranging
from 49 kb to 7.139MB were encrypted by Vashishtha et al [107] to obtain some
performance metrics of symmetric algorithms among them being encryption and
decryption times. their finding were used to populate tables 3.4 and 3.5 respectfully.

TABLE 3.4: Different encryption times(in milliseconds) of symmetric
algorithms with varying packet size

Input size in (Kbytes) AES DES 3DES Blowfish

49 BORENN20 54 36
59 B8EEN33 48 36
100 90 49 81 37
247 112 47 111 45
321 164 82 167 45
694 210 144 226 46
899 258 240 299 64
963 208 B2 SN2 83 66
5345.28 1237 1296 1466 122
7310.336 1360 1695 1786 107
Average time 374 389 452 60.3

Encryption speed A THD il.7/
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TABLE 3.5: Different decryption times(in milliseconds) of symmetric
algorithms with varying packet size

Input size in (Kbytes) AES DES 3DES Blowfish

49 63550 53 38
59 S8 4D 51 26
100 6057 57 52
247 76 RN 77 66
321 149 74 87 92
694 142 120 147 89
899 17115281 71 102
963 164 157 177 80
5345.28 655783 B SSS 149
7310.336 882 953 1101 140
Average time 242 246 2756 834
Decryption speed 41 41 3.6 12

Blowfish is the fastest encryption algorithm. However, it has several security vul-
nerabilities levelled against it as it is susceptible to sweet32 and reflection attacks.
The two main parameters are security and speed, as such AES algorithm will be
selected as it provides the highest level of security and is relatively fast during en-
cryption and decryption. The main problem with algorithms utilizing the same key
for both encryption and decryption is the delivery of the secret key as both the trans-
mitter and receiver needs to have an identical key. The Diffie-Hellman key exchange
[112] will be used to generate and distribute the keys among adjacent nodes.

3.4 Algorithm Formulation

This part explores the algorithm proposed to tackle security issues in OBS networks
in relation to the control packet. Initially, it is assumed that all core and edge nodes
are legitimate nodes and are equipped with three security measures;- SHA-256 to
authenticate the integrity of the control packet, the Diffie-Hellman key exchange to
create and distribute keys among nodes, and the AES algorithm for authenticating
the confidentiality of the control packet.

The Diffie Hellman key exchange is used to establish the secret key used to encrypt
and decrypt the control packet between nodes. This algorithm allows two parties to
establish a shared secret key for them to communicate.
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Adjecent nodes need to select key pairs, these key pairs can then be used to calculate
a shared secret key to be used as the keying key to the AES encryption algorithm.
To explain the key exchange process two nodes are considered denoted by N, and
Nj, respectfully. The two nodes need to select key pairs, these key pairs are p and s.
Where, p is a large prime number that is 1024 bits long so that the shared key is 128
bits long as required by AES. The second key pair s is the primitive root modulo of
the prime number p. Once these two key pairs are chosen each node produces its
own secret key r. Once all these keys are produced, the first node produce its own

public key P as

Py, = s™amodp (3.33)
and the second node produces its public key in the same manner as

Py, = s™Nemodp (3.34)

The public key is then sent to the adjacent node in the network. Once the public key
is received the nodes can then calculate the shared key between the two nodes. The
first node calculates the shared key as

Sharedkey = P,:,’;"' modp (3.35)
and the second node calculates the shared key as
Sharedkey = P,r\,:"’ modp (3.36)

The secret key computed by both nodes is identical and is used as the encryption
key for the AES algorithm.

Once the control packet is generated, the initial transmitting node computes the
message digest of the control packet. The control packet is padded until it is 64
bits shy of being a multiple of 512 bits. Modulo of the original message is used to
compute the remaining 64 bits, which are then padded to the message to make it a
multiple of 512 bits. Once padding is completed the message is divided into blocks
of 512 bits. Each block is then subjected to 64 rounds of operation. The block is
further broken down into 16 parts each containing 32 bits. These parts act as an in-
put for the first 16 rounds. As for the remaining 48 rounds a word schedule W(i) is
calculated and used as an input. The output of each block is fed as the input of the
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following message block.
W(i) = W16 + 6% + W=7 + ¢! (3.37)
Where,

0® = (W-BROTR’(X)) ® (W~SROTR*¥(X)) ® (W-SSHR3(X))
¢! = (W2ROTRY (X)) ® (W~2ROTR¥ (X)) & (W=2SHRY(X))
ROTR"(X) = Circular right rotation of the input message X by n bits
SHR"(X) = Circular right shift of the input message X by n bits

Once all 64 schedule words are obtained the 8 hash variables are set to the initial
chaining values which are;

Q1 =0x6A09E667, Q> =0xBB67AESS,

Q3 = 0x3C6EF372, Q4 = 0xA54FF53A,

Q5 =0x510E527F, Qg = 0x9B05688C,

Q7 = 0x1F83D9AB, Qg = 0x5BE0CD19.

After which the compression loop is carried out on all 64 schedule words. The com-
pression function uses two temporary words which are used to update the hash
variables. These words are computed as;

templ = h + S1 + ch + k[i] + W[i] (338)

temp2 = SO + maj
Where,

ch = (Q5 A Qe) ® (—Q5) A Q7

maj = (Q1 A Q2) ©® (Q1 A Q3) ® (Q2AQs3)
S0 = (Q1>>2)® (Q1>> 13) ® (Q1 > 22)
S1=(Qs5>>6)® (Qs >>11) ® (Qs >> 25)

Once the temporary words are computed the schedule words are updated as fol-

lows;
Q = templ + temp2 Q2=Q
Q3=0Q> Qi=0Q3
Qs = Q4 + templ Qs =Qs
Q7=Qs Qs = Q7.

After the compression function loop has been executed the hash values are updated
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for the last time by adding the initial chaining values to the current hash values.
Hash values are then concatenated to produce the hash value of the control packet.
The hash value is then appended to the control packet and transmitted to the re-
ceiving node. Upon arrival the receiving node computes the hash value of the con-
trol packet of which is compared to the appended hash value. If the two match,
then the control packet is processed for further action and if not, the control packet
is dropped and the transmitting node is flagged throughout the network. Once
flagged all traffic directed to this node is encrypted using AES-128.

The node transmitting the control packet to a compromised node initially breaks
down the control packet into blocks of 128 bits. Blocks are further broken down into
four-by-four columns consisting of sixteen bytes. The shared key computed through
Diffie-Hellman between the two nodes is taken as the encryption key between the
nodes. AES-128 requires 11 round keys and these keys are obtained from the shared
key through the Rijndael’s key schedule for 128 bits. key whitening is performed by
combining the initial key with the data block, this is done to enhance the security of

the block cipher.

Once key whitening has taken place the bytes are substituted in accordance with
the lookup table presented in table 3.3. Bytes are substituted to introduce confusion
into the blocks as the bytes are altered in a non linear fashion. After byte substi-
tution the data moves to the shift rows. Shift rows shift the second row cyclically
by three bytes to the right, while the third and fourth rows are right cyclic shifted
by two and one byte respectfully. The first row is left unaltered. Shift rows intro-
duce diffusion into the data as it is shifted from its original position hence helping
to obscure the control packets data. From there more diffusion is introduced by the
MixColumn layer where the four by four columns obtained after the shift rows are
multiplied with a fixed four by four matrix shown in equation 2. MixColumn intro-
duces diffusion by vertically altering the data while ShiftRows alters it horizontally.
After the MixColumn layer the second round key is added to the data to add greater
confusion. This process is repeated nine times with the data passing through all the
four steps: Byte substitution, ShiftRows, MixColumns and round key addition, with
a different round key added every round. The final tenth round does not include
the Mixcolumn layer as it would just be consuming unnecessary processing power
without changing the data in any form.

Once the encrypted packet arrives at the destination node, the receiving node de-
crypts the control packet by performing AES encryption in reverse and computes
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the hash value to check if confidentiality has been violated
match then the control packet is dropped, if the hashes matc

in algorithm 5.
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Algorithm 5 Secure burst control packet mechanism

1: Notation; :
2: N[iJ:n'" node.C,:Control packet.Dj:Data burst. En_Cp: .
packet. D._C,: Decrypted control packet. M;: message digest. kpro:

key. M,_C,:appended message digest to control packet;

Encrypted control
private

3: Create N[i].kpro;
4: Broadcast N[i].kp,, ta adjacent nodes;
5: Recieve and save N[i].kpro;
6: while Not end of traffic do
7: Create C, and Dy;
8:  Compute M, of Cp;
9:  if N[i+1] is flagged then
10: Encrypt Cp;
11: Ey_Cp= Cp(N[il-kpro);
12: Send E,_C, to N[i+1];
13: Reciever decrypts Cp;
14: D._Cp= En_Cp(N[il-kpro);
15: Receiver computes M, of Cp;
16: if computed M;==Appended M, then
17: Reciever processes Cp;
18: if N[i+1] != Destination then
19: Jump to 9;
20: else
21: End;
22: else
23: Receiver drops Cp;
24: Node N[i] is flagged;
25: Request retransmission;
26: else
27: Send M;_C, to N[i+1];
28: Receiver computes M, of Cp;
29 if computed M,;==.
30 Receiver processes C),
al: if N[i+1] != Destina
32: 4 Jump to 9;

else
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3.5 Conclusion

In this chapter an algorithm to tackle security threats aimed at the control packet
in OBS networks is developed. The algorithm should be able to validation the in-
tegrity of the control packet between nodes. Once the integrity of the control packet
is violated the algorithm should also be able to apply security protocols at compro-
mised nodes to ensure confidentiality of the control packet. An in-depth analysis
of message authentication codes focused on guaranteeing integrity was explored.
Speed and security were the main metrics being considered when exploring these
message authentication codes as such, SHA-256 was chosen as it provided the right
blend of security and speed. The most prevalent method of securing data is the
use of cryptography. Cryptographic techniques were analyzed to determine a tech-
nique that was both fast and secure. Since, symmetric algorithms are faster than
asymmetric algorithm focus was given to symmetric algorithms. Blowfish is the
fastest of the explored symmetric algorithms. However, it has a number of security
vulnerabilities. AES does not have any security vulnerabilities and is relatively fast,
as such AES-128 was chosen to preserve the confidentiality of data. The solution is
formulated based on the AES for enforcing the confidentiality of the control packet
and SHA-256 algorithms for validating the integrity of the control packet through
per hop authentication. The next chapter presents the validation technique used to
evaluate the proposed algorithm.
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Chapter 4

Results Analysis

4.1 Introduction

There are a variety of security metrics that can be evaluated, however since security
and the fast deliverance of data to its intended destination is our main concern, the
metrics under consideration are end-to-end delay, throughput and burst loss ratio.
This chapter presents performance evaluation of the proposed algorithm employing
SHA-256 for per hop authentication of the control packet and AES-128 for preserv-
ing the confidentiality of the control packet. The proposed algorithm is compared to
the conventional AES-128, RSA algorithm and a network with no security applied

to it.

4.2 Evaluation Framework

The algorithms are evaluated using the OMNET++ simulator. OMNET was chosen
because it is an open source simulator, its ease of learning, its ability to integrate
new modules into the simulator and its ease to manipulate existing modules.

OMNET++ is a protrusile, modular, component-based C++ simulation library and
framework used for constructing network simulators [113]. OMNET++ supports
the building of both wireless and wired networks, queuing networks and on chip
networks. The simulator also supports development of independent projects to pro-
duce desired functionalities of modules such as support for wireless ad-hoc net-
works, optical networks, sensor networks, photonic networks, internet protocols
and performance modelling. The OMNET++ framework has a number of tools in-
cluding but not limited to a runtime environment and an IDE [113]. It also supports
a whole host of other functionalities such as integrating a database, emulating a net-
work, SystemC integration and simulating in real time [1 13].
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INET framework which is an open source library model for OMNET++ which pro-
vides models, protocols and agents for communication networks. INET has a vari-
ety of internet stack models varying from Internet Protocol versions 4 and 6 to Open
Shortest Path First. INET also contains multiple link layer protocols for both wire-
less and wired networks along with other components and protocols [113]. OBS
modules and other modules are built ontop of INET.

OBS Modules for OMNET++

To simulate OBS networks in OMNET++ OBS-modules are used. A triad of OBS
network architectures exist. These architectures are: Emulated OBS (E-OBS), Con-
ventional OBS (C-OBS), and Labelled OBS (L-OBS). These architectures are differ-
entiated by how the manner in which the transmission and control packet manipu-
lation is carried out. The models are based on a C-OBS architecture. The offset time
needs to allow enough time for the processing of the control packet and configura-
tion of the switching matrix as it is fixed at each node.

Mechanisms, techniques and functionalities of the modules are implemented us-
ing C + +, while the architecture of the network is implemented using the NED
language. The OBS architecture consists of edge nodes and core nodes [114].

OBS Network Architecture

There are two type of nodes that make up an Optical burst switched network: the
edge node and the core node which are connected by optical fibres. These optical
fibres constitute several data and control channels.

Edge Node

There are two types of edge nodes; ingress edge nodes and egress edge nodes.
TCP/IP packets are aggregated into bursts in the ingress node based on the des-
tination and quality of service criteria. The burst is then sent into the network. Once
the burst reaches the egress node, it is disassembled into packets. The edge node
consists of a dispatcher, assembler, Scheduler, control packet generator as depicted
in Figure 4.1 below.

o A dispatcher classifies IP packets based on predefined criteria and sends pack-
ets of the same class to the same assembler.
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FIGURE 4.1: Edge node architecture

* The assembler is responsible for burst creation by aggregating IP packets into
bursts. Burst creation can be achieved by setting the size of the burst and trans-
mitting the burst once the size is reached. Burst creation can also be achieved
by setting a time and once the timer runs out the burst is sent into the network.

* The scheduler selects a queue to serve and triggers the control packet genera-
tor by a signal.

* The control packet generator selects the output port, wavelength and the time
the burst is sent into the network based on the information received from the
scheduler.

Core Node

The core node has three major functions; processing the control packet, routing the
burst and the control packet, and finally reserving resources for the control packet
and the burst. These functionalities are achieved by the control unit and the optical
switch fabric depicted by the architecture of the core node is shown in Figure 4.2.

¢ Control Unit: The main task of the control unit is to process the control packet.
The control unit has dedicated channels for the control packets. Once the con-
trol packet reaches the control unit, it is converted to electronic format and the
information contained within it is retrieved. The information is then used to
update the routing table and to reserve resources for the incoming burst.

* Signaling and routing unit: This unit uses the information obtained by the
control unit to create, maintain, and update the routing table.
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FIGURE 4.2: core node architecture

Signaling in OBS Modules for OMNET++

A signaling scheme is used to configure switches and allocate resources needed by
the burst at each node. Signaling techniques can be classified by the manner in
which they reserve resources, the way they deal with contention, how they release
the resources after a burst is switched through a node and the manner in which they
reserve resources. The signaling techniques implemented are;

e Just In Time(JIT):Reservation of resources begins after the offset time contained
in the control packet

* Just Enough Time (JET): Reservation of resources begins once the initial bit of
the burst reaches the core node and is released after the last bit is transmitted.

Scheduling in OBS Modules for OMNET++

The main purpose of the scheduler is to assign wavelengths to bursts. Wavelength
is chosen depending on the size of the burst as it needs to be able to accommodate
it. The LAUC (Latest-Available- Unscheduled Channel) or HORIZON algorithm is
used. This LAUC algorithm selects an available wavelength that has the nearest and
reserved time for the burst.

The following section looks at scenarios explored to assess the integrity of the for-
mulated algorithm as compared to other existing algorithms.
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4.3 Simulation Scenarios

Table 4.1 shows the simulation parameters in detail. The OMNET++ simulator and
emulator is used to run all of the simulations.

TABLE 4.1: simulation parameters

Parameter levels
Topology NSFENET
Bandwidth per wavelength(Gbps) 10
Number of wavelengths 4

Control packet length 1250bytes
Scheduling algorithm LAUC
Signaling technique JIT

Algorithms are implemented on the National Science Foundation Network (NSFNET)
topology depicted in Figure 4.3. metrics being assessed are throughput, burst loss
ratio, and end-to-end delay. The proposed algorithm is compared to the conven-
tional AES-128 and RSA algorithms applied to the core nodes. All the 3 algorithms
are further compared to a network operating with no security measures employed.

FIGURE 4.3: simulation topology

To evaluate the proposed mechanism two scenarios were investigated and these
scenarios are;
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¢ Ideal network
A network under no security threats incorporating all the security algorithms
mentioned. This is done to determine how the proposed algorithm behaves
when there are no compromised nodes in the network and what effect it has
on the end-to-end delay, throughput and burst loss ratio.

¢ Compromised network

A network under security attacks. The security attack employed is the bursti-
fication attack where a compromised node modifies the threshold value in the
control packet, as such the control packet is dropped at the egress node as the
stored burst length does not match the actual length of the data burst. Initially
five compromised nodes are introduced in the network to determine their ef-
fects on the performance metrics being investigated. Five more compromised
nodes are added to the network to determine how the formulated algorithm
handles an increase in security threats.

The simulation is based on the 14 node NSFENT topology shown in Figure 4.4 be-
low. The simulated scenarios uses five edge nodes. Each edge node is used as a
source and destination node, hence, the network utilizes five sources and five desti-
nations as depicted in Figure 4.4 showing the simulation scenario of the network.

edgeNoded edgeNode3

FIGURE 4.4: simulation scenario

Every edge node has four destinations as it sends data to all other edge nodes. Net-
work traffic is defined by the number of packets produced by every edge node that
are varied by 100 packets from 100 up to 1000 packets. Initially all core nodes are
deemed to be legitimate nodes and no security mechanisms are implemented in
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them. Secondly core nodes are equipped with RSA encryption and decryption algo-
rithm to ensure the confidentiality of the control packet throughout the network. Re-
gardless of whether the node is compromised or not, once the control packet reaches
the node it is decrypted, processed and then encrypted before being transmitted out
of the node. Lastly all the nodes are equipped with sha-256 authentication algo-
rithm and AES encryption and decryption algorithm. In the first instance all nodes
are deemed to be legitimate nodes and so control packet authentication is carried
out as the control packet travels throughout the network. Compromised core nodes
are then introduced into the network. This is done to determine the effect on the
end-to-end delay, throughput, burst loss ratio in network.

The next part looks at performance metrics used to assess the proposed algorithm.
The end-to-end delay, throughput, and burst loss ratio are the performance metrics

in question.

4.4 Performance Metrics

44.1 End-to-end delay

The most common method for determining how long it takes a packet to reach its
destination is to look at the network’s end-to-end latency. The end-to-end delay is
the summation of all delays experienced by a packet before reaching its destination
node. These delays are the propagation delay, transmission delay, processing delay
and queuing delay as shown in equation 4.1.

dendtoend = N(dtrans + dprop + dproc + dgue) (4.1)

Where

Aendtoend 15 the end-to-end delay

dtrans is the transmission delay

® dprop is the propagation delay

dproc is the time required by the node to process the control packet

dque is the queuing delay

N is the number of nodes
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The transmission delay is the required time for a node to thrust all the packets
bits into the link. A signal takes time to travel from source to destination through
the transmission medium being used, this then gives rise to the propagation de-
lay which is proportional to the distance traversed by the packet. Once the packet
reaches a node in the network it needs to be serviced to determine its optimum path
and reserve network resources, the time required to service this packet at the node
gives rise to whats known as the processing delay. A node can process one control
packet at a time. If the control packets are received at a faster rate than the node can
process them then the packets are stored in a queue until they can be processed and
transmitted thus increasing the queuing delay.

The end-to-end delay is used to determine how long a packet takes from source
to destination as such is an ideal metric to determine the availability of data in a
network.

4.4.2 Throughput

Security is very important in network communication. However, sometimes the im-
plementation of security protocols lead to a reduction in the successful delivery of
packets as the increase in network delay introduced by the protocols reduces the
offset time and thus resources may not be reserved by the time the burst arrives at
a node. One metric to consider is throughput which measures how many packets
where successfully delivered to their destination. This metric can be used to deter-
mine the effectiveness and usefulness of a security mechanism in the network.

4.4.3 Burst Loss Ratio

The number of lost bursts divided by the total number of bursts sent is the burst loss
ratio. A network’s reliability is calculated by its burst loss ratio.. The burst loss ratio

is given by;
Number of lost bursts
Number of transmitted bursts

Simulation results obtained from the OMNET++ simulation framework pertaining
to the metrics explained above are presented in the subsequent section. Initially
throughput is explored followed by the burst loss ratio and finally the end-to-end
delay.

42)
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4.5 Experimental Results

4.5.1 Throughput

Figure 4.5 depicts the findings, which indicate that the throughput is highest when
there are no security measures applied to the core nodes. This is because the appli-
cation of security mechanisms increase the processing delay at those nodes hence
reducing the time difference between the burst and the control packet leading to
some bursts being dropped as no resources are allocated to it at that node. The
processing speed of the implemented security mechanism is directly proportional
to the dropped bursts. The proposed algorithm does not drop as many bursts as
the RSA algorithm however drops more bursts as compared to the AES algorithm.
This suggests that the AES algorithm is significantly quicker than the proposed al-
gorithm in terms of processing speed. However, the proposed algorithm and the
AES algorithm are both much faster than the RSA algorithm in terms of processing

speed.

T

Throughput with Varying Traffic When No Nodes Are Compromised
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FIGURE 4.5: received bursts with varying traffic for normal scenario

When compromised nodes are introduced into the network, the throughput of RSA
and AES implementation remains the same as depicted in Figure 4.6 and 4.7 when
five and ten nodes are compromised respectfully. This is due to the fact that these
algorithms are implemented at all core nodes regardless of a presence of a com-
promised node. As such, the presence of a compromised node does not affect the
throughput of the network. The throughput of the proposed algorithm decreases as
compromised nodes are detected in the network. This is due to the fact that once a
node is compromised and subsequently changes any field in the control packet, the
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control packet will fail authentication at the next node and hence will be dropped
from the network along with its corresponding burst. All the control packets from
that compromised node will be dropped until all traffic to that compromised node is
encrypted hence reducing the successful delivery of the control packets along with
their successive bursts. As such when compromised nodes increase in the network
the throughput decrease as shown by the discrepancy of the throughput when there
are five compromised nodes and when there are ten compromised nodes.

Throughput with Varying Traffic When Five Nodes are Compromised
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FIGURE 4.6: throughput when 5 nodes are compromised

As the number of compromised nodes in the network increases, the proposed al-
gorithm’s throughput decreases. The throughput of RSA and AES algorithms is
constant regardless of how many compromised nodes there are in the network. As
compromised nodes increase and there are no security measures taken on the net-
work there is a drastic decrease in throughput as bursts are not delivered to their
intended destinations. As such the proposed algorithm is viable as it increases net-
work throughput and has a higher throughput than that of RSA.
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Throughput with Varying Traffic When Ten Nodes are Compromised
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FIGURE 4.7: throughput when 10 nodes are compromised

4.5.2 Burst Loss Ratio

The burst loss ratio is determined by the throughput of the network as such has a
direct correlation to the throughput. Figure 4.8 shows the burst loss ratio as traffic
is varied when a network has no security threats and no security mechanisms are

applied.
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FIGURE 4.8: burst loss ratio for normal scenario
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As the number of compromised nodes increases, so does the burst loss ratio of the
proposed algorithm. The burst loss ratio is indirectly proportional to the through-
put. The throughput is indirectly proportional to the number of nodes that have
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been compromised. As compromised nodes increase the burst loss ratio also in-
crease. Figure 4.8 and 4.9 show the discrepancy of the burst loss ratio as compro-
mised nodes are introduced into the network. The burst loss ratio of AES and RSA
algorithm are constant throughout all the simulation scenarios as their throughput
are also constant.
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FIGURE 4.10: burst loss ratio when 10 nodes are compromised
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4.5.3 End-to-End Delay

Figure 4.11 shows the total control packet end-to-end delay incurred by the net-
work as traffic varies when there are no compromised nodes in the network. It
can be seen from the results that the RSA algorithm has the highest end-to-end de-
lay which implies that RSA introduces the highest processing delay as compared to
AES and the proposed algorithm when no security threats exist in the network. AES
has lower end-to-end delay as compared to the proposed algorithm, which implies
that it is faster than the sha-256 authentication algorithm as the proposed algorithm
performs control packet authentication using sha-256 at all intermediate core nodes
as no nodes are compromised. When no security measures are implemented in the
network the end-to-end delay is relatively low as the processing delay at all core

nodes is relatively constant.
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FIGURE 4.11: end-end delay normal scenario

The end-to end delay when RSA and AES algorithms are implemented in the pres-
ence of the compromised node remains the same. The algorithms are always in
effect regardless of a compromised node as shown by the constant delay observed
in Figure 4.12 and Figure 4.13. However, the end-to-end delay of the proposed al-
gorithm increase due to the fact that the control packet has to be encrypted before
being transmitted to the compromised node, decrypted by the compromised node,
processed, encrypted before being transmitted out of the compromised node and
finally decrypted by the successive node in the network. This all increases the pro-
cessing delays at the nodes and hence increases the end-to-end delay.
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End-to-End Delay with Varying Traffic when Five Nodes are Compromised
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FIGURE 4.12: end to end delay when 5 nodes are compromised
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FIGURE 4.13: end to end delay when 10 nodes are compromised

The proposed algorithm has a variable delay depending on the number of compro-
mised nodes, however since a symmetric algorithm is used to encrypt the control
packet the delay will never surpass that of RSA as symmetric algorithms are signif-
icantly faster than asymmetric algorithms.
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4.6 Summary

In summary, after analysing results obtained from performance evaluation of the
proposed algorithm, the following were observed:

* When investigating the first scenario, that is the ideal network. The proposed
algorithm only performs per hop authentication. The end-to-end delay expe-
rienced by the proposed algorithm is slightly greater than that of conventional
AES-128 as shown in Figure 4.11. This means that AES-128 is faster than SHA-

256.

® The proposed algorithm’s end-to-end delay is proportional to the number of
compromised nodes, as a compromised node increases the processing delay at
three nodes. The end-to-end delay never surpasses that of RSA showing that
the proposed algorithm is faster than RSA and hence is faster than asymmetric

cryptographic techniques.

* Through all the scenarios, the throughput and burst loss ratio of RSA and AES
is constant because their processing delay does not change regardless of the
presence of a compromised node.

* The throughput of the proposed algorithm is indirectly proportional to the
number of compromised nodes. This is due to the fact that once a control
packet fails authentication it is dropped from the network along with its burst.
All the control packets from that compromised node will be dropped until all
the traffic to that compromised node is encrypted hence reducing the success-
ful delivery of the control packets along with their successive bursts.

* The throughput of RSA and AES is constant because compromised nodes do
not affect the performance of the algorithms in any way.

* Network resources are always available as compromised nodes are used in the
network.
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Chapter 5

Conclusion

This chapter presents an evaluation of the objectives that were presented earlier in
the research work. The chapter informs whether the intended objectives have been
met through the research methodology that was proposed. A summary of the work
carried out is also presented in this chapter.

5.1 Conclusion

5.2 Summation of Accomplished Work
The following is a summary of work done as part of this thesis:

1. A thorough literature review was carried out in relation to the security of
optical burst switched networks

The literature review entailed the following tasks:

¢ A review to identify security concerns targeting the control packet.
* Identifying how security threats are identified in OBS networks.
e To distinguish how security threats are handled in OBS networks.

It was observed that most security threats in OBS networks are levelled against
the control packet. Existing security mechanisms used to counteract security
threats in OBS networks are of two types: nodal isolation and the use of crypto-
graphic methods to protect the confidentiality of data. The isolation of a node
from the network results in low network resource utilization while the appli-
cation of cryptographic techniques increases the time required for the control
packet to travel through the network. Studies graphical differentiation of ex-
isting mechanisms is given in the table 5.1 below.
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TABLE 5.1: Exisitng OBS security mechanisms

Security mechanisms in OBS | Studies
cryptographic methods [57], [73], [59], [54]
Nodal isolation [51], [61], [52], [62], [46], [63], [60].

2. Propose a mechanism that maximizes network resource utilization without

increasing the end to end delay

To design a secure mechanism that reduces the end-to-end delay in a net-
work while ensuring the maximum availability of nodes in the network: an
analysis of message authentication codes was carried out to ascertain the best
method to validate the integrity of the control packet, as well as an analysis
of cryptographic techniques to determine the best method to guarantee the
confidentiality of the control packet through the network. The algorithm is
formulated based on the AES-128 for enforcing the confidentiality of the con-
trol packet and SHA-256 algorithms for validating the integrity of the control
packet through per hop authentication as discussed in section 3.4.

3. Simulation Validation

The algorithm was validated using the OMNET++ simulation network uti-
lizing two simulation scenarios. These scenarios being: a network under no
security threats and a network under security attack. The algorithms under
observation were the proposed algorithm, AES-128, RSA and a network with
no security algorithm applied. The metrics under consideration where the
end-to-end delay, throughput and burst loss ratio.

The observed results showed that the proposed algorithm maximized network
resource utilization as all nodes were always available. However, the pro-
posed algorithm has a lower end-to-end delay in relation to asymmetric cryp-
tographic algorithms and higher delay than symmetric cryptographic tech-
niques as shown by Table 5.2.
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TABLE 5.2: Comparison of simulated algorithm’s based on throughput,
end-to-end delay and burst loss ratio

ALGORITHMS Throughput | End-to-end delay
AES High Low

RSA Low Low

Proposed Algorithm | Medium Medium

In conclusion, the algorithm proposed in this research provides a secure mecha-
nism for securing a control packet in OBS networks. This mechanism uses per hop
authentication utilizing SHA-256 to determine a compromised node. All compro-
mised nodes were identified in the network. However, 2%-5% of the bursts were
dropped from the network while identification was being carried out depending on
the number of traffic in the network. After a compromised node has been identified
AES-128 is used to ensure the confidentiality of the control packet as it is being trans-
mitted to a compromised nodes. The inclusion of SHA-256 and AES-128 increases
the processing delay at the nodes which in-turn increases the end-to-end delay in
the network. The proposed algorithm can be used as an alternative to methods em-
ploying nodal isolation techniques as it continues to utilize a node after it has been
deemed compromised ensuring that resources are always available in the network.
The proposed algorithm may not be a viable alternative to symmetric cryptographic
methods as they provide higher throughput and lower end-to-end delay due to
their fast processing speed which means a lower processing delay at nodes and a
smaller offset time. The proposed algorithm can be used in lieu of asymmetric cryp-
tographic methods as it provides a lower end-to-end delay and higher throughput
as asymmetric cryptographic methods have longer processing delay.
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TABLE B.5: fifth substitution box of DES algorithm
2 12 4 1 7 10 11 6" '8 5" 3= CES]oN(R1MO
14 11 2 12 4 7 13 .1 .5 08 15081 0FE3 OSSN G
4 2 1 11 10 13 7 8. 15 95 128 G cEuuc ()M
118 12 7 1 14 2 138 6 1500 951004 S5
TABLE B.6: Sixth substitution box of DES algorithm
12 1 10 15 9 2 = 6" 8 ()R] 3NN 7 S i
10 15 4 2 7 12 9 5.6 151351450 R SC S S
9 14 15 5 2. 8 12 3075 () TR () ST R V6
4 3 2 12 95 5" 15 105110147 1S 6 () B S S O
TABLE B.7: Seventh substitution box of DES algorithm
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TABLE B.8: Eighth substitution box of DES algorithm
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TABLE B.9: lookup table for Expansion permutation in DES
32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1
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Appendix C

TABLE C.1: Inverse multiplicative table used within the AES S-Box ob-
tained from [27]

Y4
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2C 45 92 6C F3 39 66 42 F2 35 20 6F 77 BB 59 19
1D FE 37 67 2D 31 F5 69 A7 64 AB 13 54 25 E9 09
ED 5C 05 CA4C 24 87 BF 18 3E 22 FO 51 EC 61 17
16 S5E AF D3 49 A6 36 43 F4 47 91 DF 33 93 21 3B
79 B7 97 8 10 B5 BA 3C B6 70 DO 06 Al FA 81 82
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