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Abstract

Faculty of Engineering & Technology
Department of Electrical, Computer and Telecommunications

Master of Engineering in Computer and Telecommunications

Intelligent Reflecting Surface Assisted Physical Layer Security in Wireless
Communication

by Abraham SANENGA

The open nature of radio propagation enables ubiquitous wireless communication,
which allows seamless data transmission. However, unauthorized users may pose
a threat to the security of the data being transmitted leading to network vulnerabil-
ities such as hacking, eavesdropping, and jamming. Physical layer security (PLS)
has been identified as one of the promising security approaches to safeguard the
transmission in a wireless network. The intention is to augment the computation-
ally demanding and complex cryptographic algorithms. Due to the random nature
of the transmission channel such as scattering, it is possible for confidential and
authentic signal transmission in the physical layer. The aim of this thesis is to pro-
pose and investigate mathematical optimization techniques for PLS. Firstly, optimal
beamformers for the information signal and the jamming signal were designed with
the aid of an intelligent reflecting surface (IRS) to significantly improve the secrecy
rate of the legitimate transmission in the presence of an eavesdropper. Secondly, the
problem of maximizing the energy harvested by energy receivers while satisfying
the secrecy constraint at the legitimate receiver was considered. This was achieved
through the use of an alternating algorithm to optimize the beamforming of infor-
mation to the legitimate receiver and the manifold optimization approach to design
optimal phase shifters of the IRS. The results shows that the use of both IRS and
jamming offers an improvement in the secrecy rate by about 28 % to 33 % than in
the conventional PLS schemes. It was also shown that increasing the number of IRS
elements offers an improvement in the secrecy rate level. The second set of results
showed that the use of IRS significantly improves the secrecy rate while achieving
the minimum energy constraint set for the system.
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Chapter 1

Introduction to Physical Layer
Security

Wireless communication technology is a necessity for modern-day life because hu-
man beings depend on this technology for data transmission. In most cases, the
said data contains confidential information such as banking transactions, military
applications and multimedia. The International telecommunication organization
approximated that 53.6 percent of the world population, which amounts to about
4.1 billion people were using the internet at the end of 2019 [1]. It is expected that
this number will rise due to a rapid increase in active mobile subscribers as wireless
networks continue to expand, and new applications are developed. However, it is
reported in [2] that an increasing number of mobile and wireless devices are affected
by cyber-criminal activities. Cyber security ventures [2], predicted that cyber crime
costs will increase to more than six trillion US dollars annually by 2021 from three
trillion US dollars recorded in 2015. Therefore, it is highly important to improve
wireless networks against cyber-criminal activities.

Conventionally, upper layers of the open system interconnect model are utilized
to handle any discrepancies related to the attributes of authenticity, confidentiality
and privacy of data transmission. These attributes are mostly dependent on crypto-
~ graphic algorithms which include secret-key distribution, public-key, and symmet-
ric encryption. All these techniques function independently from the physical layer
[3]. Based on the assumption that the eavesdropper has limited computing power
ability, the above mentioned techniques are considered to be secure. Moreover, they
rely on underlying computational complexity for their robustness. Recent advances
in quantum computing, pose a serious threat to the currently used cryptographic
schemes with its unlimited computational capacity [4]. Therefore, it is evident that
the relevance of the conventional methods in secure wireless communication is be-
coming less reliable.

The open and superposition nature of wireless networks raises issues of confi-
dentiality and security on the transmitted data when unintended users are present.



Chapter 1. Introduction to Physical Layer Security

Difficulties which prevent the transmitted signal from reaching the unintended users
are a result of the broadcast nature. On the other hand, the time-varying and fluc-
tuations of the wireless channel results in the arrival of multiple copies of the trans-
mitted signal at the receiver. With that being said, security attacks in wireless net-
works may be categorized as active and passive attacks [5]. Passive attacks involves
eavesdroppers who listens to the ongoing transmission silently and tries to steal the
transmitted information without interrupting legitimate transmission [6]. Under ac-
tive attacks, the eavesdroppers use more aggressive and intrusion techniques which
attempts to deteriorate the received signal quality at the intended user. The common
examples of these aggressive techniques are the denial of service, routing, and node
malfunction attacks [5]. With exposure to such many attacks, wireless networks are
required to have certain capabilities that will enable them to withstand and mitigate
these attacks. The desired characteristics of a secure network are shown in Table 1.1
include integrity, confidentiality & authentication, availability, and access control

[5].

Table 1.1: Wireless security requirements

Security Requirement | Objective

Defined to guarantee the accuracy of
Integrity the transmitted information without
any modifications.

States that the transmitted message
Confidentiality content should only be accessible to
the sender.

Establish proof of identities between
authorized and unauthorized users.
Specifies that resources should be
Availability available to authorized parties at all
times

Defines the ability to control and
Access control manage devices that are permitted

to access the legitimate transmission
process

Authentication

1.0.1 Overview of PLS
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the MIMO spatial degrees of freedom in order to leverage security benefits [8]. A
typical network in which PLS is employed comprises of three nodes viz. a trans-
mitter, a legitimate receiver, and an eavesdropper. With this setup, the transmitter
under normal circumstances sends a private message to the receiver. The transmit-
ted message is protected from any form of interception by the eavesdropper [9].
The adopted general convention is that the transmitter is named “Alice”, whilst the
eavesdropper and the legitimate receiver are referred to as “Eve” and “Bob”, respec-
tively. This model is illustrated in Figure 1.1.

FIGURE 1.1: PLS system model

1.0.2 Problem Description

The open nature of radio propagation enables ubiquitous wireless communication.
This allows for seaming less data transmission. However, unauthorized users may
pose a threat to the security of the data which is being transmitted to the authorized
users. This gives rise to network vulnerabilities such as hacking, eavesdropping,
and jamming of the transmitted information. Physical layer security (PLS) has been
identified as one of the promising security approaches to safeguard the transmis-
sion from eavesdroppers in a wireless network. It is an alternative to complement
the computationally demanding and complex cryptographic algorithms and tech-
niques. PLS is continually receiving exponential research interest owing to the pos-
sibility of exploiting the characteristics of the wireless channel. One of the main
characteristics which PLS makes use of, is the randomness nature of the transmis-
sion channel. The aforesaid nature makes it possible for confidential and authentic
signal transmission between the sender and the receiver in the physical layer. This
field of study is called physical layer security. The conventional physical layer secu-
rity multi-antenna techniques which includes but not limited to beamforming, zero-
forcing, artificial noise and convex optimization has been well investigated in the
literature. With the proliferation of wireless communication networks and the un-
ending demand for higher bandwidths and data rates mobile operators have been
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forced to migrate to millimeter frequencies to meet these needs. Due to high signal
attenuation, fading and multi-paths which occurs at these frequencies, intelligent
reflecting surfaces has recently been proposed to counter these downfalls. Most re-
search on IRS has however been aimed at improving signal reception in a fading
and multipath environment. This thesis will leverage the signal gains improvement
provided by the IRS to implement physical layer security as it has been shown in
the literature [10, 11, 12, 13, 14] that IRS will be at the core of 6G wireless networks.

1.0.3 Aim

The aim of this research is to use mathematical optimization to investigate physical
layer security as an alternative mean used to supplement existing security measures
in wireless networks which are mainly based on cryptographic algorithms.

1.0.4 Research Objectives and Contributions

1. Beamforming and AN have been well investigated as means of implementing
security in the physical layer. One of the objective of this thesis is to develop
optimal beamformers which maximizes the secrecy rate using a joint design of
beamforming and jamming.

2. Recently, intelligent reflecting surfaces have been proposed as one of the key
technologies for 5G wireless networks and beyond. Most of the existing works
have studied and employed the IRS with beamforming as means of imple-
menting PLS without including jamming. This has motivated another objec-
tive of this thesis which is to consolidate IRS with information jamming to find
out whether using both jamming and IRS can have any significant impact on
the level of secrecy rate of the wireless communication networks.

3. Information transmitting signals have been explored in the literature as a pos-
sibility for harvesting energy in wireless networks. However, high RF signals
attenuation with increasing distance is a major drawback in the capacity of
the energy that can be harvested. IRS offers an effective means for boosting
the energy harvested by means of phase shifting. Therefore, this thesis is pro-
poses an algorithm which can maximize the energy harvested by the energy
harvesting receivers while ensuring the secrecy rate requirements are satisfied
for the legitimate receiver in the wireless network.

4. The main contribution of this work is that the optimal solution for jamming
beamforming vectors and IRS reflecting coefficients of the PLS optimization
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problem are derived. The consolidation of both jamming and IRS created a
problem which is non-convex and difficult to solve due to the non-convexity
and unit-modulus constraints. This work proposed an alternating algorithm
and show that this problem can be solved in an alternating manner and the
optimal solutions to the problem can be achieved.

1.0.5 Research Publications

1. A. Sanenga, G. A. Mapunda, M. T. L. Jacob, L. Marata, B. Basutli, and J. M.
Chuma, “An Overview of Key Technologies in Physical Layer Security,” En-
tropy, vol. 22, no. 11, pp. 1-33, Nov. 2020.

1.0.6 Motivation

The inception of technologies such as quantum computing poses a major threat in
existing security techniques in wireless networks, which means that wireless com-
munication is not completely secure. PLS offers an additional solution to exploit the
secrecy possibilities that the wireless channel offers. The main motivations behind
PLS are; 1) to use the physical layer of the wireless network to supplement the ex-
isting security mechanisms in wireless networks which are based on cryptography
algorithms implemented at the upper layer of the protocol stack, and 2) to find and
develop new security technologies compatible with recent developments of the 5G
and 6G wireless networks as well as MIMO communication.

1.0.7 Thesis outline

This thesis is organised into five chapters. The breakdown of each chapter is as
follows:

Chapter 1 introduces the concepts of physical layer security, its underlying prin-
ciples as well as the mathematical background. The motivation of this work, the
objectives and contributions as well as the publication produced are also found in
this chapter.

In Chapter 2, the conventional technologies as well as some of the emerging
technologies in PLS are discussed.

The secrecy rate optimization problem in a MISO system is studied in Chapter 3.
This is performed by optimizing of information beamforming and jamming vectors
as well as optimizing the phase shifts of an intelligent reflecting surface.
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In Chapter 4, energy harvesting maximization of energy harvesting receivers in
the wireless network is studied. The maximization of the harvested energy is con-
strained to the satisfaction of the required secrecy rate of the system.

Finally, Chapter 5 covers the summary of the work and provide some of the open
research problems for possible future works.

1.1 Background

1.1.1 Overview of cryptography and PLS

Cryptography is the method of transforming data into an unreadable format so that
only the authorized recipient can understand and be able to decode it [15]. The
main process of cryptography is shown in Figure 1.2. Encryption uses coding to
transform plain text into a ciphertext, whereas decryption uses a decoding process
to convert the ciphertext text back to a plain text using the shared public keys. Cryp-
tography can be divided into three main types which are, hash functions, public-key
cryptography and secret key cryptography [16]. The latter uses only one digital key
to encrypt and decrypt data for both the sender and the receiver. Meanwhile, the
first mentioned type utilizes a pair of public digital keys. In this case, one key is
a public key used by the sender to encrypt the message, and the other key is a se-
cret key used by the receiver to decrypt the information. Lastly, cryptographic hash
functions map strings of different lengths to short, fixed size, outputs [16].

CRmme) TR
Plain DES T tted DES

o encryption r,an; o » decryption

algorithm clbrenex algorithm

Alice Bob

FIGURE 1.2: The process of cryptography [15]

In most cases, cryptography is the main technology which is being utilized to
address security issues for conventional and some of the modern day electronic
communication systems. From another perspective, some of the novel technolo-
gies, mainly quantum computing are a threat to systems that are based on cryptog-
raphy. Quantum computers have close to unbounded computing capabilities such
as the ease of breaking the encryption and decryption keys. The ability to guess
the secret keys or perform a quick reverse calculation using a quantum computer
enables breakage of such keys and this gives unauthorized or disguised network
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users the ability to intercept the ongoing data transmission or access the data [4].
With that being said, it is worth noting that quantum computing is however limited
to some extent as it cannot break all kinds of cryptographic algorithms. This means
that it is one of the technologies which jeopardizes some of the existing systems
based on cryptography. Furthermore, the processes involved in cryptography can
impose some delays which can be unwelcome in some applications, such as the fifth
generation (5G) ultra-reliable low latency communication (URLLC) [17]. Moreover,
cryptographic methods are inefficient in terms of energy consumption as they re-
quire extra resources for performing computations. Therefore, this calls for the need
to implement new measures with an effort to augment cryptography. One of the
technologies directed towards augmenting cryptography is physical layer security
(PLS) [6, 18, 19].

PLS is different from cryptography technology because it is based on the con-
cept of information-theoretic security proposed by Wyner [7]. The concept of PLS
describes communication between two authorized users in the presence of an un-
intended user by modeling a discrete memoryless wiretap channel [20]. Figure 1.3
shows the general case of the wiretap channel where two authorized users com-
municate over the main channel and are observed by an eavesdropper through a
wiretap channel. Figure 1.4 illustrates the fundamental differences between cryp-
tography and PLS. [21].

p .o\

N4 Main channel Y=/

Alice Bob

e
Wiretap channel (——

Eve -

FIGURE 1.3: Wiretap channel

In contrast to cryptography, PLS schemes can seamlessly prevent the unintended
users from intercepting data signals which are being transmitted. PLS is able to fa-
cilitate security without any form of encryption in the upper layers. The facilitation
of key free encryption is made possible by the exploitation of some wireless channel
characteristics through the application of suitable signaling and channel coding [9].
PLS techniques have been proved to be capable of realizing verifiable security even
when the network intruders have almost limitless computational resources. Despite
the unparalleled benefits of PLS, it is worth noting that there exist some shortfalls.
It was shown in [22] that it is almost impossible to warrant maximal security with a
probability of one since PLS relies mainly on the average information. In addition,
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Secure Message Secure Message
f T
! |
Upper Layer < - Encryption Upper Layer
S
o
| Bits Secure Bits
Physical  Signals  ppysical . Physical Signal Physical
Layer Layer Layer 3 Layer
Physical Layer
Approach
Cryptography Physical Layer Security

FIGURE 1.4: The difference between cryptography and physical layer security ap-
proaches [21]

most of the PLS schemes assume prior knowledge of the eavesdropper’s wiretap
channel, which is not feasible in practical applications. Having stated the aforemen-
tioned benefits of both technologies, investigations on the concurrent use of PLS and
cryptography are worth looking into to provide elevated robustness of the commu-
nication network.

1.1.2 Information-theoretic security

This is the kind of security which purely defines the fundamental limits of PLS mea-
sures from an information theory point of view. It was proposed by Claude Shannon
in 1949 [23]. Shannon defined the channel capacity as the maximum rate of informa-
tion transmission over a communication channel with an arbitrarily low probability
of error. For an additive white Gaussian noise (AWGN) channel, the channel capac-
ity is given by [23]:

C = Blog,(1 + SNR), (1.1)

where B represents the channel’s bandwidth (fixed quantity) in Hertz (Hz), and
SNR is the signal-to-noise ratio. The SNR is mathematically denoted by Equation 1.2.
From Equation 1.1, it can be seen that the channel capacity is directly proportional
to the power of the signal.

P
SNR = —, (1.2)

where P denotes the power of the signal and ¢? is the noise power.
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Shannon info. content (bits)

0 02 04 06 08 1
Probability p(x)

FIGURE 1.5: Shannon information content

The Shannon information content of an outcome, x;, is defined as:

h(x;) = log, (ﬁ) = —log, p(x;). (1.3)

where the probability of the random variable, X is denoted by p(x;). Figure 1.5
shows a graph of Shannon information content versus the different probabilities
and it illustrates that less probable or rare outcomes contain more information than
common or high probable outcomes. The entropy function H(X) is the average of
the Shannon information content and it is given by:

M M
HOO) = 1 () log, (R?—)) = 1. ) log, (). 14)

where M is the total number of possible outcomes. The mutual information, I (X;Y),
defines the amount of information X conveys about Y:
I(X;Y) =H(X) - H(X | Y). (1.5)

Therefore this implies that the amount of information sent to Bob by Alice is given
by Equation 1.6 whereas the same quantity between Alice and Eve is given by Equa-
tion 1.7.

I(A; B) = H(A) — H(A | B), (1.6)

I(A;E) = H(A) — H(A | E), 1.7)

where random variable A, represents the bit sent by Alice. B, denotes the bits re-
ceived by Bob, and the outcome observed by Eve is denoted by E. In order to ensure
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that the communication channel is secure, it is significant to maximize the achiev-
able mutual information by optimizing the input distribution, p(4) such that [24]:

Co= x};tax (I(A;B) —I(AE)). (1.8)
(4)

Therefore the difference between the capacities of Bob and Eve’s channels gives the
secrecy capacity of the PLS model given in Figure 1.1 by:

Gs=Cp = Cr. (1.9)

The notion of secrecy capacity plays a central role in PLS. It's a metric which de-

secret key K

h 4
m
<
(1)
m

=

FIGURE 1.6: Shannon’s wiretap channel

fines the rate at which the transmitted signal reaches the legitimate receiver without
any form of invasion from the eavesdropper. To define perfect secrecy, we consider
Shannon’s wiretap channel model shown in Figure 1.6. In this model, Alice intends
to transmit confidential information, A, to an authentic receiver, Bob, under a con-
dition that there exist an eavesdropper, Eve. A is encoded into X" which represents
the information vector of length n. The received information vectors for Bob and Eve
are given by B" and E", respectively. Consequently, the source information entropy
together with the amount of uncertainty of the message received by Eve are given
by H(A) and H(A | E"), respectively. Shannon showed that legitimate parties could
achieve information-theoretically secure communication in a wireless communica-
tion environment by using the same random secret key which is unknown to the
eavesdropper. This is known as perfect secrecy, and it is given by Equation 1.10 in
terms of the entropy. Transforming Equation 1.10 into Equation 1.11 shows that the
eavesdropper is not able to receive any of the transmitted information content.
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H(A|E") = H(A) (1.10)

I(A,E") =0 (1.12)

The theorem also proved that perfect secrecy could be guaranteed if H(K) > H(A),
where K is the random variable modeling the key. This means that the key should
be equal to or longer than the confidential message [25]. However, perfect secrecy
was proved to be impractical because the key management may be cumbersome
for specific networks such as ad hoc networks which do not operate under fixed
infrastructures [26].

To expand Shannon’s information-theoretic secrecy theorem, Wyner proposed
the concept of weak secrecy. Weak secrecy is defined by the Wyner’s wiretap chan-
nel model shown in Figure 1.7. In this model, the encoder operates on blocks
of k source bits A¥ = (A, A?,..., A¥) and produces an encoded sequence X" =
(X!, X?,..., X") of length n. The transmission rate, which is the proportion of infor-

Wiretap Channel
Qw

En

FIGURE 1.7: Wyner’s wiretap channel

mation sent in each codeword, is given by Equation 1.12. The equivocation rate,
defined as a measure of confusion at the eavesdropper, is employed to investigate
the weak secrecy of transmitted information. The said rate is given by Equation 1.13.

R=k/n (bits/channel), (1.12)

A %H(Ak|E"), (1.13)

where k is the total number of source bits in the code, and n is the code length. A
scheme is considered to have weak secrecy in the event that,
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lim %I(A, E") = 0. (1.14)

n—oo
Unlike the Shannon perfect secrecy metric, this metric proved that it is possible to
obtain secrecy in a practical scenario [27]. Figure 1.8 illustrates the relationship be-
tween the transmission rate and equivocation. It shows the region of achievable
pairs as (R, A) [7]. The highest rate that capable of achieving the complete equivo-
cation, H; i.e confusion at the eavesdropper, is the secrecy capacity, Cs of the channel.

Hs

HsT(Cu)
Cn

Cs Cu R

FIGURE 1.8: Wyner'’s transmission rate vs equivocation rate [7]

With Wyner’s model, the assumption is that the signal that arrives at the receiver
of the eavesdropper is degraded by some degree in comparison to that of the legit-
imate receiver [25]. However, [28], proved that secrecy of the transmitted informa-
tion can be achieved regardless of the statistical channel state of the eavesdropper. It
was further shown in [22], that weak secrecy was also insufficient in many cases to
prove secrecy in communication. Another metric referred to as strong secrecy was
defined by [29]. The metric states that a scheme is said to achieve strong secrecy if:

lim I(4,Z") = 0. (1.15)

n—o0
Subsequently, in [30], strong secrecy was proved to be inefficient for some appli-
cations. This is based on the assumption of random and uniformly distributed
message symbols over the message alphabet at the input of the secrecy encoders.
In practice, the limitation is caused by the unavailability of universal compression
algorithms capable of providing messages that have the distribution mentioned
above.

1.1.3 Mathematics Preliminaries
Matrices

Let A represent an m x n matrix;



1.1. Background 13

a11 412 - - - A1
az1 22 - - - A2y
A — . . . -

Aml Am2 * *° Amn

Row space, column space & null space of a matrix

The column space of A is the maximum number of linearly independent columns
of A. Similarly the row space of A is the maximum number of linearly independent
rows of A.

Row rank(A) = Column rank(A)

= Rank(A) b

The null space of any matrix A, N'(A), consists of all the vectors x such that Ax = 0
and x is not zero. The null space of a matrix represents the solution obtained from
Ax =0.

Eigenvalues & eigenvectors

The eigenvectors of a square matrix A, are given by the roots of:
Ax = Ax, (1.17)
where x is the eigenvector of A and A is the eigenvalue of A.

Matrix Pencil

The eigenvalue and eigenvector problem of the matrix pencil, (A, B) is given by;

B~ 1Ax = Ax. (1.18)

Optimization

Mathematical optimization, specifically convex optimization are very crucial in fa-
cilitating the analysis and deriving numerical solutions of many wireless communi-
cation problems. Convex optimization is applied when given a cost function which
is also called an objective function, which has to be maximized in order to find an
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optimal value of a certain variable that gives the optimal value of the objective func-
tion. This means trying to minimize a cost function in particular a convex optimiza-
tion problem. A convex optimization problem is one of the form [31];

min fo(x)
ST (o) B<Sb 7 =117, (1.19)
HED) =W, B=bcaoniih

where x € IR” is the optimisation variable, fy : R" — R is the cost function or the
objective function, f; : R" — IR are the functions for the inequality constraints, and
h; : R" — R are the functions for the equality constraint.

Convex sets: A set S C IR" is regarded as a convex set if when taking any two
points x1, x € S, the entire line segment joining x1, X2 belong to S. Mathematically,
it is defined as;

fx;+(1-0)x, €S, V [0,1]. (1.20)

In general, a convex set must be a solid body, containing no holes. Examples of
convex sets include hypercubes, ellipsoids, polyhedral sets, and so on.

Affine set: A set S is said to be an affine set if for any two distinct points x1, xp, the
line passing through these points lie in the set S, that is x1, x; € S. Mathematically,
it is defined as;

fx;+(1—-0)x, €8, V. (1.21)

Every affine set is convex. An example of an affine set is a hyperplane.

Convex function: A function f(x) is said to be convex if for any two points x3, x2;

f(6x1 4 (1 —8)x2) < 6f(x1) + (1 —06)f(x2). (1.22)

The domain of f is a convex set.

Lagrangian function: The Lagrangian function is used to obtain solutions of the
convex optimization problem by summing together the constraints and the objective
function using Lagrangian multipliers. The Lagrangian function £ : R" x R" X
R” — R is defined as;

m P

L(x,A,v) = fo(x) + ) Aifi(x) + ) vihi(x), (1.23)
i=1 i=1
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where A; is the Lagrange multiplier associated with the inequality constraint, and v;
is the Lagrange multiplier associated the equality constraint [31].

1.1.4 Channel state information (CSI)

CSI defines the properties of a channel in a wireless communication link. CSI is
used to describe the propagation of the transmitted signal in relation to the corre-
sponding effects such as scattering, fading and power decay with distance. Wang
et al. in [9], shows that the availability of CSI is one of the most important aspects
to be taken into consideration when choosing an appropriate secrecy performance
metric in order to design optimal transmission strategies in PLS. CSI can be cate-
gorized into two classes and they are referred to as perfect and imperfect CSI. The
latter is concerned with the characterization of the statistical information only. Such
information include the average channel gain, the type of fading distribution, the
line-of-sight (LOS) component and the spatial correlation. The former involves the
complete knowledge of the channel properties of a communication link.

In practice, CSI is initially not available at the transmitter and receiver termi-
nals. It is gathered through some channel estimation methods such as those found
in [32, 33]. The two channel estimation mechanisms commonly employed to acquire
CSI are; the pilot-based channel training and channel state feedback. In pilot-based
channel training, the transmitter distributes the total transmission time and energy
such that some of the energy and time are allocated for the transmission of pilot
symbols while the remaining portion is used for data transmission. In the chan-.
nel state feedback method, the receiver is required to share its estimated channel
knowledge with the transmitter prior to transmission. It is shown in [34] that the
greatest level of security could be achieved if the transmitter has full knowledge of
both the wireless channels to the intended user and the unintended user. This can
be achieved by designing MIMO transmit precoders that minimize the information
leaked to the eavesdropper’s channels or to accurately direct jamming signals to-
wards the eavesdroppers. However the exact CSI is not known in practise, only an
estimate of the channel coefficient of CSI is known.

1.1.5 Multiple-input multiple-output (MIMO) communication

MIMO is a very powerful technology in wireless communication systems. A MIMO
network structure consists of many antennas at the transmitter as well as at the re-
ceiver. MIMO technology has been well studied and developed for the past decade,
mainly because of its capability to significantly enhance performance and widen the
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coverage range of the wireless communication systems [35]. Some of its other im-
portant benefits that have been shown include but not limited to its, capability to
provide higher data rates, improved reliability, and less noise and interference [36].
Even though MIMO technology was proposed many years back, it only came to re-
ality in the practical world in 2018 [37]. This research work focuses on the relevance
and application of MIMO technology in PLS rather than its traditional capacity ben-
efits in the wireless communication networks. It was shown in [38] that MIMO
systems are very robust against passive eavesdropping attacks since the secrecy ca-
pacity is directly proportional to the difference in capacities of the main and wiretap
channels. Beamforming in massive MIMO was used in [39] to implement security
in physical layer. In [40], artificial noise generation was used to demonstrate the
application of PLS in MIMO orthogonal frequency division multiplexing (OFDM)
systems. A typical MIMO system is shown in Figure 1.9 wherein the transmitter,
the legitimate receiver, and the eavesdropper have multiple antennas N4, Np, NEg.
This is referred to as MIMO multiple-antenna eavesdropper (MIMOME) [9], and in
this case, the secrecy capacity can be expressed as;

Som log,|I + HK HY|
Ky>-0,tr(K.<P) log, |[I + H.K HH|’

Cs = (1.24)

where I is the identity matrix, Ky is the covariance matrix of transmit signal, x, P
is the maximum transmit power constraint, H, € CN8*Na and H, € CNeXNa are
the MIMO complex Gaussian channel matrices of legitimate and wiretap channel,
respectively. The signals received by the legitimate receiver and passive eavesdrop-
per are given by Equation 1.25:

= Hyx, + ny,
Yo bXa b (1.25)
Ye = H.x; + n,

where x, € CN4*1 is the transmit signal and n, € CNsX1, n, € CNex! are zero-
mean complex white Gaussian additive noise vectors. Equation 1.25 is used as a
fundamental tool in optimization techniques in PLS and also to demonstrate the
application of MIMO in PLS.

The capacity of different MIMO channels against different SNR levels is plotted
in figure 1.10. It can be seen that the capacity of the channel increases with the
increasing number of transmitters at both the transmitter or receiver, and it is much
higher for high SNR level.

Ry vty 0
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FIGURE 1.9: MIMO wiretap channel model [9]
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FIGURE 1.10: MIMO channel capacity for different SNR values

1.2 Performance metrics in PLS

The secrecy metrics from information-theoretic security are well established and
they laid the foundation of secrecy coding in the physical layer. However, they
are challenging to evaluate and measure especially when the coded sequence have
a finite block length [34]. Therefore, different metrics which are much easier to work
with were proposed. In this subsection, we discuss some of these metrics according
to how they are used to evaluate performance in PLS.

Secrecy rate

The rate of transmission which can reliably be supported on the legitimate channel
of transmission but not decodable on the channel of the eavesdropper is termed se-
crecy rate. The secrecy rate of the Gaussian channel is calculated as the maximum
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difference between the attainable secrecy rates of Alice-Bob and Alice-Eve. Consid-
ering Figure 1.1, and using Equation 1.1 and Equation 1.9 the secrecy rate of a typical
PLS communication system is given by;

PrH PrH
Rs = Rg — R = log, (1+—TU—2—B) —log, <1+ £ ’5), (1.26)
B

2
U
where, Rp and R are the secrecy rates of Bob and Eve, respectively. The secrecy

rate, Rs, can be maximized using signal design and optimization techniques, which
will be discussed in chapter 2.

Secrecy Outage Probability (SOP)

SOP defines the probability at which a specific value of R for a particular system is
not obtainable. This metric is used in instances where Alice has very little channel
state information (CSI) of Bob and Eve. In most of the applications, the SOP is put
to use under the conditions where the eavesdropper’s statistical CSI is known to the
transmitter. Additionally, the metric characterizes the reliability and the security of
data transmission.

Quality of service (QoS)-related metrics

Signal-to-interference-plus-noise ratio (SINR): This metric may be described as quan-
titative relationship between the power of the received signal and power of the in-
terference plus noise. The performance of a communication link is characterized
by the QoS. SINR is directly related to the QoS and this can aid with the design
of secrecy algorithms. A minimum value of SINR for transmission from Alice to
Bob and a maximum value of SINR for Eve means a good receiving performance
in terms of security and reliability. This paves way for a robust transmission capa-
ble of achieving the desired minimum and maximum error levels for Bob and Eve,
respectively. Improvement of the SINR can be facilitated the use of PLS techniques
such as beamforming.

Bit error rate (BER): This metric is defined as the ratio of the number of infor-
mation bits received in error to the total number of bits transmitted. Different mod-
ulation and coding techniques have varying BER performance at the same SINR
level. For the establishment of a communication link, the BER of a system must be
above the minimum required level. Therefore, PLS techniques utilize optimization
methods to improve the security of a communication system by degrading the BER
of illegitimate users. Thus, the BER can be employed to measure the QoS and the
security of a communication system.
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Chapter 2

Technologies in PLS

In this section, the conventional and emerging PLS technologies are discussed. The

chapter begin by discussing the conventional technologies which includes beam-

forming, zero-forcing, artificial noise, convex optimization, space-time coding and
cooperative jamming. A typical PLS optimization problem of each scheme is pre-

sented as well as a comprehensive literature review. The second part discuss some

of the emerging technologies in PLS which include wireless information and power

transfer, intelligent reflecting surface, visible light communication, unmanned aerial

vehicle and lastly the application of PLS in satellite communications.

2.1 Secure multi-antenna techniques

Multi-antenna techniques offer higher spatial degrees of freedom, which can be uti-
lized effectively in PLS to ensure secure data transmission. Such techniques either
attempt to degrade the eavesdropper’s channel relative to the main transmission
channel or enhance the quality of the received signal at the legitimate receiver. From
the perspective of optimization, the four techniques which are representative of this
area are; 1) beamforming, 2) zero-forcing (ZF), 3) convex optimization, and 4) arti-
ficial noise (AN). In Figure 2.1, from [8], each technique is described in terms of the
transmission’s orthogonality to Bob and Eve.

2.1.1 Convex optimization

Convex optimization can be used in PLS with other secure-multi antenna techniques
to find the most favourable transmit solutions that can effectively make best out of
the performance metrics of the wireless communication system. The objective func-
tion f(x), to be maximized or minimized may be considered to be the performance
metric, for example, secrecy rate, SINR and secrecy outage probability [19]. Sev-
eral methods which are commonly used to solve optimization problems in PLS are
widely available in the literature [41].
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(a) Beamforming (b) ZF

(c) AN (d) convex optimization

FIGURE 2.1: Secure multi-antenna techniques

Quadratic programming (QP)

QP is one of the convex optimization methods in which the objective function has
quadratic terms and the constraint functions are affine. A quadratic is in standard
form if written as [31];

1
i To p 20T
m%ncx+2xQx

st. Ax=b (2.1)
x>0,
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wherec € R", A € R™*", b € R™ and Q is a symmetric, PSD matrix. Quadratic
programming is used in the design problems of nonlinear programming. Some of
the common quadratic problems in PLS is that of power minimization, the secure
power allocation and beamforming.

Semi-definite programming (SDP)

Another method used in PLS is the one of semi-definite programming (SDP). It is
used to optimize a linear function of variables under linear equality constraints and
a non-negativity constraint. An SDP problem is defined as follows [31];

min c’x
X
n
s.t. F]'x]' <K (2.2)
j=1
Ax =,

where F; € S?and j = 0,1,...,n. Most of the problems in PLS are usually non-
convex and they must be converted into convex problems using SDP. In turn, an
efficient algorithm that is easy to implement is developed in order to obtain optimal
performance metrics.

Fractional programming

Fractional programming is one more method which is applied in optimization of a
ratio of two nonlinear functions. The general fractional programming can be formu-
lated as the following problem [31];

)
x  B(x) (2.3)
sitax X,

where A(x) and B(x) are continuous real-valued functions of x € X. The fractional
programming problem is in general not convex. A typical example of its application
in PLS is the energy efficiency maximization.

Even though convex optimization offers improved secrecy performance in the
physical layer than the conventional precoding techniques such as beamforming or
zero-forcing, it is more computationally expensive to implement.
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Alice

FIGURE 2.2: Beamforming

2.1.2 Beamforming

Beamforming is a signal processing technique that is used to transmit signals ef-
fectively in intended directions to give a maximum signals difference between the
receiver in the intended direction and the one in the unintended direction. Beam-
forming forms a beam in the direction of the desired recipient to maximize the signal
to noise power ratio while suppressing the reception or transmission in the direction
of the unintended user, Figure 2.2. This significantly improves the energy efficiency
of the system because the energy is transmitted or focused in a particular direction
rather than being spread out in a diffused fashion.

Different beam forms

There are different configurations of beamforming that can be performed so that
data can be sent to or received by the users in the communication network in or-
der to achieve spatial diversity. The configurations are categorised according to the
number of antennas used at the transmitter or receiver and they include but not lim-
ited to, multiple-input single output (MISO), single input multiple-output (SIMO)
and MIMO [42].

e Transmit beamforming (MISO): It used to match the channel from multiple
transmit antennas to the receiver [43]. This matching steers the transmitted
signal towards the intended receiver by finding the best possible channel among
all the transmit antennas. Figure 2.3 demonstrate transmit beamforming using
two transmit antennas and a single receive antenna.
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FIGURE 2.3: Transmit Beamformer

Then system model equation is given by:

r=hx+n,
M;
r= hjw; |]x+n,
(g i)t (249)

r =hixy +hyxa +n,

r = hyw;ys + howys +n,

where M; = 2 is the number of transmit antennas. The beamforming problem
is to choose the optimal beamforming vectors, w; and w, which maximizes
the SNR. The SNR maximization can be performed by maintaining the signal
gain constant, that is ensuring unity signal gain for the desired user and min-
imizing noise power. Assuming an AWGN noise model where we make an
assumption that all the noises are independent and statistically identical, i.e
they have zero mean, E{n;n;} = 0 and noise power equals to E{n?} = 2.
Therefore the noise power reduces to;

Noise power = o||w/|.

Now the optimization problem for beamforming is to;

min  o?||w]? = [|w]|* = wHw

(2.5)
st. wih=1.
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To solve this equation we use the concept of Lagrange multiplier from subsec-
tion1.1.3;

L(w,A) = ww + A(1 — wih)

A (0=h) =0
dw (2.6)
= 2w = Ah

A

In order to determine A we use the constraint;

wih =1
A H
=>(§h) h=1 2.7)
e ey

ik

Therefore, the optimal transmit beamformer is given by;

N =

2.8)

W= —

This process of beamforming in the same direction as the channel is known
as maximum ratio transmission (MRT) [44]. The signal from the transmitting
antenna is multiplied with this optimal beamforming vector obtained from the
derivation above such that the magnitude and phase of the signal is adjusted
to form a beam in the desired direction and minimizes the output in other
directions. The SNR at the output is given by;

E{x*} wzl

SNR = —+J_ .
o2||w||? ||l

= IR (2.9)

P||h|)?
o2

where P is the symbol power.
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e Receive beamforming (SIMO): In receive beamforming, the beamforming pro-
cessing is performed at the receiver [43]. This is performed by matching the
channel from the transmitting antenna to multiple receive antennas. The op-
timal receive beamforming vector is given by the maximal ratio combining
(MRC) and is equivalent to the one obtained in transmit beamforming by MRT.

e Maximum eigenmode beamforming (MIMO): Both the transmitter and receiver
form beams that are jointly matched to each other. The formed channel is equal
to the maximum singular value of the channel and is given by the SVD of the
channel matrix [42].

The M; x 1 transmitted signal is given by x = ():?i‘l wtx,,-)x,- and the M; x 1
transmitted signal is given by y; = Hwy, ;x; + n. After receive beamforming
the resultant signal is given by

y= w;rwatxx + w;rxn

o Eigenmode beamforming (MIMO): This is applicable in MIMO system whereby
both transmitter and receiver form multiple beams matched to the underlying
structure of the channel. Each transmit beam is matched to a receive beam and
the corresponding channel matrix is given by the SVD [42].

A beamforming problem in PLS involves steering the transmitted signal towards
the desired user while taking into account an interfering user trying to decode the
transmitted information, Figure 2.2. To demonstrate the beamforming optimization
problem in PLS we consider a MISO system shown in Figure 2.4 in which the trans-
mitter uses transmit beamforming to communicate with K users. We assume that

()

A Alice

Eve Eve

user-eaves pair user-eaves pair

FIGURE 2.4: System model of multi-user and eavesdroppers pair with beamforming
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the transmitter is equipped with N; transmit antennas and the legitimate user and
the eavesdropper each have a single receive antenna. Therefore the received signal
at legitimate user k and their equivalent SINR are respectively given by:

K
Yr = h,’jxk + thxi + ng,
k=1
k#i
Ihllc-lwklz (2.10)
SINRp = — .
Izh?wilz + o2
=
X7#=1

Similarly the signal received signal by the k' eavesdropper and their equivalent
SINR can be shown to be respectively given by:

K
Zx = g{.’xk ar ngx,- + my,
k=1
k#i
A2 (2.11)
C W,
SINRp = — gy wid
1) siwil? + 02
k=1
k#i

where x; € CN7¥! s the transmitted signal symbol of the desired user k with corre-
sponding beamforming vector wy € CN7*1 h € CNt*1 and g € CN7*1 are the chan-
nel vectors of the desired user and eavesdropper respectively, and ny, my are the
corresponding AWG noise vectors for k' user and eavesdropper with zero mean
and noise power 2. The covariance matrix of the transmitted signal is given by
Ri = E{xx{'}. The objective problem of a typical beamforming design scheme is to
minimize the total transmitted power at all the base stations while ensuring desired
QoS for each user, which is usually described by the constraint of the SINR greater
or equal to the given threshold amount of the k* user, i.e. SINR > px- Therefore the
beamforming can be written as following [44]:

K
; 2
min I;nwkn

s.t. SINR > py.

2.12)

The solution to the beamforming problem in equation (2.12) provide an optimal vec-
tor w; which maximizes the SNR of the desired user. This results in focusing the beam

i
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in one direction, and the process is referred to as electronic steering. One beamform-
ing vector is assigned to each legitimate user and is matched to their channel. In
order to solve the problem in equation (2.12) we have to reformulate it as a convex
problem. The cost function YK _,||wy||? is a convex function of the beamforming
vectors. However, the SINR constraint is non-convex which makes the problem in
equation (2.12) non-convex. Therefore the SINR has to be reformulated as follows
[44];

K

H
w Rka
: > pi © WEReWj — i ZWIH Ryw; > pr0”.

K
Y whRw; + 02 (213)

(=

k=1 :
k#i

As a result the problem given by equation (2.12) can be expressed in its equivalent

convex form as follows;

K
: 2

min ’; el

K (2.14)

s.t. w{?’Rkwk - kaW,HRkW,‘ > pka'z
(=

The problem in equation (2.14) is classified as NP-hard problem because it is very
difficult and challenging to solve in reasonable time in this form. One approach
to solving this problem is by the use of semi-definite relaxation. This is done by
defining the matrix Wy = w,f’wk such that w,H Ryw; =Tr (RkW,-). Then the problem
in equation (2.14) can be transformed to given the problem given in equation (2.15).

The problem in equation (2.15) can be easily solved using CVX solvers by relaxing
the rank-one constraints.

1=

n&i’(r\ Tr (Wk)
k=1
K
st Tr (ReWi) — pi ) Tr (RgW;) > pio? (2.15)

k=1
ki
Wi >0, rank(Wk) =1l
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2.1.3 Artificial Noise (AN) precoding

The notion of using artificial noise to enhance security in the physical layer was
first proposed in [45]. They identified AN based transmission as an effective tech-
nique that can be deployed in PLS to ensure secure communication in wireless net-
works. The technique involves deliberately degrading the quality of the channel
of the eavesdropper by generating an interference signal which is used to interrupt
their eavesdropping capabilities. Basically, in the AN precoding scheme, the trans-
mitter, Alice divides the transmission power between transmitting the information
to the intended recipient, Bob, and transmitting the noise signal towards the eaves-
dropper, Eve is shown in Figure 2.5.

Eve Alice

FIGURE 2.5: Secrecy beamforming with AN

Generating AN depends on the transmitter’s knowledge of the eavesdroppers’
channel state information. In a case where the eavesdropper’s CSI is unknown,
the isotropic AN is generated. The generated AN is designed such that it lies in the
nullspace of the intended receiver and directed in the range space of the unintended
receivers. This is done to cancel out its effect at the intended receiver such that only
the eavesdropper’s channel is degraded [45]. Another form of AN generation is
called the spatially selective AN, which is applicable in the event that the transmit-
ter knows the the eavesdropper’s CSI [46]. The AN generation technique’s major
strength is that the secrecy provided scales well with the SNR since an increase in
SNR at Eve will increase the received AN power along with the message power. The
conventional AN scheme can be represented in general as follows;

X = W5, + VSj, (2.16)

where x is the signal transmitted by Alice. The source information is denoted by
Sa and s; denotes the AN jamming signal which is chosen to be independent of
the source information, i.e s, # sj. Beamforming vectors for the information and
jamming signals are represented by w and v, respectively. Therefore the signals
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received by Bob and Eve are given by Equation 2.17 and Equation 2.18, respectively.

ys = h¥ws, + ggvs,- + np, (2.17)

ye = hfws, + g?vsj + ng (2.18)

Where hg A g? denotes the channel responses of Alice-Bob and Alice-Eve, respec-
tively. The independent identically distributed complex Gaussian noise for Bob and
Eve with zero mean and variance o are denoted by np and ng, respectively. The
corresponding secrecy rate is given by:

|hfw|? [hEv|
R = 10g2 (1 r W o logz 1+ TG ) (219)

A novel approach of AN scheme which offers better secrecy rate performance where
the jamming signal is generated to be dependent on the information signal was pre-
sented in [47]. The scheme significantly improves the signal strength at Bob and at
the same time canceling the received signal at the eavesdropper. In the scheme the
signal received by Bob and Eve can be shown to be given by:

ys = hiws, + ghvs, + np, (2.20)

YE = hgwsa + ggvsa + ng. (221)

Therefore the secrecy rate is now given by:

hH Hy, |2 hH i H, |12
RE1o (HIL;SBN_I)_IO& (HIE_VUZSE_VI S o

The optimization problem of AN precoding scheme is to find an optimal power
allocation method for the artificial noise, which ensures maximum secrecy of the le-
gitimate transmission. The classical AN injection schemes are investigated broadly
in the literature, and their application in MIMO systems has been shown as promis-
ing to exploit in future wireless networks. In [48], the authors demonstrated an ap-
proach capable of guaranteeing secrecy without knowledge of the eavesdropper’s
CSI. The authors of the same paper proposed two schemes which employs AN gen-
eration to implement PLS. In the first scheme, they proposed a scheme which was
based on MIMO technology while the second scheme used a single transmit an-
tenna. For the latter scheme amplifying relays were used to mimic the effects of
multiple antennas. Moreover, in the second scheme the transmitter and the intended
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receiver both transmit independent AN signals to the helper nodes. The eavesdrop-
per receives differently weighted versions of the AN signals from the transmitter
and the receiver. The two transmission schemes proposed in the paper transmit
both AN and information-bearing signals together. However, the paper does not
necessarily find an optimal power allocation for the transmission of message sig-
nals and minimal power allocated to the AN.

To tackle the shortfall indicated in [48], researchers of [49] proposed an AN-
assisted secure MIMO-OFDM system to improve the security of the legitimate trans-
mission and find an optimal power allocation scheme. AN precoding scheme is
proposed where Alice divides her power between transmitting a message to Bob
and transmitting AN into Bob’s nullspace. Assuming Bob and Eve’s channels are
independently faded, Eve will see some of the AN in her range space. The authors
determined the minimum power consumption which satisfies the legitimate trans-
mission quality with the largest residual power in generating AN. They use convex
optimization solvers to find the optimal solution to this problem. This technique’s
major strength is that the secrecy provided scales well with SNR since an increase
in SNR at Eve will increase the received AN power along with the message power
[50].

AN precoding was also used in [40] to implement security in the physical layer.
AN was used as a transmit strategy over Bob’s null space with the intention of im-
proving the secrecy of the Alice-Bob channel without affecting its quality. The au-
thors examines three approaches of generating AN. Firstly, the minimum power was
used for the information-bearing signal and the rest of the transmit power was dis-
tributed to the AN. Secondly, the power was evenly distributed between the trans-
mit signal and the AN signal in order to maximize ergodic secrecy capacity. Lastly,
the AN power was progressively varied in order to understand its effects on the
secrecy confidence level. Eve was modeled to use the minimum mean square er-
ror (MMSE) as an optimal receiver structure to maximize the SNR. Eve’s capability
to compromise the secrecy of the main link was defined as the SNR difference be-
tween the intended receiver and the eavesdropper. It was shown in [40] that when
an eavesdropper is using zero-forcing to mitigate the interference introduced by the
artificial noise transmission with a large number of receiving antennas and knows
some of the main channel’s CS], the secrecy of the system can be compromised.

2.1.4 Zero-Forcing

Zemfi)::n gu(l(t)ir ;‘uu’Steering) precoding is a method of spatial signal processing
A D niennas at the transmitter can cancel out (null) multiple user
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interference signals in wireless communications. The basic idea of the ZF method
is based on canceling out the interference at the intended receiver in multiple user
communications. This can be done by using eavesdropper’s CSI to transmit a mes-
sage orthogonal to the eavesdropper, which is equivalent to steering a null in the
direction of the eavesdropper, illustrated in Figure 2.6.

BOB

ALICE J :

Sma.
——J' :7<L$ EVE

FIGURE 2.6: Zero forcing

To present the optimization problem for ZF precoding we consider the system
model given by:
y=hx+gx;+n, (2.23)

where h is the channel of the desired user and g is the channel of the interfering
user. Performing beamforming we now have the output given by:

y = wi(hx + gx; + n)

o - . (2.24)
=w hx+w'gx;+w'n,

where w''h is the signal gain or the gain in the direction of the desired user and

wllg is the gain of the interfering user. ZF intends to null the interference and this is

done by forcing the interference term to zero. Therefore the optimization problem

for the ZF beamformer is given by:

min o2||w|]? = [[w]? = wlw
st. wh=1 (2.25)
wlg = 0.

The design problem of ZF precoding has been presented in [51]. The iterative algo-
rithm presented in [51] was developed to obtain the optimal transmit and receive fil-
ters to cancel out the interference. The designed filters minimizes the mean-square
error (MSE) between the legitimate parties whilst guaranteeing and maintaining
a certain eavesdropper MSE level, subject to the power constraint. Nonetheless,
the ZF precoding methods presented have been demonstrated to perform well or
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achieves the highest secrecy system capacity when full knowledge of CSI is avail-
able at the transmitter, which is a highly unlikely case. Therefore, with limited CSI
at the transmitter, the performance of ZF-precoding is very poor, which makes it
less applicable.

In 2.7a we demonstrate the BER performance of the beamforming and AN
schemes. The figure illustrates that the eavesdropper’s channel has the worst bit er-
ror rate because it is corrupted by the AN signal, it is followed by a single-input
single-output (SISO) system which does not receive diversity from beamforming
and lastly the 1 x 2 single-input multiple-output (SIMO) and 2 x 1 multiple-input
single-output (MISO) systems receives the signal with better BER because of beam-
forming. The achievable secrecy rate of different precoding schemes are shown in
2.7b. In particular, a MIMO scheme with six transmit antennas, the intended re-
ceiver and eavesdropper each equipped with two receive antennas. In the figure we
have the same MIMO configuration for no beamforming used and with beamform-
ing introduced and lastly we introduce an AN signal. The figure confirms that the
use of AN indeed improves the secrecy rate of the communication network com-
pared to beamforming only or no beamforming used.
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FIGURE 2.7: BER and secrecy rate performance metrics simulations for different pre-
coding schemes.

2.1.5 Space-time coding (STC)

Alamouti proposed a space-time block code (STBC) to achieve transmitter diversity
in 1998 [52]. In the conventional transmit schemes, diversity techniques were ap-
plied at the receiver using algorithms such as the MRC. These techniques require
the knowledge of the channel between the transmitter and the receiver to derive
the op@al bean.lforming weights. However, Alamouti showed that it is possible to
transmit data using multiple antennas and perform separation at the receiver using
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a single receive antenna, which gives the same diversity gains. To provide diversity
using the Alamouti scheme, the time and space blocks are used to encode the infor-
mation signal. The Alamouti space-time encoder takes a block of two modulated
symbols to create an encoding matrix denoted by;

Cc= [sl ‘sé], (2.26)

where s; and s; are the modulated symbols mapped to two transmit antennas in
two transmit time slots [53]. The columns of C represent timeslots, and the rows
represent different transmit antennas. Studies by [54, 55] showed that STBC may be
employed to provide secure communication for space-time systems while lowering
the eavesdropper’s order of diversity. A technique depicted in Figure 2.8 to achieve
a secure STBC without the need to estimate CSI at the transmitter was proposed in
[54]. The proposed technique uses mutual received signal strength indicator mea-
surement to generate a pseudo-random sequence used to secure communication.
In this model, at each transmit antenna random phase rotations 6; and 6, are ap-
plied to the symbols. Each phase shift is applied for one code duration. For a single
codeword, the transmitter encodes source information, s; and s as:

7 T
e || GET G 2.27)
_SZejel sIejez ;i

Therefore Bob's receives the signal given by:

z=Xh+n
z =H*(61,62)s + &

Z10% | hlei91 hief"Z 81 i np
—z3| | —hyet hiei®2| |sp —n3|

Using the MRC algorithm, the source information can be estimated to be given by:

(2.28)
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Sz S ALAMOUTI
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FIGURE 2.8: System block diagram




34 Chapter 2. Technologies in PLS

s=HT (61,62)z. (2.29)
Eve's received signal is given by y, which can be also be decomposed to ¥ as:

y=Xg+e,

(2.30)
¥ =G (6,,62)s + &,

where H* and G™ are the pseudoinverse of H and G, respectively. The transmit-
ter manipulates the transmitted symbols by generating and applying the maximum
number of phase rotations so that the eavesdropper is completely denied access
to the source information. The strength of this technique is that improved secu-
rity is achieved without the knowledge of the CSI, unlike in the preceding security
schemes which assumes that the CSI is available. However, it was shown in [55] that
the security of the transmitted signal is compromised if the eavesdropper can obtain
one of the space angles and is in close proximity to Bob. To avoid this compromisa-
tion, the authors proposed a technique which is able to achieve zero diversity for the
eavesdropper even under enhanced receive diversity. This can be achieved through
signal and space rotations.

2.1.6 Cooperative jamming

Cooperative jamming is also one of the techniques proposed to implement security
in the physical layer to curb eavesdropping in wireless networks. A cooperative
jamming network is comprised of the source which transmits its message to the
intended receiver and a relay node which transmits a jamming signal to degrade
the eavesdropper’s channel and improve the secrecy rate [56, 57]. Cooperative jam-
ming was derived from the conventional technique for user cooperation known as
cooperative relaying. However cooperative relaying is distinctive from cooperative
jamming by that it improves the security by enhancing channel quality between
the transmitter and legitimate receiver. Some of the examples of cooperative relay-
ing are decode-and-forward (DF) and amplify-and-forward schemes (AF). A system
model of a typical cooperative jamming scheme is shown in Figure 2.9 which con-
sist of the transmitter Alice, a single trusted relay, an intended receiver Bob and and
eavesdropper, Eve. Alice transmits a message signal s using a transmit power PA
and the relay transmits a jamming signal z with a weighting vector w, simultane-
ously. The signal received by Bob and Eve are given by:

yB = \/Pshpps + wihgpz + 1z, (2.31)
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FIGURE 2.9: Secrecy with cooperative jamming

YE = V/Pahags + wihgez + ng, (2.32)

respectively, where h4p is the Alice-Bob channel, hgp is the relay-Bob channel, hgg
is the relay-Eve channel, h4g is the Alice-Eve channel and np and ng are the AWG
noise with variance ¢ at both Bob and Eve respectively. The corresponding secrecy
rate is given by:

2 2
= log, (1 + —A-laﬂ) — log, (1 + |W51AIL:T2EL 02) ; (2.33)
In equation (2.33), the effect of interference is neglected at the legitimate user
because of the existing cooperation between the jammer node and the legitimate
user [58]. The interference is only present at the eavesdropper do degrade their
SNR hence improving the secrecy rate of the network. We demonstrate the secrecy
rate performance of a cooperative jamming in Figure 2.10. The model considered
is made of the legitimate receiver, Bob, a cooperative jammer and an eavesdropper
all located at distance of 50m away from the transmitter, Alice. The transmitter and
cooperative jammer lie in the same horizontal line. Bob and Eve also lie in the same
horizontal line. The perpendicular distance between the two lines is equal to 2m.
To evaluate the performance we vary the transmit power of Alice and plot against
the secrecy rate. The result simulation plot is shown in Figure 2.10 and it shows
that the secrecy rate increases with increasing transmit power. The secrecy rate also
increases with increasing jamming power.
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FIGURE 2.10: Secrecy rate against transmit power of Alice

2.2 Emerging technologies

In recent years, wireless communication networks have been proliferating to cope
with the need for high demands in data transmission and reception. In addition,
the advancement in technology has provided hackers with improved eavesdrop-
ping capabilities. All of this factors poses a major threat in the conventional PLS
technologies. Hence, many different researchers have conducted studies to propose
new technologies which can tackle this problems. We present some of this technolo-
gies in this section.

2.2.1 Wireless information and power transfer (WIPT)

WIPT has been identified as a sustainable proposition for harvesting of energy from
the radio frequency (RF) signals which in-turn is supplied to finite-powered wireless
communication devices including wireless sensors and electronic gadgets [59, 60].
The concept of WIPT, which is depicted in Figure 2.11, was shown to be beneficial
in PLS precoding schemes, specifically the ones which uses AN technique. It was
shown in Section 2.1.3 that the injection of AN into the communication network
is an intriguing technique for improving the overall system secrecy performance.
Therefore, using the concept of WIPT, the additional AN introduced in the system
can be harvested at the receiver. This can offer a viable solution for the facilitation
of sustainable and efficient wireless networks, especially when the receivers do not
have enough energy to achieve their functionality.
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2.2.2 Intelligent reflecting surface (IRS)

Future wireless networks are expected to employ intelligent and software re-configurable
functionalities to enable safe and secure communication [61]. Intelligent reflective
surfaces have been identified as a solution to create a controllable wireless environ-
ment. According to [62], an IRS is a software-controlled artificial surface that can
be programmed to alter its electromagnetic response. An IRS can change the atten-
uation and scattering of the incident electromagnetic wave so that it can propagate
in the desired way towards the intended receiver by adjusting the reflecting coeffi-
cients. In [63], the two methods of deploying IRS, namely, (a) energy focusing and
(b) energy nulling, which are graphically shown in Figure 2.12 are discussed. En-
ergy focusing employs beamforming technique approach by using the IRS reflecting
elements to adjust the phases of the signal coming from the transmitter so that it is
focused towards one intended user. Meanwhile, energy nulling, uses the IRS to per-
form destructive reflection, by adjusting the phases of the scattered signals to null
out the signal at the unintended recipients [63]. One application of IRS is in holo-
graphic beamforming, as described in [64]. Holographic beamforming is a dynamic
beamforming technique that uses a software-defined antenna.

2.2.3 Visible light communication (VLC)

VLC is one of the technologies that has emerged with the potential of providing
omnipresent access to wireless broadband for indoor settings [65, 66]. This is en-
abled by some of its unique characteristics which include line-of-sight propagation,
inability of light waves to penetrate opaque surface, technological advancements
and economical costs of lighting equipment such as solid-state light-emitting diodes
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FIGURE 2.12: Wireless communication system based on IRS. Adapted from [63].

(LEDs). The aforementioned characteristics are highly useful in PLS since VLC sig-
nals are confined inside the building’s walls, hence an inherently secure communi-
cation which prevents eavesdropping for outdoor eavesdroppers. VLC schemes are
realized through the use of a number of LED arrays and photodetectors (PDs). The
LED arrays serves a dual purpose of offering illumination and data transmission
simultaneously while the PDs are used as receivers. The most common method of
modulation in VLC is the intensity modulation and direct detection (IM/DD). Un-
like in RF systems, the modulating signals in VLC systems must be real valued and
non-negative [67]. To show the concept of VLC, Figure 2.13 depicts the illumina-
tion and power distribution using various arrays made up of red-green-blue (RGB)
LEDs.

Horizontal illuminance of a light fixture made up of an LED array of 50 x 50 RGB
LED chips with a semi-angle of 60° is depicted in Figure 2.13a. Each LED chip have
a Lambertian radiation pattern and total luminous intensity of 33.74cd. As seen in
Figure 2.13b, increasing the number of LED arrays leads to an increased intensity
and illuminance at all points of the room. Consequently, this results in elevated
optical power as seen in Figure 2.13d. Optical power is crucial for data transmission
because direct detection depends on the amount of power which impinges the PD.
Due to incoherent distributed light intensity, the amount of optical power produced
by the LED arrays decreases logarithmically with increasing distance.

2.24 Unmanned aerial vehicle (UAV)

Drones or UAV-based communication technology was thoroughly studied and adopted
by the 3GPP standard [68]. A study on UAV systems that highlighted and gave an
overview of the latest advances and state of the art in the field of PLS was con-
ducted in [68]. UAV systems have been envisaged to form an integral part of future
wireless communication applications due their dynamic, flexible and flying nature.
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FIGURE 2.13: Power and illumination distribution against distance

It was shown in [69] that due to their ability to reach higher altitudes, they usu-
ally have a dominant LOS channels with the ground nodes. This capability can be
used to provide confidentiality to the legitimate receivers against the eavesdrop-
pers. This can be done by deploying UAVs to launch more effective jamming signal
attacks to the terrestrial eavesdroppers. Figure 2.14 depicts a scenario in which a
UAV is equipped with an air-to-ground jammer and a ground communication net-
work comprising of a legitimate transmitter-receiver pair and an eavesdropper. The
mobile UAV-enabled jammer is used to opportunistically jam the eavesdropper.

2.2.5 PLS in satellite communication

Satellite communication is getting more incorporated into current terrestrial wire-
less communication networks mainly because of its features which include wide
area coverage and high bandwidth. Some noteworthy applications of satellite com-
munication include but not limited to, military operations, TV broadcast and in-
ternet access. However, their broadcast nature and ability to provide wide cover-
age area makes them more vulnerable to eavesdropping. Traditionally, security in
satellite communication is implemented in the upper layers of the protocol stack by
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FIGURE 2.14: Cooperative jamming using UAV

means of encryption. PLS has been identified as an alternative to augment the cur-
rent cryptography security measures [70]. We demonstrate a PLS concept in satellite

using a system model shown in Figure 2.15 and derive the optimization problem.

% Satellite

FIGURE 2.15: Multi-beam satellite communication network [71]

Suppose that the satellite transmit the signal s; intended for the it legitimate
user with average power E{|s;|*} = 1. The transmitted signal has a weighted beam-
forming vector given by w; € CN*1. Therefore the overall transmitted signal is
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given by:
M
x =) wis (2.34)
i=1

The signal received by the i-legitimate and i*-eavesdropper are given by Equa-
tion 2.35 and Equation 2.36 respectively.

M
Yuser—i = h,Hw,-s,- + Z h,'HWmsm +n; (2.35)
m#i
H M
Yeoi = 8iWiSi + Y 8 WmnSm + M (2.36)
m#i

where h; € CN*! denotes the channel gain vector between the i**-intended user and
the satellite, g; € CNX! denotes the channel gain vector between the i* eavesdrop-
per and the satellite, n; and n,_; are assumed to be zero-mean AWG noise of the
i"-intended user and the i* eavesdropper, respectively. The achievable secrecy rate

th

of i""-intended user is given by:

|hfw;|? ) ( g wil
Rs=log, [ 1+ ! —log, [ 1+ ! (2.37)
; : ( Lti B win 2 + 07 : Ll 8F W [2 + 02_;

The typical optimization problem of interest is the maximization of the achiev-
able secrecy rate as per the minimum transmit power available constraints and this
can be written mathematically as follows;

max Rs
w;

M (2.38)
st. Y |will* < Pr,
m=1
where Pr is the maximum transmit power of the satellite. The authors in [72] stud-
ied the problem of minimizing the transmit power on a multi-beam satellite while
fulfilling the minimum per user secrecy rate. They further proposed an iterative
algorithm to jointly optimize the transmission power and the beamforming vec-
tor by completely eliminating the co-channel interference and perfectly nulling out
the received signal at the eavesdropper. Kalantari et al. in [73] also used PLS to
address the issue of confidentiality in bidirectional satellite communication based
on network coding. They designed the optimal beamforming weight vector which
maximizes the sum secrecy rate by using semi-definite programming.
Chapter two presented a comprehensive overview and problem formulations of






Chapter 3

Information jamming and intelligent
reflecting surface (IRS) scheme

The first two chapters provided a comprehensive study of physical layer security
in wireless communication networks by providing the underlying technologies and
key concepts. In this chapter, the optimization of secrecy rate in a multiple-input
single-output (MISO) system through the optimization of the information beam-
forming and jamming vectors is considered. Additionally, the optimization of the
phase shifts of the intelligent reflecting surface is also investigated. This work specif-
ically consider a benchmark model which was proposed by authors in [74]. How-
ever, this work introduce information jamming to the system and determine the
impact of the jamming signal on the secrecy rate of the overall system compared to
the benchmark model.

3.1 System model and problem formulation

3.1.1 System model

The MISO system equipped with an intelligent reflecting surface (IRS) as shown
in Figure 3.1 is examined. The setup is made up of one transmitter (Alice), a sin-
gle legitimate receiver (Bob), a single eavesdropper (Eve) and an IRS. It is assumed
that Alice is equipped with Nr antennas for transmitting the information signal as
well as the jamming signal, while Bob and Eve are equipped with single receive an-
tenna nodes. The IRS has M passive reflecting elements. The channel between Alice
and the IRS is denoted by Hy; € CM*Nr while hag € €T, hjp € CM denote the
channel responses of Alice-Bob and IRS-Bob, respectively. The channel responses of
Alice-Eve and IRS-Eve are respectively denoted by hsg € CM and hjg € CM. The
diagonal phase shift matrix modeling the reflecting elements of the IRS is given by
© = diag{[61,6;...,6m]}, where 6, = ei" and ¢, € [0,27) represents the phase
shift coefficient of the n-th reflecting element of the IRS. The signal transmitted by
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Eve

FIGURE 3.1: IRS system model

Alice is given by:
X = Xg + X1, (3.1)

where xg € CNT is the information signal and x; € CMT is the jamming signal. The
information jamming scheme proposed in [47] is adopted. In the said scheme the
friendly jammer transmits the source message rather than the Gaussian noise as in
the conventional schemes. The benefit of this approach is that the signal strength at
Bob is significantly enhanced while at the same time canceling the received signal
at Eve. Therefore, the transmitted signal in equation (3.1) can be expressed as x =
ws +vs, where, s ~ CN/(0, 1) is the information bearing signaland w € CNT and v €
CNT are beamforming vectors for the information and jamming signals, respectively.
Therefore, the signal received by Bob is given by:

YB = h',{Bx + h'ilBGHAIX + npg
= hfip(ws + vs) + hi;0H 41 (Ws + vs) + (32
= hY{5(w+ v)s + hiL@H 4 (W + v)s + np,

where np is an independent identically distributed (i.i.d.) complex Gaussian noise
with zero mean and variance (7,23 for the intended receiver. Therefore, the signal
received by Bob is comprised of the signal from the direct path channel, h4p as well

as the signal reflected by the IRS composite channel, hi;®H ;. similarly, the signal
received by Eve is given by:

ye = i ex 4+ hiL@H 4 x + ng, (3.3)
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where ng is an i.i.d. complex Gaussian noise with zero mean and variance (7,25 for the
eavesdropper. The secrecy of Bob and Eve, respectively can be expressed as:

hM.(w+v) + hHeH 2
RB i 1082 (1 JL ‘ AB( ) UIZB A[(W'{"V)I ) (3.4)
ng
h:(w+v) + hiieH 2
RE E logz (1 JL | AE( ) U:%E AI(W+V)I ) (3.5)
E

3.1.2 Secrecy maximization

The scope of the first optimization problem is to maximize the achievable secrecy
rate through a joint design of the information beamforming vector w, jamming vec-
tor v and the diagonal phase shift matrix © subject to the total transmit power
constraint at Alice. Therefore, the optimization problem is defined as P1 and it is
mathematically given by:

Pl: max R;(w,v,0)

WV,
st [[w]2+ v < Pr (3.6)
I6n|=1 Vrl=1,...,M,

where the achievable secrecy rate, Rs(w, v, ®) = Rp — Rg and Pr denotes the maxi-
mum transmit power available at the transmitter.

3.2 Solution

The transmit power budget constraint, given by [[w]|? + ||v||* < Pr in equation (3.6)
is convex. However, problem P1 is difficult to solve because the objective function
is non-concave and also due to the non-convex unit modulus constraint, |6,| = 1
introduced by the IRS phase shifting implementation. P1 can be broken down into
sub-problems which can be efficiently solved when one of the optimization vari-
ables (w,v) and O is fixed. Hence, an alternating optimization (AO) algorithm is
proposed for solving (w,v) and © by iteratively optimizing a single variable at a
time while fixing one until convergence. AO algorithm has been used in [75, 76, 77]
to successfully solve a wide range of problems in wireless communication design
for IRS-enabled devices and resource allocation.
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3.2.1 Closed form solution for beamforming and jamming vectors,
w and v given © :

In the first sub-problem, the value of © is fixed to solve for w and v. Hence, the

second constraint can be ignored. Without loss of generality, the assumption is that

the variance of Bob and Eve’s noise are equal. Therefore, the secrecy rate defined in
equation (3.6) can be expressed in this form;

3.7)

Rs(w V) = log 02 ar '(hng TP hlilBGHAI)(W + V)IZ
) 2\ 02+ |(hH; + hL®H, ) (w+ V)2 )

Suppose we now lethg = h"{ ; + htL®H,4; and hg = hY} ;. + h}.©®H,;. Then the first
sub-problem of P1 is given by;

02 + |whg + vhg|?

P1.1: mavx logz( 38)

0% + |whp + vhglz)

st. whw+ vy < Pr.
The goal of this sub-problem is to:

i. Design the information signal beamforming vector, w which maximizes the
information transmitted towards Bob. In this way the energy is focused to-
wards Bob hence significantly improving Bob’s SNR compared to Eve. Since
the intention is to maximize the transmission to only one user, the transmitter
can employ the MRT strategy to design the information signal beamforming
vector, w [44]. This implies that the optimal value of w is given by

" h
w* = /Pr—2-—. (3.9)
|||

ii. The second part of sub-problem one is to solve for the optimal value of the
jamming vector v. The assumption made to solve this problem is that, the op-
timal value of w is given by equation (3.9), hence it is fixed in the optimization
problem. The log function is discarded in order to make P1.1 more tractable.
Therefore, the optimization problem can be reformulated as;

2
P12: max Whetvhsl®+o?
v |whg+vhg|2 4 02 (3.10)
st [[v||? < Pr — |[w]2.
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Due to the design the jamming beamforming vector, v which strengthen the

signal received by Bob and eliminates the signal leaked to Eve, it implies that
vhg = 0. Therefore, P1.2 reduces to;

P13: max [whp + vhp|?

st. vhg=0 (3.11)
[Ivl|* < Pr — |lwl|.

In order to provide a closed form solution to P1.3, the following analysis and
simplifications are made. Applying the triangle inequality to the objective
function of P1.3 yields;

[whg + vhg|? < (|whg| + [vhp|)2. (312)

The LHS of equation (3.12) is equal to the RHS if and only if, they have the
same phase anglei.e., Zwhp = Zvhg. Itis important to notice that if v satisfies
the two constraints of P1.3, then so does ve/? for any arbitrary ¢. Hence it im-
plies that |[vhp| = |vei?hp| always holds. Thus the equality in equation (3.12)
is always true for maximizing the objective function of P1.3 when the opti-
mal solution is achieved. This implies that, P1.3 is equivalent to the following
problem;

max |vhg|?
st. vhg=0 (3.13)
[Ivl|? < Pr — |[w*.

The Lagrangian of equation (3.13) can be expressed as

L(v,A, 1) = v'hiihgv — A(v'v — Pr + whw) — uvhg

i« (3.14)
= v (hihg — AT)v + A(w"'w — Pr) — pvhg,

where A > 0, 4 > 0 are the Lagrange multipliers for each constraint. Let S be
a set specified by the two constraints in P1.3, then the Lagrange dual function
can be defined as

f(Apu) = %asf L(v,A, 1), (3.15)

it then follows that the Lagrangian dual problem is defined as

i 3.16
min f(An). (8.16)
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To solve equation (3.14) the stationarity KKT conditions are employed. These
conditions states that % = 0, which implies that;

v(hHhg — AI) — phg =0

o plhg . (3-17)
hghg — Al
BRERRESE e b w2 (3.182)
(hHhg — AI)H hbhp — AL
REENERRES 3.18b
hghB A E ’ ( )

Using equation (3.17), as well as equations (3.18a) and (3.18b), which are de-
rived from the stated constraints of our problem, equation (3.19) is obtained.

(1—heh)hg

G = (\/P_T— w) T eR) bl (3.19)
where hg = ]]%f;ﬁ The optimal solution to P1.3 is now given by
v* = viel#”
g (\/p_T % w) (1 — hghH) hpei#® , (3.20)
(X~ RehE)hs]

where ¢* = Zwhg — Zv}hp.

3.2.2 Optimization of IRS phase shifting coefficients

In the second sub-problem of P1, the intention is to optimize the phase shift of the
IRS using the optimal beamforming and jamming vectors, w and v obtained in equa-

tion (3.9) and equation (3.20), respectively. Therefore, the equivalent optimization
problem is given by

P2: T I(hEB +hZB@HA1)(W+V)|2+(72
) |(h%i g + hi:®OH 41) (W + V) |2 + 02 (3.21)
s.t. IOH‘:]. Vn=1,.--,M.




3.2. Solution 49

Letb; = hY};(w+v), a; = diag{h!!}H.;) (w+v) for Vi € (B,E)and 6 = [6;,65,...,0pm]".
Therefore, P2 is transformed into;

|bg + OHaglz + o2
6 |bg+ 6Mag|2 4 02 (3.22)
st. |6x]=1 Vn=1,..., M.

Using the Dinklebach’s transform [78], equation (3.22) can be expressed as follows ;

|be + BHaEIZ + g2
6 |bg+ 6"ap[2 + 02 (3.23)
He HI=1l Vio=1l 00,000

The corresponding parametric equation of equation (3.23) is given by [79];

min |bg + 6"ag[? + 0% — p(|b + 8Hap |2 + o2)
0 (3.24)
s.t. |9"| =1 Vn=1,...,M.

The objective function of equation (3.24) can be simplified into;

f(u) = |bg + 6"ag[? + ® — p(|bp + 6"ap[* + o?)
= (6"ag + bp)"(6%ag + bE) + 2
— u[(6"ap + bp)"(8"ap + bp) + o] (3.25)
= 6"(agaf — papay)0 — 2R{6" (ubpap — brag)}
+ [be[* — plbs[* + (1 — p)o>.

Therefore, the optimization problem for the phase shifts can be written as;

min 6" (agall — papal)0 — 2R{6" (ubhap — brag)}

+ b |? — ulbsl* + (1 — p)o? (3.26)
s.t. ]9"|=1 Vn=1,...,M.

Applying the triangle inequality on the objective function of equation (3.26), the
following expression is obtained;

m‘}n Amax (‘b) "0”2 S 2§R{9Hﬁ}
st. |u]=1 Vn=1,...,M,

(3.27)
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where ® = apal! — pagal and B = (Amax(®)I — ®)8 + pbpap — brag. The optimal
solution to (3.24) is given by [80];

o* = [e3(Pr), . e s (Br] T, (3.28)

The AO algorithm for solving problem P1 is given by algorithm 1. It is imple-
mented in section 3.3 in the numerical analysis to achieve the optimal secrecy rate
level through optimizing the beamforming and jamming signal and the IRS phase
shifts in the alternating manner.

Algorithm 1 : Proposed algorithm for P3

Input: Pr, fo, Har, i 5, hiL, hY -, hit, convergence factor

1: Initialization

2: Compute the initial phase shifts based on the IRS configuration and Transmitter
and Receiver locations, ©.

3: repeat

4  Set ® = O and compute the beamforming vectors, w and v using equa-
tion (3.9) and equation (3.20).

5: Set w* = w and v* = v, and calculate 6* using equation (3.28)

6: until convergence
Output: w*, v*, 6*

3.3 Numerical results and simulations

An IRS with operational frequency of 30 GHz which implies a 1 mm of wavelength
is taken into consideration. To avoid scattering of the wave and ensure maximiza-
tion of the beam, the dimensions of the meta plate are chosen to be 4 x . The
simulation setup is shown in Figure 3.2. The simulation parameters are shown in

Table 3.1. The path loss is modeled as PL = (PLQ —10glog (#) ) dB where, PLg

denotes the path loss at a reference distance, dy, ¢ is the path loss exponent and d is

ALICE 30m IRS
dar

|
‘ ZmIdu
dAEn :

al

e
10m s 70m

FIGURE 3.2: System setup
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Table 3.1: Simulation Parameters
Parameter Value
Carrier Frequency | 30 GHz
IRS Configuration | Metal plate dimensions of £ x %
Path loss at Im PLy = —30dB

Path loss exponents

GAIN =022 G =2 5NCGIEE =025

CAB = 3.5 and GAE = 35

Other parameters

Nr = 4, Pr = 15 dBW and ¢ =
—75dBW, L =32

the given distance between the transmitter and the receiver. The distance between
the transmitter Alice and the IRS is given by d4; = 50m. The horizontal distance
between Alice and Eve is denoted by d 4g, = 44m. Furthermore, both Bob and Eve
lie in a horizontal line which is parallel to the one between Alice and the IRS and the
vertical distance between these two lines is d, = 2m. The secrecy rate performance
of the system is analysed by varying the horizontal distance between Alice and Bob,

d AB -

Secrecy vs distance

e i

—— IRS, No-AN

L25) ——f——————{— =4~ IRS-double elements, No-AN -
—o— |RS, AN !
10 4 ot S RS -0~ No-IRS, No-AN
8 - e St
FNT 4
E 4
Q| i S
oy
Ic
o OO .
o 41
5
Q
m B\
5d e
Benchmark moTel
e s sl S S S
O ~I Baseline model S MBS
Sl o= N
N By
_2 - 5 s i e e e e r———————— —-—..—.-.--a.;-‘.
10 NS 30 40 50 60

Distance [m]

FIGURE 3.3: Secrecy rate vs distance.
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The relationship between the secrecy rate versus distance for the different schemes
is shown in Figure 3.3. In the figure the plot with the dashed blue line is for the base-
line system which has no IRS and no AN, and it can be seen that the secrecy rate re-
duces as Bob moves away from the transmitter. The secrecy rate drastically reduces
to below zero after Bob passes a distance of 44m away from the transmitter because
after this point, Eve is more close to the transmitter than Bob which implies that Eve
is receiving a much better signal gain compared to Bob which poses a great threat
in the security of the legitimate transmission of the scheme. The second plot in the
figure is of the benchmark scheme from [74] which is comprised of the IRS with just
information beamforming with no AN. This model proves that the introduction of
IRS significantly enhances the secrecy rate compared to the baseline model and this
is due to the reflect beamforming gain provided by the IRS. A further improvement
of the secrecy rate can be made by doubling the number of reflecting elements to 64
which is shown by the double-elements plot on the figure. The simulation plot of
our proposed scheme is depicted by the plot with a red color. To evaluate the per-
formance of the models presented in the figure we divide the region into three parts;
the region which is 10 meters near the transmitter which we call Area near transmit-
ter, the region 10 meters near the IRS which we refer to as Area near IRS and lastly
the region which is 20 meters away from the IRS which is referred to as Area far
away from IRS. From the figure it can be seen that in the Area near transmitter the
proposed scheme achieves a 28% increase of the secrecy rate over the benchmark
model, in the Area near the IRS 33% increase in secrecy rate is achieved and lastly in
the Area far away from the IRS the secrecy rate decreases to levels equivalent to the
benchmark model. The secrecy rate near the transmitter is improved by the use of
jamming signal and the secrecy is further significantly improved when the intended
receiver is located near the IRS. Therefore the scheme proposed in this work which
uses both the IRS and AN can be seen to out-performs both the benchmark model

and when the number of reflecting elements of the IRS in the benchmark model are
doubled.

Effect of increasing IRS elements

It was shown in [81] that when the number of IRS reflecting elements, say N, is
sufficiently large, the IRS is able to achieve an asymptotic received signal power or
SNR gain of order O(log2N?) in the IRS-aided single-user system. Therefore, this
relationship is adopted in figure 3.4 to analyse the impact of varying the number
of IRS elements on the secrecy rate is further is presented. It can be seen that with
increasing the number of elements from 4 to 40 elements we are able to significantly
increase the secrecy rate of the transmission scheme which only uses beamforming
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from around 2 bps/Hz to almost 12 bps/Hz. It it worth noting that even though the
secrecy is improved it comes at a cost of increased computations in the algorithm
for optimizing the phase shifts of the IRS. This implies that a longer time will be
required for the algorithm to converge to the optimal solution.

12

-@- No IRS (dAB = 49m) ‘ f
-@- IRS (dAB = 49m) | {
~@- No IRS (dAB = 20m)
10 1 -~ IRS (dAB = 20m)

Secrecy in [bps/Hz]

FIGURE 3.4: Secrecy rate versus the number of reflecting elements.

Transmit power vs distance and the secrecy rate

To analyze the relationship between the transmit power, distance and secrecy rate
the heat map diagram for the IRS scheme is shown in Figure 3.5. It is showing that
the increase in transmit power can slightly improve the secrecy rate of the system
when Bob is located far away from the transmitter. The secrecy is very much im-
proved especially when Bob is perpendicular to the IRS.

BER vs SNR

Figure 3.6 presents simulation plots of the relationship between the BER and SNR
for the three different PLS schemes investigated in this chapter. In the figure it can
be seen that the transmit beamforming scheme followed by the IRS with AN for Bob
have the lowest BER. The BER is significantly improved with the increase in received
SNR provided by the IRS. This is mainly because in the transmit beamforming Bob
receive a diversity gain from the beamforming provided at the transmitter and in
the IRS plus AN the SNR gain is improved which improves Bob’s performance than
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45 1
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FIGURE 3.5: Transmit power vs distance.

Eve’s. The plot also shows that with the use of IRS plus AN, Eve receives the worst
BER because she experiences a poor channel compared to Bob.

)
|

100.. o ,g S el st S ) e e Wil 1
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8 10|
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=#— Bob (AN + IRS)
~®- Eve (AN + IRS) 2
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G
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FIGURE 3.6: BER curves for Bob and Eve with transmit beamforming and IRS and arti-
ficial noise added
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Chapter 4

A physical layer security(PLS) scheme
using wireless information and power
transfer (WIPT) and intelligent
reflecting surface (IRS)

The previous chapter studied the optimization of secrecy rate, in this chapter, en-
ergy harvesting receivers (EHRs) are introduced to the multiple-input single-output
(MISO) system similar to the one discussed in Chapter 3 to harvest some amount of
power carried by the RF signal. Our objective is to maximize the energy harvested
by the EH receivers while satisfying the constraints of the secrecy rate at Bob, the
transmit power available at the transmitter, and the phase shifts of the IRS. It should
however be noted that for this optimization problem does not take into account the
jamming signal.

This work is motivated by the work in [82]. Unlike the system proposed in
[82], this thesis considers the addition of an IRS to the model. The addition of
IRS introduces unit-modulus constraints to the optimization problem, which makes
the energy harvesting maximization problem non-convex and difficult to solve us-
ing the successive convex approximation (SCA). Furthermore, the proposed system
does not incorporate AN and the formulated problem is solved in two parts using
interior-point methods (IPM) and manifold optimization.

4.1 System model and problem formulation

4.1.1 System model

The system under consideration is a MISO system model as illustrated in Figure 4.1.
The model is made of a transmitter with N transmitting antennas, an IRS with M re-
flecting elements, an information receiver, and an eavesdropper, both equipped with
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FIGURE 4.1: Energy harvesting system model

a single receiving antenna. In addition, there are K = {1,...,k} energy harvesting
receivers. The transmitter uses beamforming to steer the information signal towards
the legitimate receiver in the presence of the eavesdropper. The work assumes both
line-of-sight (LOS) and non line-of-sight (NLOS) signal propagation between the
transmitter and the receivers. The LOS channel paths between the Alice-Bob, Alice-
Eve and Alice-EHR are givenby hp € CN, hyr € CN and hugg € CV, respectively.
The NLOS channel paths between Alice-IRS, IRS-Bob, IRS-Eve and IRS-EHR are de-
noted by Hy; € CM*N hjp € CM, hjg € CM and hjgg € CM, respectively. The
signal received by the legitimate user and the eavesdropper are given by:

yp = hiipx + hiEOH 4/x + 1, (4.1)
yE = hipx + hL@H 4 ;x + g, (4.2)

where npg and ng are ii.d. complex Gaussian noise for each with zero mean and

variance 0 and 0%, respectively. The secrecy rate achieved at the legitimate user is
expressed as:

4 [k,gz (Hl(h Hp +hiL zeHAan)_logz (1+|<h He + hit@H )W )] @)

ng U’%E

The signal received at the k — th EH receiver is given by:

yerk = hippix+ hipg (@OHAX + 1Rk, k=1,...,K, (4.4)
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where ngg is the i.i.d. complex Gaussian noise with zero mean and variance 7.
According to the law of conservation of energy, the total harvested RF-power at the
k — th energy receiver is given by [83]:

E =1 |(hipgy +hipg ®Har) W[, VK, (4.5)
where 77 € (0, 1] is the energy harvesting efficiency.

4.1.2 Energy harvesting maximization

This optimization problem is concerned with the maximization of the energy har-
vested by the energy harvesting receivers. The design objective is to maximize the
energy harvested by EH receivers and this can be formulated mathematically as:

P4: r:vllaé( ml?n Ex (4.6a)
st. |w]? < Pr, (4.6b)

min R; > R, (4.6)

el =1 Vn=1,...,M. (4.6d)

The formulated problem given in P4 is non convex due to the non-convex objec-
tive function and the secrecy constraints given by equation (4.6c) as well as the unit
modulus IRS phase shifts constraints given by equation (4.6d). In order to tackle
the non-convex objective function defined by the energy harvesting the method pro-
posed in [82] is adopted, and the slack variable ¢ for the minimum energy harvesting
objective function is defined such that P4 can be written as;

P5: max t (4.7a)
st.  |w|>*<P, (4.7b)

rr}(in Epe>E) (4.7¢)

min Rs > R, (4.7d)

lei#)| =1 Vn=1,...,M. (4.7¢)

Problem P5 is still non-convex due to the constraints equations (4.7c) to (4.7e). The
non-convexity of the minimum energy harvesting constraint in equation (4.7¢) is
tackled through the use of first order Taylor’s approximation. Consider;

(W ¢ + hiErxOHal )w|* > E. (4.8)
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The real part of the LHS of equation (4.8) is defined as x; = R{ (W% r i + h,ER k@HAI)w}
and the imaginary part as yx = S{(hYizz + hitz OHA)W}, ie, xf +y}

hence, u;, = [xk} . This implies that;
Yk

|(h g i + bl OHADW|? = X% + 4}

= [ L’ﬂ (4.9)

= u}juk.

Therefore, using the first order Taylor approximation equation (4.9) can be written
as;
ufluy = [[u®|? +2 Zu(")(l)[u(l) u®™ (i), (4.10)
i=1
where i denotes the i — th element of the vector uy for the n — th iteration. In order

to deal with the non-concave secrecy rate constraint given by equation (4.7d) the
secrecy rate constraint is re-written as;

qer (W p+htE©H 4 )w]?
i >R (4.11a)
|(hAE+h el-l,“)wlz i :

ZE

hi; +hiLeH h . +hf 2
I( AB 02 Al)wl > (2R i 1) L 2R ? I( AE i hIEZ:QHAI)WI (411b)
ng 0'"5
2 zR/2 H H v H
|(h%p + R} pOHA)W[* (h AE T hip®H4)w (h A T hig®OHA)W
‘77215 = (2R —1)1/2 (2R —1)1/2 :
(4.11¢c)
The Schur’s complement of a matrix:
A B
= / 4.12
BT C e

is defined as [31]:
S =C-BTA!B. (4.13)
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Using equation (4.13), the secrecy rate constraint, which was re-formulated in equa-
tion (4.11) can be written as;

R/2
(2R & 1)1/2

therefore, P5 can be re-formulated as;

Peé:

2R,2 H H -
h h
(hll:;B F hIHBGHAI)WI ?n:( AE T IEeHAI)W
(2R —1)1/2
=0, (4.14)
W
] (h}ip +hiz©H,)w
max ¢
w,0,t

st.  |wl><P

" (4.15)

(@2 423w i) fui) - ()] >

i=1

|0,1I=1 Vn=1,...,M,

where S is given by equation (4.14). However, P6 is still non-convex due to the unit
modulus constraints and cannot be solved directly. An alternating optimization
algorithm similar to the one used in chapter three is adopted to solve problem P6
and as a result it is divided into two sub-problems. The two sub-problems are given

by;

P6.1:

and

max ¢t
w,t
st.  [w[*<P
o (4.16)
2
”u(n)HZ +2 E u(”) (1) [u(l) - u(”) (1)] >t
i=1
P62: max f (4.17)

s.t. Ionl':l Vn-_—].,...,M.

The sub-problem P6.1 is convex and can be solved by IPM. However, sub-problem
P6.2 is still non-convex because of the unit-modulus constraints. The principle of
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manifolds optimization proposed in [84] is used to tackle the unit-modulus con-
straints. Firstly, P6.2 is reformulated as a minimization problem defined by;

min -t
2 (4.18)
s.t. |enl =1 Vnzl,...,M.

Using the exact penalty method [31], the problem in equation (4.18) can be writ-
ten as;

|(hY 5 + hizOH 41)w|?

2
Un B

min —t+/\(Tr(wwH) BpEemoR 1

_|(hiE +hirOH41)w|
=
ng

2 2
+ w1 +2 ) u® (@) [u(@) —u @) - t)
i=1

s.t. [l =1 Wo=ilasa 0%k

(4.19)

Through the utilization the manifold optimization algorithm equation (4.19) can
be expressed as [12];

B + h'I-iBeHAI)WIZ

2
U)l B

e FN RN, (BY
mjdln t+A(Tr(ww) Pr+1-2"+

hY; + hitOH 4 ) w|? c
M SR 2.3 00a0) - (0] - ),
ng i=1
(4.20)
where M is the manifold space which is defined as;
M={9€CM 3 |91|=--°=|0M‘=1}- (4.21)

The method of manifold optimization functions by performing a gradient decent
algorithm in the space defined by the manifold. It is shown in [84] that the Euclidean
space gradient descent algorithm is very similar to the Riemannian manifold. How-
ever, in the manifold optimization the Riemannian gradient is calculated as a search
direction. The Riemannian gradient of equation (4.20) is a vector field on M such

that at each 8 € M, grad, () is a tangent vector on 7M. This can be expressed
as;

ToM = {u ecM . §R{0“ @u} = o}, (4.22)
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where u is the set of all unit vectors which lies on the tangent space. Let £(6) repre-
sents the objective function of equation (4.20), i.e.,

H H 2
JOr=st (Tr (WWH) —Pr+1-2R4 |(h4p + h;gGHAI)WI
np

(b + hHOH 4, )w|? 2 BgLieh s :
- (e - A0WE | 2 42 L u@u) w1t ),
n 1=
(4.23)
then, the Euclidean gradient of equation (4.20) at @ is given by;

91£(6)

Aof(0) = : - 4.24)
amf(6)

hence, the Riemannian gradient is calculated based on the Euclidean gradient and
it is given by;
Gradgf(0) = Agf(6). (4.25)

The update rule for the current value of 8 in the tangent space is given by Rieman-

nian gradient as follows;
0 — 6Agf(0), (4.26)

where § > 0 is the step size. The ability to move in the direction of a tangent vec-
tor, while at the same time staying on the manifold is achieved by the retraction
operation. A retraction R at 8, denoted by Rg, maps 7gM to M and is defined as;

o) 60— ‘SAO.f(O) 4.2
Ro = To—smef(O)] e

The algorithm for implementing the manifold optimization method is presented in
algorithm 2.

4.2 Numerical results and simulations

In this section, the simulation results are presented to evaluate the performance
of the energy harvesting scheme proposed. All simulations were performed us-
ing Python 3.8.5 with the aid of CVXPY 1.1.10. The simulation model, is assumed
to have one transmitter which has four transmit antennas for beamforming, a le-
gitimate receiver, an eavesdropper and an energy harvesting receiver, both with a
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Algorithm 2 : Proposed algorithm for P4

Input: Pr, fo, R, E, hap, hag, hig, hig, hagr, hagr, hs{ER' accuracy €.
: Initialization s
: Choose arbitrary initial ©.
Sett =0and () = @.
while [|6¢+1) — g)|| < e do
Calculate the Euclidean gradient using equation (4.24).
Calculate the step size using Armijo step size,
Calculate the update § = 8 — 6Agf ()
if 6 ¢ M then
9: Update 8 using the retraction operation in equation (4.27).
10:  endif
11: Sett=t+1
12: end while
Output: Return the optimal phase shifts, ®* = diag(6*)
13: end

OO A OV Rl ORI =

single receive antenna. The transmitter performs beamforming of the information
signal to the legitimate receiver in the presence of the eavesdropper and the en-
ergy harvesting receiver which harvest some of the transmit power at the receiver.
The objective of the scheme is to maximize the energy harvested by the energy har-
vesting receiver while satisfying the secrecy rate level required for the information
transmitted at the legitimate receiver.

|

o L s |
i
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15 1-

Energy Harvested [dB]

30 32 34 36 38 40 42 44
Transmit Power [dB]

FIGURE 4.2: Transmit power vs Energy harvested with varying secrecy rate.

The simulation parameters for this model are similar to those stipulated in Ta-
ble 3.1 with additional parameters, which include the secrecy rate R, the EHR path
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loss and the transmit power. The secrecy rate values are set to 1 bit/s/ Hz, 5bit/s/Hz
and 8bit/s/Hz to evaluate the harvested energy with varying secrecy rate con-
straints, while the EHR path loss and the transmit power are varied from 15m to
50m and 15dB to 50dB, respectively. Figure 4.2, shows the impact of varying the
secrecy rate of the system on the energy harvested by the EHRs. It is observed
that the increase in the secrecy rate of the system results in the use of more trans-
mit power requirements to achieve the desired secrecy rate level which implies that
there will be low levels of the energy harvested by the EHRs.

T Beamforming No IRS
—o— Beamforming + IRS
|

S Tl e T

Secrecy in [bps/Hz]
w o

N
i

-

0.0 0.2 0.4 0.6 0.8 1.0 12
Energy Harvesting Constraint (mW)

FIGURE 4.3: Energy harvested with varying secrecy rate.

In Figure 4.3, the secrecy rate versus the minimum energy harvesting constraint
is demonstrated with the transmit power equal to 35 dBm and dAB = 20m, and the
EHR placed also placed at 20m away from the transmitter. The secrecy rate for the
two schemes is observed to decrease with increasing minimum energy harvesting
requirement. It is also observed that for the same minimum energy requirement the
proposed scheme which comprises of an IRS is able to achieve higher level of secrecy
rate than the conventional RF network which has no IRS. The plot also shows that
the secrecy rate level drops to almost zero when the minimum energy requirement
becomes larger than 0.8mW.



Chapter 5
Summary and Future Directions

A summary of this thesis is provided in this chapter which includes the contribu-
tions of this thesis and suggested features for future work.

5.1 Conclusion

The main aim of this thesis was to propose and investigate mathematical optimiza-
tion to improve security in the physical layer in wireless communication networks.
Chapter 1, presented an overview of PLS and stated the objectives of this research
work as well as the problem description and the motivation. It also covered a back-
ground of physical layer security and some mathematical tools used in PLS problem
formulation and optimization.

In Chapter 2, the discussion of chapter was expanded with the focus in the con-
ventional as well as new emerging technologies in PLS. The typical physical layer
security optimizations problems for each technology were also presented.

In Chapter 3, a PLS scheme which uses a combination of information jamming
and IRS was proposed. The optimal beamformers for both the information signal
and jamming signal were designed and the work also provided an optimization
of the phase shifts of the IRS to improve the level of secrecy rate of the system.
The results analysis showed that the use of both jamming and IRS can improve the
secrecy rate of the network. The simulation also showed that the secrecy rate can
be improved by increasing the number of IRS elements at the cost of increasing the
computation for the convergence of the optimization algorithm.

Chapter 4, considered the optimization problem of maximizing the energy which
can be harvested by the energy receivers while satisfying the secrecy rate require-
ments in a wireless network. An alternating algorithm was proposed for solving for
optimal beamforming vectors. Additionally, a gradient descent based on the man-
ifold optimization technique was also proposed for designing optimal phase shifts
of the IRS. The simulations showed that for the same minimum energy harvested
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requirement the secrecy rate level is significantly improved with the introduction of
the IRS than in the conventional schemes with no IRS.

5.2 Future work

In this work, the assumption made is that the initial CSI of the communication net-
work is available at the transmitter in order to configure the phase shifts of the IRS.
Future work will consider making practical measurements in the communication
network with the IRS.

In order for the phase shifts of the IRS to be configured, channel estimation meth-
ods such as sending of pilot symbols from the transmitter to the receiver and, or ma-
chine learning based channel estimation methods can be used to learn the channel.
This can used to adjust the IRS in real-time to measure different paths of the chan-
nel to find the phase shifts which maximizes the secrecy rate as well as the energy
harvested by the energy harvesting receivers.

5.2.1 Machine learning-based channel estimation

The development of channel estimation techniques has been investigated in [85, 86,
87, 88]. From these investigations it’s evident that tackling imperfect CSI in PLS is
one of the problems still open for research. The conventional channel estimation
methods based on channel modeling have been proved to be insufficient for pro-
viding accurate and timely CSI. There has been a recent surge in research directed
towards the feasibility of tackling some of the various communication problems
using ML [85]. Most of the research is devoted towards developing efficient and
reliable algorithms for channel estimation in communication networks. The perfor-
mance of the existing channel estimation algorithms can be augmented through the
use of ML to achieve close-to-optimal algorithms with reduced complexity on the
implementation [37]. ML has emerged as an effective tool for channel estimation in
wireless communication systems, especially under some imperfect environments.
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