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Abstract

The trade-off between distance and secret key generation rate remains one of the major challenges in
the practical implementation of quantum key distribution (QKD). As a solution, a twin field QKD
protocol was proposed by Lucamarini et al (2018) to address this challenge. In this protocol, the
achievable secret key rate scales with the square root of channel transmittance and can surpass the
secret key capacity for repeaterless QKD. However, the protocol exploits phase to encode information
which presents the problem of active stabilization of interferometers. We propose a reference frame
independent twin field quantum key distribution (RFITF QKD), which does not require the reference
frames’ alignment. Thus, this reduces the complexity of practical QKD systems in achieving active
stabilization of phase. Moreover, we employ the loss-tolerant method proposed by Tamaki et al (2014)
which allows us to prove the security of the protocol by considering imperfections in the state
preparation. Our simulation results show that our proposed protocol can extract a secure key over a
transmission distance of | = 505 km, ! = 516 km and | = 530 km for deviation of 8.42°, 7.28° and
5.15° respectively from the desired phase encoding angle. These results demonstrate that despite the
state preparation flaws, the key rates achieved are still comparable to the perfect encoding scenario.
When our proposed protocol is implemented with an imperfect source, it achieves a transmission
distance beyond the secret key capacity bound for repeaterless QKD.

1. Introduction

Quantum key distribution (QKD) allows two trusted parties, Alice and Bob, to securely share an information-
theoretic secure key guaranteed by quantum physics laws in the presence of an adversary [1]. Since the primitive
BB84 QKD protocol [2] great strides have been made both in theory [3-10] and experiments [11-15] to develop
quantum technologies for real-life applications. Moreover, some countries have ventured into widening the
reach of QKD by developing global quantum networks [16, 17]. Despite these advances, several theoretical and
experimental challenges remain unresolved [18]. For instance, in practice, QKD protocols rely on trusted
devices scenario, an assumption that enables them to attain effective rates, but this also opens the possibility of
dangerous side-channel attacks [19]. Other challenges include obtaining reasonable key rates over large
distances, high costs associated with deploying QKD technologies, and combining QKD with information-
theoretic cryptographic protocols or algorithms, for instance, AES encryption [18, 20, 21]. Thus, these
challenges make QKD technologies not a viable immediate alternative to conventional cryptography.

To address the problem of detector side-channel attacks, device-independent (DI) QKD protocol was
proposed, and its security is based on the violation of Bell inequalities [22]. Unfortunately, the DI-QKD requires
loophole-free Bell experiments, which makes it not feasible with current technology. A more practical solution is
measurement device-independent (MDI) QKD, which is inherently immune to all side-channel attacks
targeting the measurement device and removes all detection-related security loopholes [23]. In the MDI-QKD,
two parties Alice and Bob, are linked by an untrusted relay, resulting in a significant increase in the transmission
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distance compared with the conventional QKD schemes. Despite MDI-QKD overcoming the distance limit and
device imperfections, the secret key rates achieved with the protocol are relatively low. Precisely, most QKD
schemes produce secret key rates which scale linearly with channel transmittance and are unable to surpass the
secret-key capacity (SKC) bound of an optical quantum channel with losses [24]. Recently, a novel QKD that
relies on phase randomized twin fields of optical pulses to encode information was developed and can surpass
the secret key capacity bound for repeaterless QKD schemes [25]. Similar to MDI-QKD, the possibility of
side-channel attacks are removed in this protocol as an untrusted relay connects the communicating parties.
The protocol is based on the single-photon interference of optical fields generated with almost identical
electromagnetic phases. This single-photon interference at the untrusted relay leads to an improved secret key
rate which scales with the square root of channel transmittance. Since the original TF-QKD scheme lacked
rigorous security proof, variant TF protocols aimed at proving TF-QKD security have been proposed [26-28].
Moreover, the experimental demonstrations of TF-QKD have already been successfully implemented [29-31].

In most QKD systems mentioned above, a shared reference frame is required between Alice and Bob. For
instance, there is a need to align polarization states in polarization encoding or active stabilization of
interferometers in phase encoding protocols. Although it is feasible to share a reference frame between Alice and
Bob, it comes at a cost as additional systems required for phase calibration may lead to more information leakage
and thus reduce practical systems’ performance [32, 33]. Fortunately, a reference-frame-independent (RFI)
QKD protocol was proposed to address these challenges [34]. Since its inception, outstanding results have been
achieved theoretically [35-40] and experimentally [41—43], thus demonstrating its capability to achieve a higher
secure key rate under a varying reference frame.

Ideally, the encoding of light pulses is carried out perfectly without any state preparation flaw (SPF).
However, this assumption falls short experimentally due to inherent deficiencies of phase modulators. The
problem with SPFs can be addressed by using the Gottesman-Lo-Lutkenhaus-Preskill (GLLP) security analysis
[44], but the main drawback is that the approach leads to alow achievable secret key rate and is not robust against
channel loss. Tamaki et al (2014) recently proposed a loss-tolerant protocol which is robust against channel
losses due to SPFs and capable of attaining key rates comparable to a protocol that assumes perfect encoding
[45]. The protocol is resource-efficient as it employs only three states out of the possible four states for BB84
protocol and considers modulation errors due to an imperfect phase modulator. It is conjectured that the
protocol can be generalized to the six-state protocol where only four states are required instead of the usual
six states.

Therefore, in this work, we investigate the practicality of TF-QKD by employing the loss tolerant protocol to
derive the security bounds under the imperfect state preparation. We also study the protocol under reference
frame independence condition, eliminating the need for active stabilization of phase. The protocol is
implemented with three mutually unbiased bases (X; Y; Z) which are used to encode information. The Xand Y
bases are used to monitor the eavesdropper’s (Eve) knowledge on the key and are allowed to vary slowly in the
quantum channel. The Zbasis states are naturally well-aligned, and this basis is generally used to generate the
final key. Furthermore, we demonstrate that the TF-QKD can be implemented without the alignment of a
reference frame and imperfect state preparation but still achieve secret key rates and transmission distances
comparable to the original TF-QKD. This paper is arranged according to the following. In section 1, we provide
an introduction where we make a brief review of QKD security developments and the motivation of our work. In
section 2, we describe the operation of the proposed RFI-TF QKD protocol. This is followed by section 3, where
we show details of the security proof for the loss tolerant RFI-TF QKD protocol. In section 4, we discuss our
simulation results, and finally, in section 5 we provide concluding remarks about our work. We provide the
security proof of our protocol in appendix C, and some technical details relevant to the key rate calculation are
presented in the appendixes.

2. Operation of RFI-TF QKD protocol

We propose a loss tolerant based RFI-TF QKD protocol that uses four signal states from three mutually unbiased
bases defined by the Pauli operators, X, Yand Z. This protocol is conjectured to achieve error rates that are
similar to the QKD protocol that employs all six states from three bases { Z, X, Y} [45]. The four states are
denotedas |¢y;) = 102),16,2) = |12),1¢0x) = 75 (02) + |1z))and|dyy) = —5(107) + il17)) where|0),]1)
represent vacuum and one photon states, respectively. We begin by describing the protocol implemented with
the idealized photon source and then discussing the practical protocol that employs the weak coherent laser
source.

Protocol 1 The entanglement-based description of the protocol is as follows:
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Charlie

Figure 1. The setup of the proposed RFI TE-QKD. Alice and Bob use their laser sources (LS) to prepare coherent states | /17, ¢X)
with random phase y in the Z basis and states | /7, ¢’©*9) and | [z, /(3 X)) for X and Y basis, respectively. The phase is encoded

using phase modulators (PM). Alice and Bob send the prepared optical signals through an insecure channel to the untrusted Charlie,
who is supposed to perform a single-photon interference in a symmetric beamsplitter (BS) followed by threshold detection in either L

or Rdetector. In the X and Ybases, the random phase  is selected from discrete M phase slices A]- = (ZMﬂ, W) over the semi-
interval [0, 27) with j = {0,...,M — 1}. During classical post-processing, the random phases are announced, and states are

. o .. . . . . . A
postselected according to the satisfaction of condition; | j, — jyl modM = O or|j, — jplmod M = %where Jaw) = (zj—i/[) mod M.

. Alice (Bob) starts by preparing the entangled state [W)a,5 = (V1 — 7 10)as) 10y + 7 [Daw) 1 1)aw))

with v € (0, 1). System A(B) represents the qubits that remain in Alice and Bob’s possession.

. Alice (Bob) sends signal states a (b) through the insecure quantum channel to the untrusted third party,

Charlie.

. Upon receipt of the pulses, Charlie executes the single-photon Bell state measurement with a symmetric

beamsplitter followed by threshold detection in two detectors.

. Charlie announces the successful events of single-photon Bell state measurement. The two detectors labeled

Land Rin figure 1 are associated with destructive and constructive interference, respectively. A coincidence
detection with a click in L and no click in R indicates a projection into Bell state |®1),, = %(| 0) 1) +

[1),]0),) whilea click in Rand no click in L corresponds to projection onto Bell
state | €7 )y = —5(10)al 1)y — [1)al0)o).

. Following the results’ announcement, Alice and Bob measure their qubits in the Z basis with probability p,

and choose the complementary bases with probability 1 — p,. Moreover, they post select on the events of the
compatible basis to obtain a raw key.

. Lastly, to ensure that their bit strings match, Bob always flip his qubit for all successful Bell state measurement

results in the Zbasis and only flip his bit for Bell state measurement result |®),, = %(| 0) 1), — |1),10))
in the complementary bases. In the RFI protocol, the key is obtained from the Z basis where the reference
frames linking Alice (Bob) and Charlie are assumed to be well aligned, while in the other measurement bases
(X, Y) the frames are allowed to slowly vary by an arbitrary angle 5. The allowed deviations in the bases are
given by Xg = cos X4 + sin 8Y, and Y3 = cos BY, — sin 3X4.

The above protocol can be converted to an equivalent prepare and measure protocol where Alice and Bob
measure their qubits A(B) before sending the signal states a(b) to Charlie. In principle, this implies that Alice and
Bob directly prepare the signal states a(b), i.e., their qubits measurements herald the formation of signal states.
This measurement operation does not change operations results in other steps; thus, the protocol can be
alternatively described as follows.

1. Alice (Bob) prepares the signal states a(b) in the state | ¢,,,) = |0z), |¢,,) = |1z) with probabilities 1 — yand

~in the Zbasis for logic bits 0 and 1, respectively. The states in complementary bases

3



10P Publishing

J. Phys. Commun. 5(2021) 045008 C Sekga and M Mafu

[dox) = V1 — 7102) + J711z)and|dyy) = /1 — 7[0z) + i /7|1z) are prepared with equal probabilities
and encoded as logic bit 0.

2. They send the signal states a (b) through the quantum channel to untrusted Charlie, who executes the single-
photon Bell state measurement with a symmetric beam splitter followed by two threshold detection.

3. Charlie announces the successful events of single-photon Bell state measurement to Alice and Bob, who then
post select on the events they prepared their states on the Z basis to obtain a raw key.

4. Lastly, to ensure that their bit strings match, Bob always flip his qubit for all successful Bell state measurement
results in the Zbasis and only flip his bit for Bell state measurement result |®),, = %(| 0) 1) — [1),]10))
in the complementary bases. The measurement results in the complementary bases are used to estimate the
adversary’s knowledge about the key.

Protocol 2 Since realizing a superposition between a vacuum and a single photon is challenging (for the
realization of states in complementary bases in protocol 1), we now describe the practical protocol
implemented with weak coherent sources (see figure 1). It exploits interference of a vacuum state and a
coherent state in a symmetric beam splitter to generate a secret key. Also, twin optical fields with identical
random phases are used in the complementary bases to estimate Eve’s information. The protocol runs as
follows:

1. In the Z basis, Alice (Bob) randomly prepares weak coherent states | \/% e’X) with intensities 0 (vacuum)
and p with probabilities 1 — yand 7, respectively. The bit values 0 and 1 encodes for intensity 0 and p,
respectively. If the parties (Alice and Bob) choose complementary bases, they prepare the states
| \/% e!Oa®+) with phase values 043, = 0 and 04, = 7/2 for X and Y basis, respectively with both states
coding for bit value 0. In these two bases, the optical pulses are prepared with intensity f1,4) € {1/2,v/2,0}

(where u, vand 0 represent signal, decoy and vacuum pulses). Furthermore, in this protocol the random
2m 2m(j+ 1)
M’ M

phase Y is picked from discrete M phase slices A; = (
oM =1}

) over the semi-interval [0, 27) with j = {0,

2. The optical pulses are sent through an insecure channel to Charlie, who allows them to interfere in the
symmetric beam splitter. This is followed by threshold detection, and after that, Charlie announces the
successful detection events. The successful results correspond to a click in the L detector and no click in the R
detector or vice versa.

3. Following announcement of results, Alice and Bob perform sifting by post selecting on the successfully
detected states which were prepared using the same basis. Precisely, in the Z basis, these events correspond
to cases where Alice chose intensity 1 while Bob selected intensity 0 and vice versa. For complementary
bases, they consider the states prepared with the same intensity and in which they picked the random
phase slices according to the phase post-selection matching method, i.e., | j, — jzlmod M = 0 or

lj4 — jglmod M = % where j, ) = (AZJ—WM) mod M. Note that during sifting, Alice and Bob only

announce the random phase  for the states prepared in the complementary bases, while random phases
for Zbasis states are not disclosed. The key is generated from measurements in the Zbasis. The results in X
and Ybases are used to monitor eavesdropping. It should be noted that these bases are allowed to vary by
an arbitrary angle 8. The allowed deviations in the bases are given by Xz = cos 8X, + sin 5Y,

and Yz = cos Y4 — sin 8X,4.

3. Security analysis of the protocol

Following the sequential transmission and measurement of optical pulses, Alice and Bob are now in possession
of partially correlated bit strings. They proceed with the parameter estimation step to deduce the bit error rate in
the key basis. The quantum bit error rate is given by

1 — (ZuZs)

5 ()

Ezz =

where Z, and Zg represent that Alice and Bob send the two states prepared in the Zbasis, respectively. To
compute Eve’s knowledge on the key, we consider a depolarising channel where E < 15.9% [34]. The bound is
given by
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L= — Ezz)h(M) _ Ezzh(w), Q)
2 2
where
max — i C 2; 1 5
u mm[ ~ 5, / ]
V(Umax) = \/[C/2 — (1 = Ezz)*up ] /Ezz- (3)

The quantity Cis obtained from the measurement results in the complementary bases and is given by
C = (XaXp)? + (XaY3)? + (YaXp)? + (YaY5)%. 4)
This expression can be rewritten in terms of the error rate as
C=( — 2Exx)* + (1 = 2Exy)* + (1 — 2Eyx)> + (1 — 2Eyy)*. 5)

To compute C, we employ a loss tolerant technique where Alice and Bob prepare their optical pulses using
four states | ¢,,), |1 ,)> | Pox) and | §oy ). Due to imperfections in the phase modulation, the actual states that
Alice (Bob) prepares can be described by

|65 @) = || e tnrt ), ©)

where r(s) denotes reference (signal) states, p corresponds to the intensity of pulses and ¢ represents the deviation
from desired encoding angle 6 in the actual states. Here 3 € {X, Y, Z} andj € {0, 1}. Note thata coherent state
of intensity 11 and global phase x is a linear superposition of photon number states {|n) } of | ,/ize’X) =

S e 2%| n). Therefore, the single-photon part of the coherent states in equation (6) prepared by Alice
and Bob can be expressed as
1 ,
| (bjﬂ >A(B) = fﬂ 1>r | 0>s + ¢! Oaa T /) |O>r | 1>s) ()

where 0 and 1 represent the photon number. From above representation we define |1),0), = 0z),
0)[1)s = 112),10x) = 5(102) + 1)), 11x) = 5(102) = [12)),10y) = 5(107) + il17)) and
|ly) = %(| 0z) — i|1z)). Therefore, equation (7) can be equivalently rewritten as

. OaB)+80aB) /™) 0 Z
| R SR G T | v
2 2 2 2

Similar expression as above can be obtained for the eigenstates |0y ),| Iy ). If the overall phase factor in equation (8)
is ignored, we obtain the following expressions for the four states

|¢oz>:|02>
|¢>lz>:%<|oz> +112))

0 ¢ .. (0 6
|box) = cos(g + §)|0X> + 15111(5 + —1)|1X>

2
61) . (61)
= cos[ Z)jox) + i
c:os(2 |0x) + isin 5 |1x)
6or) =cos( 2+ 2iog) +sin( L + 2 i),

where 0,5 = 0, /2 for X and Y, respectively. These signal states can be written in terms of an identity and Pauli
matrices and their density matrices representation are

Poz = 1Poz) (Pozl = A+ 0,) /2, 9)

Pz =1d12)(d17] = %[} }]

1, 1
=—1- —0, 10
> 5 (10)
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cos? (ﬁ) + sin? (ﬁ) cos? (ﬁ) + isin(6;) — sin? (ﬁ)
1 2 2 2 2
Pox = |@ox) (Pox| = B s s s s
cos? (—1) — isin(8;) — sin? (—1) cos? (—1) + sin? (—1)
2 2 2 2

1 1
= —1+ —cos(6) oy, 11
5 5 () (11)

[ 1 1. ' o |
— 0520 + —sin2O® —Lcos?O + Lsin2©
2 2 2 2

in © cos ©
Poy = Doy} (Doy| = +sin © cos

] | 1 1 .
L0520 — Lsin2@ 2 cos20 + —sin2©
2 2 2 2

| +5in © cos ©

1 1
=—1+ =sin(20)0,, 12
5 5 (20) (12)

where © = g + % From this representation of signal states, one can obtain the joint probability, Y+ ; x, that

Alice (Bob) prepares any of the state | ¢;,) (| y5)) and Charlie declares | ®*) by exploiting transmission rate of the
Pauli operators and subsequently estimate error rates Exy, Exy, Eyx and Eyy used for calculating C. Here, we
show how to estimate the phase error rate Eyy; other parameters can be obtained similarly. The parameter

Exxis computed by considering a virtual protocol where Alice and Bob prepare entangled state | U,) =

%(| 0)a) |00z )c + 11)a) |P,7)c), (here Cdenotes the system sent to Charlie) and measure their subsystems in
the X basis when Charlie announces the measurement result | ™). The error rate is expressed as

-7 ,Vir Z Vir
Eyy — Y<I)+;0X1X + Y<I>+;1X0X (13)
XX YZ,vir + YZ,vir 4 YZ,Vir + YZ,vir
D505 1x 510y D500y P11y

where Yf;;;ka denotes the joint probability that Alice and Bob measured | ji ) and | kx), respectively and Charlie
declares the result |®T). In this hypothetical protocol, the state of pulses received by Charlie can be expressed as

&5 ke = TraslP(Lix)a) @ P(lkx)s) ® 1cP(1Uz)ac @ [Wz)sc)]- (14)

Here P(|x)) = |x) (x| corresponds to a projection operator for a particular pure state |x). The normalized state

can be defined as 353;)( k= Er&’f}x ke / Tr(&cvg-x k. )- The joint probability that Alice (Bob) measures | j, ) (kx)) and
Charlie declares |®) is given by

Yf;?;l;kx = p(jX)p(kX)Tr(ﬁ<1)<UC;ijX) (15)

where Dy is the operator that contains Eve’s operation and Charlie’s single photon Bell state measurement and
P(jix)> p(kx) represent the probabilities for Alice and Bob to choose X basis, respectively. Since the virtual state

A VIT

¢4k, canalso be expressed in terms of identity and Pauli operators as

A VIr 1 N 1 i A
Ocij ky = E[ﬂ + > nﬁxos) ® E(E + > nfxat], (16)

S=X,),2 t=Xx,y,z

it follows that equation (15) can be rewritten as

Yé?};kx=p(jx)P(kx) > DNy G- a7
SI=X,Y,Z

Therefore, to obtain Yf@,v;r ko it suffices to calculate the transmission rate of Pauli operators defined by
SIx
Gg+1qe = TrDoro @ o) /4 (18)

withs, t € {1, X, Y, Z}. The parameters n, and n, denote the coefficients of Pauli matrices. Note that the
transmission rate of operators can also be determined from the yield of signal states used in the actual protocol.
To evaluate the yield of these states we employ the entanglement description where Alice (Bob) prepares state
[¥y) = %(l 02)a®) Doz )c + 112)am) | ¢y, )c) in the Z basis and likewise the preparation of optical pulses in the
complementary bases can be described as a process where Alice (Bob) generates |®x) = |0x)as) | Pox )c OF

|®y) = |0y)acs) | oy )c- By using the same method previously described for the yield of virtual states, we obtain
the expression for the yield of actual states as
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Yok, = PP ka) Tr(Datpy, @ pys)
=pUIP k)X —xv.2 DM G+ ¢ (19)

with p(j,) and p(k3) denoting probabilities for Alice and Bob to measure their subsystems as state joe and k3,
respectively. The states pj, and pig correspond to the four states defined in equations (8) to (12). We demonstrate
in appendix A that explicit computation of (17) can lead to the realization of the transmission rate of identity and
Pauli operators qg | ,. Furthermore, in appendix B we determine the transmission rate of operators from the
yield of actual states as defined in equation (19). By combining the results of equations (A.13) and (B.21) we can
deduce the yield of virtual states and subsequently obtain the error rate Exy using equation (13).

Indeed, with this formalism of estimating error rate Eyy, we have shown that it is possible to obtain the yield
of states which have not been sent during the actual protocol such as Yfﬂﬁ 1, - We have shown how to represent
this yield in terms of transmission rate of identity and Pauli operators in equation (A.4). Furthermore, we
demonstrated how obtain the transmission rate of Pauli operators from the yield of states used in the actual
protocol in appendix B, hence enabling us to substitute the obtained results into equation (A.4), and

Z,Vir

subsequently obtaining Yz

1. - The same argument can be used to obtain the yield of states such as qurf’ir o
X X >Ix ly

Yf;:’g I and Yé’ﬁi Iy which are used to obtain error rates Exy, Eyx and Eyy, respectively. Remarkably, the error
rates obtained are exactly the same as the ones achieved for protocol employing two orthonormal states from the
Xand Ybases. Therefore, additional states, | ¢, ) and | ¢, ) that are used in the six state protocol seems to be

redundant.

4. Estimation of key generation rate

In our protocol, note that Alice and Bob never reveal their random phase for coherent states prepared in the key
(2) basis. Therefore, the phase randomized coherent states | /1 e’X) prepared by Alice and Bob can be
described as

e

L), (20)
n.

[T me (e =3

which is a classical mixture of photon number states. This means that the photon number channel model [46]
holds and tagging method [44] proposed by Gottesman et al (2004) can be employed in our protocol. Therefore,
the key generation rate for RFI TF-QKD is given by

R =q[-fcQH(E) + QF (1 — Ip)]. Q1)

where g is the sifting factor and in an asymmetric encoding g ~ 1 for an infinitely large number of signals. The
terms Qf and ENZ correspond to the gain and quantum bit error rate (QBER) in the Z basis. According to the
decoy-state theory, the overall gain is given by [47]

o0 Mn
Ql =3 Vet (22)
n=0 n:

and the corresponding quantum bit error rate is given by

znz _ 1, Z —u z pe !
EMQ#—Ee Yo + e e Yl—i—Zel

n>2 n:

Y,. (23)

The gain for single photon components in the Z basis is expressed as
Qf = pe Yaiozoz T Yoromz + Yorazoz T Yoraziz)- 29

The parameter I is estimated from the lower bound of C and upper bound on the error rate, E, from single-
photon contributions as shown in equation (2). The parameter E;} is estimated from the yield of single photons
as follows

ZnZ —u
E Qi — egYoe™

By = —yLL 1L 1L 1L ’ (25)
e " Yasoz0z T Yaronz T Yornzez T Yoramz)
where
2 2 _ 2
Yo foss = %[Qu;jnkﬁey — Quijaks— — Mion . (26)
: p — v 7 1

The values Q,jaks Qusjaksare gains obtained on conditional probabilities that Alice and Bob measure the states
ja, kB while Qq is the background gain. Finally, the parameter Cis computed from the error rates in
complementary bases as follows
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Figure 2. Secret key rate (in logarithmic scale) for RFI-TF protocol with source flaws (dashed lines) as a function of transmission
distance measured in km, for experimental parameters: dark counts rate, p; = 5 X 1077, the loss coefficient of the channel, o = 0.2
km/dB, the detection efficiency, 7 = 14.5%. From left to right the plots represent the encoding flaws § = 0.147, 6 = 0.127 and

6 = 0.090. The solid line corresponds to the RFI-TF protocol with perfect encoding, and the solid black line represents the PLOB
bound [24].
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Figure 3. Secret key rate (in logarithmic scale) for RFI-TF protocol with § = 0.127 (dashed line) as a function of transmission distance
measured in km, for experimental parameters: dark counts rate, p; = 5 x 10~7, loss coefficient of the channel, o = 0.2 km/dB, the
detection efficiency, 77 = 14.5%. For comparison purposes, we plot the curve for Phase matching (PM) QKD [52] denoted by the blue
solid line. The solid red line corresponds to the original TF protocol [25] and the black solid line represents the PLOB bound [24].

C=(1 — 2Exx)* + (1 — 2Exy)* + (1 — 2Eyx)* + (1 — 2Eyy)~ (27)

These error rates are computed using yields obtained from the virtual protocol, which are evaluated as shown in
the previous section.

4.1. Simulation of the key rate
We demonstrate the performance of the proposed protocol based on fibre implementation. The simulation
formulas for parameters QHZ and EHZ are given in Appendix D. We set intensity parameters for Alice and Bob at
U, =0.6and v, = 0.053. We also assume Charlie uses detectors with efficiency 7y, = 14.5% and the dark
countrate is assumedtobe p; =5 x 1077 which is in line with the current technologies [48—50]. The channel
loss coefficient is a = 0.2dBkm ™' and its transmittanceis 7, = 10~ "%", with L denoting the fibre length. We
consider error correction efficiency, fgc = 1.16.

Our simulation results are depicted in figures 2 and 3. In figure 2 the plots were obtained with 6 = 0.090,
6=10.127 and § = 0.147, which correspond to deviation of 5.15°, 7.28° and 8.42° from the desired phase angle,

respectively. For comparison we plotted the curve for § = 0 which corresponds to perfect encoding scenario. The
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characterization of parameter 4 is based on its relation to the extinction ratio according to the definition;
|tan(6/2)|* = n,, [51]. The non-zero extinction ratio is mainly due to imperfections in phase modulators and
isoforder 10 % in typical experiments. For this value of extinction ratio, we obtain 6 & 0.063, but in our
simulation, we chose pessimistic values for estimation of encoding imperfection to demonstrate the capability of
beating repeaterless bound with currently available devices. The results demonstrate that despite an increase in
encoding flaws, the key rates achieved are still comparable to the perfect encoding scenario. It is also evident that
our protocol implemented with an imperfect source still achieves transmission distances that are beyond the
Pirandola-Laurenza-Ottaviani-Banchi (PLOB) bound for repeaterless QKD [24]. We obtain the maximum
transmission distance of 505 km, 516 km and 530 km for preparation flaws ¢ = 0.147, 6 = 0.127 and 6 = 0.090,
respectively. For the purpose of comparison, the curves for original TF QKD [25], Phase matching (PM) QKD
[52] and RFI-TF QKD are plotted in figure 3. The results show that the original TF QKD attains maximum
transmission distance of 592 km and RFI-TF QKD can reach a maximum secure distance of 516 km. Ata
distance of 0 km, the key rate for original TF QKD and RFI-TF QKD are 9.10 x 10 2and 4.90 x 1072,
respectively. The gap between the two curves is so small and almost remains constant when the distance
increases. This demonstrates that the performance of RFI-TF QKD is still comparable to the original TF-QKD. It
is also evident that PM QKD outperforms our proposed protocol in terms of maximum transmission distance
realized. However, at shorter distances, our protocol achieves slightly better key rates compared to the PM QKD.
Moreover, the merit of the RFI-TF QKD protocol is that it eliminates the need for alignment of reference frames
and active phase stabilization.

Furthermore, we compare our results with some TF QKD schemes available in the literature. More recently,
Tamaki et al (2018) proposed a modified version of the original TF QKD, which employs testing mode for
monitoring an eavesdropper and the coding mode for key generation [53]. The phase error rate is estimated in
their protocol by considering the bias between two bases (coding and testing modes). On the contrary, our
protocol exploits the mismatched basis data to determine error rates in complementary bases (X, Y) in order to
estimate Eve’s information. Also, our protocol employs the GLLP tagging key rate method [44] since Alice and
Bob never reveal the phase information in the key basis, and hence their coherent states are regarded as a mixture
of photon number states in the Fock space. In contrast, the GLLP tagging model does not hold in protocol by
Tamaki et al (2018) since Alice and Bob announces the phase information in the coding mode. Remarkably, our
simulation results agree very well with their results. The observed superiority in their results compared to ours
may be attributed to a different choice of experimental parameters and the fact that we consider the source flaws
in our analysis.

Moreover, we compare our protocol’s performance with a TF variant scheme proposed by Lin et al (2018)
[54]. The first noticeable difference between this work and ours is in key generation mode. In their protocol, Lin
et al (2018) consider phase matching coherent states for key generation purposes, while in our protocol, we
exploit vacuum and phase randomized coherent states to extract secure keys. As already stated, our approach
enables us to use the traditional BB84 tagging key generation formula since the phase randomized coherent
states are regarded as a mixture of photon number states. However, the method is not applicable for scheme in
[54]. Moreover, the scheme in [54] employs non phase randomized coherent test states to perform a variation of
tomography on the quantum channel to deduce the information leaked to Eve. In our approach, we use the
yields of rejected data to estimate the error rates in the X and Y bases which are used to deduce Eve’s information.
In terms of maximum attainable distances, we observe that our protocol outperforms the scheme proposed in
[54]. We obtain a maximum distance of approximately 500 km while a distance of 400 km was achieved for the
previous scheme.

5. Conclusion

We proved the security of the RFI-TF QKD protocol with state preparation flaws. Our results demonstrate that
our protocol can overcome the repeaterless PLOB bound. In addition, our protocol is capable of extracting a
secure key over a transmission distance of I = 505 km, I = 516 km and / = 530 km for encoding flaws 6 = 0.090,
6=0.127 and § = 0.147, which corresponds to deviation of 5.15°,7.28° and 8.42° from the desired phase angle,
respectively. The results show that despite the state preparation flaws, the key rates achieved are still comparable
to those of perfect encoding scenario. Although our protocol cannot achieve a transmission distance beyond the
original TF-QKD protocol, its greatest advantage is that it can be implemented without the alignment of
reference frames, eliminating the need for active stabilization of interferometers.
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Appendix A. Determination of yield for virtual states

This section provides an explicit derivation of the yield for virtual states, which are used to deduce error rates for
bounding Eve’s information. We demonstrate how to concisely represent the joint probabilities of these states in

terms of transmission rate of identity and Pauli operators. The yields for virtual states as defined by equation (15)
in the main text are given by

Z,vir 2 Vir
Y(D+ OXOX Tr(D(I)‘ UC OXOX)

e st i )
) a2 Ao+ 1,1 82 Ao+)1,2 16 2 Ao+1,x

1 1 1 3 1(7 5
+1=+ +z1 T + + + —=
(8 3 /—)%p 1Z,1 CIq>+|zz 16(2 n r)%ﬁ +12,X 16( o )Q<I>+|X,J1

PN T O (LS v A
16\ 21 2 )z T e\ g Ty e '
YU, = Tr(Dnggxlx)

1] 1 1 1 1 4
= —| —— _— — e + —_— —
) [8 5 detn T e deinz T ey 16( 52 )%ﬂz,u

1 2 1 2
+ E(f )Q<I>+|ZZ + 16 (f )%ﬂzx + (T ) o+ix,1

B 1 1 " l B 1 1 n l (A2)
T _/—2 5 do+1x,2 16 _/—2 5 do+1x,x |’ .
Y, = Tr (Dbciry0)

1 4

1 1
[ \/—% L 16(J_ )%ﬂuz + 16 (T + 1)‘1<1>+|1,X ~ 1o daviza
N (- VAR O (5 US| VR §
16\ /2 do+)2,2 16\ /2 > do+|z,x 16 do+)x,1
1 2 1 1 1
+ - ar—— 2 + - = + - + bl A‘3
16(\/5 )% X,z IG(ﬁ 2)% |X,X] (A3)

1 A A VIr
7 vir 2
Yge Ixly — g Tr(De+og;1,1,)

32| 16 Nol TS J_ TS Nol
16 /— dt|Z,1 16 /—2 otZ,Z 16 /—2 ot Z,X

1 6 4 4
+ E(‘l \/—)%*le + 16( - \/—)%*lxz + 16( - f)%*lx,x]- (A.4)

Let the coefficients of transmission rates be given by a row vector Vi+jxxx and transmission rate of identity and
Pauli operators be denoted by a column vector q such that
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Yq%}’j;l;kx = Vd)*;ijXq) (A.5)

where

a4 = [dot 11 9ot 1,00 9oty 9o 12> Dot x,0 9o 1x,x0 Dot |x,v> Dot |x,2> oty dotjy,x0

T
Ao+ 1y,y> Dot |v,2> Dotz Dot |20 Doty Dot)z,2] - (A.6)
Then, the vectors Vg+;jxix for different yields become
Vatoxox
3 1 1(7 5 1 1 1(7 5 1 6 17 1 3 1 1 1 3 1
—(E+Zﬂﬂﬂa*ﬁ}“&+aﬁ)ﬁﬁ*ﬁJG&E*:}“E@+ﬁ}“”“G*aﬁ}EG:ﬁJ“ﬂ
(A7)

Vatoxix

| LIPS S U 0 W TS O A U 1 TSRS O (0 U A Y 1
| 8/27 16" 167 16\ 2 Tae\2  2) 7 1e\2  2) 7 7 7 e \V2 —2) 16

e
(3]
*/
N
=)=
—
N||N
|
SN—
—

(A.8)
‘/(l)f;lxox
e ) O B Ee) X B SXR e G T )|
(A9)
Vatixix
s Y P S PN Y RSN
(A.10)

Furthermore, if we denote yields as a vector

YZ,vir _ [ Z Vir YZ,Vir YZ,Vir YZ,Vir ]T (All)

D5iXkX T dF;0540x° T D051y T D105 T DIy Iy
and V as a matrix
V= [V:I>+;0X0XJ Vvq)*;OXlXJ V:I>+;1X0XJ ‘/<I>+;1X1X] > (AIZ)
the joint probabilities can succinctly be written as
Yév,i];(kx = Vaq. (A-13)

Appendix B. Determination of yield of states used in the actual protocol

We compute the joint probabilities for sending the four states used in the actual protocol and show that by using
the transmission rate for these states, one can obtain the yield of virtual states described above and subsequently
estimate the error rate Exy. From the actual experiment, we have the following constraints,

1 .
Yo+,0,0, = 3 Tr(Dgto g;ozoz)
= o1 T dornz + doriza T doti2,2) /32> (B.1)

where

0,0, = TrIP(102)) ® P(102)) @ 1cP(|Uz)ac ® [¥z)p0)]

1
= Z|¢OZ> <¢OZ| ® |¢oz> <¢oz|) (B.2)
1 Az
Y¢+;0Z1Z = g Tr(Dq>+0'C;OZ 1Z)
1(1 1 1 1
B 4o +- , B.3
3 (4qq>+|u 4%+|J1,x 4‘1<1>+|z,11 4‘1<I>+|z,x) (B.3)

1 A
Yq)+;lz()z = g Tr(Dq>+0'élzoz)

Lt e+ L L) .
3 4‘1<1>+|J1,J1 4‘1<1>+|J1,z 4‘1<1>+|X,J1 4‘1<1>+|X,z > .
1 o
Y¢+;IZ I, = g Tr(D@O’é 1y IZ)
1(1 1 1 1
= | 749 + = + = o + = o > (B5)
3 (4‘11+|u 4‘1<b+|11,x 4‘11+|x,ﬂ 4‘11+|x,x)
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1 N
Yoo, = 2 TrDoolioy0,)
1(1 1 1 1
=3 Z%ﬂu + Z%ﬂﬂ,z + ZCOS(‘SI)%HX,M + ZCOS(‘SD%HX,Z ’ (B.6)
1 .
Yoriog, = 2 TrDwot,y,)
1(1 1 1 1
= g quﬁlﬂ’ﬂ — Zq@+|ﬂ,X + Zcos(él)q‘@*l?(,ﬂ + ZCOS((Sl)q@ﬂX’X > (B7)
1 AL 7
Y<P+;0x0x = g Tr(D‘I)+UC;OX0X)
1 1
( o1+ — 4 COS(‘SI)%HM + — 4 C05(51)4<1>+|X11 + — 4 COS (51)%>+|x x) (B.8)
Yq>+;0x0y = g Tr(ﬁ@+gg;oxoy)

1(1 1
= §(4 qq>+|]|]] + — SlH(Z@)QqﬁmX + — COS(61)Q¢+|X]1 + — COS((S])SIH(Z@)qq)+|X X)’ (B'9)

Yot000, = 3 Tr(ﬁ¢+ag;0y0y)
1 1
( —qgepy + — sm(2@)qq,+|ﬂx + = 51n(2®)q¢,+|xJl + = sm (2@)q¢+|x X) (B.10)
Y¢’+;0y02 = g Tr(DA‘I)+Ug;0Y02)
1 1
( do+1,1 + ‘J<1>+|le + — sm(z@)q@ﬂ” +— s1n(2@)q¢+|x z)

A Z
Y(I)Jr;OYlZ = g Tr(Dq>+Uc;0ylz)

1 1 1
= | — + sin(20 sin(2© s B.11
S(Zﬁ Ao+, — 2\/—% 1L,X J_ (29)qg+1x1 — 2\/5 ( )%ﬂx,x) ( )
1 ~
Y‘I>+;0y0x = g Tr(Dq>+UéOYOX)
1(1
8( oy + — cos(él)q@”lx + — sm(2@)qq>+|xJl + = cos(61)51n(2@)q¢+|x x) (B.12)
Yot;0,0, = g Tr(Dg0.p,0,)
1 1
) q<1>+|u + - COS(‘SI)%HM + %ﬂzm + — Cos(él)%ﬂzx (B.13)
Yot0,0, = 3 Tr(ﬁ¢+ag;ozoy)
1(1
8( o+ T sm(2@)q®+|ﬂx + %»ﬂzu + - Sln(2@)‘1¢+|z X) (B.14)
qur 1,0 = — Tr(Dq#O'élZOX)
= l(l + lcos(é) _1 — lcos.(é) ) (B.15)
3 4%+|u 4 Dg+1,x 4‘1<1>+|X,J1 4 D+ x,x | .
1 .
Yos1,0, = = Tr(Dq>+oélzoy)
1 1 1 1 .
( do+1 + — Sln(z@)%< Lx = ‘1@‘ X1 Zsm(Z@)qq,‘ |x,x)- (B.16)

Similar to the virtual protocol, the joint probabilities can be concisely written in terms of vector q and row vector
Va+ jakg corresponding to the coefficients of transmission rate of Pauli operators as follows

Yotjors = Vatijoassq- (B.17)
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Hence, the vector Yg+.:qxg can be represented as
sjak3
Y<I>+;jak,6 = [Y‘D+;OZOZ) Y@*;Ozlzr Y<I>+;IZOZ> Y@*;lzlzy Y@*;OXOZ) Y<I>+;0x12> Y<I)+;OXOX3
YCD*;OXOW Y(b+;0y0y) Y©+;0yoz) Y©+;0ylz) ch*;oyo)p Y@*;OZOX: Y<I>+;020y: Y@*;IZOX)
T
Yo+,1,0] (B.18)
and matrix V obtained from vectors V- j,xs is expressed as
V = [Va+,0z02> Vo212, Vatizoz, Voriz1z, Voroxoz, Votoxiz, Vatoxoxs
Vetoxor> Vetovors Vetoroz, Votoriz, Vatoroxs Vatozoxs Votozoy
T
Vorizoxs Verizoy] . (B.19)
Finally, we obtain an expression for the joint probabilities,
Yo+ jakg = Vq. (B.20)
The above result can be rewritten in terms of the transmission rate vector, q as follows

q= VﬁlYiP*;jak,G- (B.21)

Combining the above equation with equation (A.13) we can obtain the yield for virtual states from transmission
rate of actual states and thus deduce the error rate Exx.

Appendix C. Security proof against coherent attacks

In this section, we provide security proof using a virtual protocol. The protocol generates measurement statistics
that are the same as ones obtained in the actual protocol. Moreover, classical communication between Alice and
Bob is precisely the same for both actual and virtual protocols. Therefore, our security claim stems from the fact
that two protocols are indistinguishable from Eve’s viewpoint. The security proof of our protocol is based on
complementarity principle proposed by Koashi in [55, 56]. This technique exploits a virtual protocol that uses an
observable which is conjugate of the key generation basis. More precisely, in the actual protocol Alice and Bob
generate a key from measurements performed in Z basis, whereas, in the virtual protocol, two parties prepare
their signals in an eigenstate of the X basis. In doing so, the two parties can accurately estimate the phase error
rate, which is the bit error rate that Alice and Bob would have observed if they would have measured their Z basis
state in the X basis. We have shown in the main text how to use the complementarity formalism to estimate this
phase error rate. Here, we provide a more detailed description of the virtual protocol used for security proof and
consider coherent attacks by Eve through the use of Azuma’s inequality [57]. Most importantly, we consider a
general case where Alice and Bob prepare mixed states, which can be attributed to the inherent deficiencies in
their sources of photons. Note that in the main text, we considered only the pure states for simplicity of our
analysis. The mixed states can be represented as

Pz = Pzl 3,) (80,1 + Pizl 6,0 (0,1, j € {0, 1) (C.D)
Pox = Poxl@ox) (Do | + Poxldpy) (Do s (C2)
pOY = P(?Y|¢8y> <¢8y| + PéY|¢})y>< z)yl’ (C3)

where P, Pj, Pix, Pix, Pyy and Pyy are the probabilities that satisfy P]QZ + P}Z =1, Py + Pjx = land
Py + P}y = 1. These probabilities are given by

i = %(1 (D @PY 1 @R, (C4)

The states { |¢?z> , |¢;Z> h{ |¢8X> , |¢})X> }and { |¢gy> , |¢})y> } form orthonormal bases. Also, the explicit form of
these eigenstates is given by

1[0l = COV@PY + @'y

| N ol [02) + |1z) (= 0)
1§ = ‘ (C.5)
liz) m?P =0 A nf’ <0)
li © 1) @’=0 A nf’>0)

fori,j € {0,1}, 8 € {X,Y, Z} and N denoting the normalization factor while n{;‘s and ni’s represent the
coefficients of Pauli operators o, and o, respectively. In our security proof, we consider purifications of these
mixed states, and that is realized by introducing Alice and Bob’s ancilla systems. Thus, we get the following
expressions
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[9iz)ac = yPiz 102)a16%,)c + \Piz 112)ald}, ) (C.6)

[Pox)ac = v Pox 10x) 41805 )c + VPox 11x)aldpx ) (C.7)

1Yoy )a,c = POy 10v) |80y )c + +Poy 11y )aldpy ) (C.8)

where the index A, represents Alice’s ancilla system that purifies the state and C corresponds to the system that is
sent to Charlie. Similarly, for Bob the purifications are given by

15z )Bc = \/PTOZ |OZ>31|¢?Z>C + Pj, |1Z>Bll¢ljz>Ca (C.9
[Pox )B,c = \/@ [0x)5, |90y )e + @ I1x ), [ dhy ) (C.10)
Doy )mc = /Pl |0y)5, 160y )c + JPiy 11y ), | dpy )c- (C.11)

Now, to proceed with our analysis, we define the entangled states initially prepared by Alice and Bob by
incorporating the purified states. For, Alice these states are expressed as

1

[Uz) 440 = 5 (102)a,1P0z)ac + 112)a,1812)a0)s (C.12)
[Wx) s = 10x)a,1%ox ) ac (C.13)
[y)a,c = [0y)a,|Poy ) a,c- (C.14)
Likewise, Bob prepares the states
1 ~ ~
[Vz)B,B,c = Nid (102)8,1%0z)8,c + 112)B,1¢12)B,C)> (C.15)
[Wx)B,8,c = 10x)8,|%P0x )5, (C.16)
1y)p,8,c = 10y)5, Yoy )B,C> (C.17)

where A, and B, in the equations above represent the systems used by Alice and Bob to generate key bits. Recall
that in the virtual protocol, as explained in the main text, Alice and Bob prepare the states in equations (C.12)
and (C.15) and measure their subsystems A, and B, in the X basis rather than Z basis. Therefore, to simplify our
analysis we rewrite the state (C.12) in the X basis form as

1+ J J ~ vir 1 — ! % ~ vir
1Wz)amc = \/ <w0§|¢IZ>A1C |0x) 4, 1%ox Jarc + \/ wo;lwlzmc 11 )4, 1¥1x ) arc (C.18)
with the normalized virtual states given by
~ vir ¥ -1 i
D5 e = [Yoz)ac + (—=1)thiz)ac (C.19)

TS

The same results are obtained for states prepared by Bob. In what follows, we present a virtual protocol that

. ~ vir ~ ~ ~

employs two virtual states, |1y ) 4,5, c and four actual states, |z ) 4,3, > |P0x ) a,8) > [Yoy ) 4,8y thatare sent
by Alice (Bob) to Charlie. The preparation, selection, and measurement process of these states can be defined in a
more compact form as

6
|@)shaac = 2 NPa) lea)sn |9 ac (C.20)
ca=1

and

6
[@)sispic = D VP(cB) )y |6)B,Cs (C.21)

cg=1

for Alice and Bob, respectively. Here the shield systems sh, and sh remains with Alice and Bob. The states
| #°) 4,8, Prepared by Alice (Bob) correspond to

1Y aceyc = |Tox Yaane (C.22)
|03 4, Byc = |1711§r>A1(B])C (C.23)
[6*) e = |7ZJOZ>A1(Bl)c (C.24)
(6% amyc = |7ZIZ>A1(B1)C (C.25)
|$”) ayc = |7210X>A1(Bl)c (C.26)
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16%) axye = 1Poy ) a@ycs (C.27)
with probabilities given by
P(1) = Pz(1 + (Pozlthz) asyc) (C.28)
P(1) = P;(1 — (Pozlthz) as)c) (C.29)
PG3) = P4) = P, (C.30)
P(5) = Py (C.31)
P(6) = Py. (C.32)

We now present comprehensive steps of a virtual protocol as follows.

Virtual protocol
Before starting the protocol, Alice and Bob set a fixed number of rounds (say N trials) needed to complete key
generation.

1. Preparation. Alice and Bob prepare the states | ), 4, c and |¢) g, 5,c defined in equations (C.20) and (C.21),
respectively, and send the systems C to Charlie through a quantum channel. They delay their measurements
until the announcement by Charlie.

2. Detection announcement. Charlie performs single-photon interference followed by threshold detection in
two detectors and announces successful detection results.

3. Measurement and classical communication. Steps 1-2 are repeated until N trials agreed on by two parties are
completed. After that, for the case where Charlie declares detection results |9 ), Alice and Bob measure their
shield systems |c,),| cg) and announce Z (X, Y) basis choice when the results of their measurementsisc =1, 2,
3,4 (c=15,6). Thisis done to ensure that classical information in the actual protocol is same as virtual
protocol.

4. Estimation of the number of phase errors. Alice and Bob use the events ¢ = 3, 4, 5, 6 which correspond to actual
states to estimate the number of phase errors.

The virtual protocol described above is equivalent to the actual protocol because quantum states sent by Alice
and Bob in two protocols are the same and classical communication by two parties is precisely identical. To
elucidate this argument, when Alice and Bob prepare the virtual states (c = 1, 2), they measure their subsystems
in the X basis and announce the Z basis instead. The announcement is made in this manner to make the virtual
protocol indistinguishable from the actual protocol in which the events (c = 1, 2) are used for key generation,
i.e., In these events, Alice and Bob measure their systems in the Z basis and also declares the same basis. Such
being the case, both protocols are equivalent from Eve’s viewpoint.

Now, we present a method used to estimate observed phase errors in N measurements performed by Alice
and Bob in their systems ¢4 and cz. We consider coherent attacks where Eve interacts with all signals sent by the
two parties and executes a joint measurement after classical communication is completed. For this kind of
attack, it suffices to use Azuma’s inequality [57] which consider any random variables including correlated ones
provided that a Martingale and Bounded difference condition (BDC) are satisfied. Azuma’s inequality is
described as follows.

A sequence of random variables XO x| is called Martingale if and only if E[X mtl |X(°),

XV LX) = X Vo > 0 with E[ - denoting the expectation value. In addition, X9 XD, is considered
to satisfy BDC if there exists ¢ ™ > 0 such that | X" — X" < ™ ¥ m > 0. Consider a case of N trials
described by random variable X", where m corresponds to the m™ trial. If X" is a Martingale and fulfils the
BDC with ¢! = 1 then Azuma’s inequality asserts that

Ng?

Pr[|X™ — XO| > Nb] < 22 (C.33)
forany ¢ € (0, 1). For m™ trial the random variable X" is defined as
Xm) = Am) ZP(@ = U&p-- & )s (C.39)

j=1

where A is a random variable that corresponds to the actual number of events (A" = Z;”:I &) observed in
the first 1 trials and &;is a Bernoulli random variable. Furthermore, P(§; = 1|£,..., ;) is probability of having
event§;= linthe jth run conditioned on the firstj — 1 outcomes, &,..., &—1.Itcan be easily shown that the
random variables in equation (C.34) are Martingale and fulfils BDC Thus, by applying Azuma’s inequality we
obtain
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Noz

N
P[IAN) — Zp(fj = 1[&p--- &1 DI > NoJ < 2> (C.35)
=1

where X = 0. This essentially implies that
iP(&,- = 1)) — N8 < AN < P(E; = Uy ) + N6 (C.36)
=
holds atleast with probability P = 1 — 2¢~"% . Hence,
AN = Z P(& = Uy & 1) + 6a (C.37)

except with error probability €4 + &, where parameter ¢4 is bounded by an interval 64 € [—Ay, AA] with
= fa(N, €4), and where f, (x, y) = ,[2x lni .

Now, applying Azuma’s inequality to our scenario, from the N trials by Alice and Bob in the virtual protocol,
if we consider the /™ run of the protocol and once we obtain probability for measuring systems ¢4 and ¢ for that
particular run conditioned on previous measurement outcomes, then we can find actual number of events
observed. Precisely, for random variables X/ cves WithI=1,...,N Azuma’s inequality states that

!
I
XCAL‘B = cAcB Z CAC]g(£j|€0)"')€j_])) (C38)
j=1
where AIC ¢; isarandom variable that corresponds to the actual number of events during I trials (=1, ..., N).
Moreover, E. ., ({ [€p--->E: i Dis the probability of Alice and Bob obtaining the values ¢4 and cgin thelr
measurements performed in the j", condltloned on the previous j — 1 measurement outcomes, &j[&p,...,§j—1. To

determine this conditional probability in the /™ run, we use the joint state prepared by Alice and Bob for N trials

[ D) sty CushgBi Gy = | @) shaarcy © 19 shyB,Cs
= ¢j7 sy G | ¢5j )shpi G | ¢N7]‘>shAA1 Ca
@ | 1)shy B, Cy | D; ) sy By Gy | ON— ) shy By Ci (C.39)

where |¢; Dsha AB) Ca> & )sha s, A(B), Cupy AN |¢N7j>5hA(B) A(B),Cy s TEPTESENt States prepared by Alice (Bob) in
the firstj — 1 runs, " run and the remaining N — jruns, respectively. Let define the evolution of the joint state
after Eve’s action by

Uce |P)sh,asm8,c10E = Y Crc |P)arashysic e (C.40)
t
where Ucg is Eve’s unitary transformation on CE and ét,C corresponds to the Kraus operator which acts on
system C according to Eve’s measurement results on her ancilla. Note that here we denote Charlie’s system with
index C which essentially corresponds to a joint system constituted by subsystems C, and Cy received from Alice
and Bob, respectively. Now, taking into consideration measurement outcomes prior to the j run, we define the
joint measurement operator for the j — 1 systems as

X e
O 1, shyshye = Q7Z Mg shic, (C.41)

where Mshj,sh};@ represents the Kraus operator associated with " measurement outcome of Alice and Bob ’s
systems shy, shg and Charlie’s system C. From this joint measurement operation on j — 1 systems, we define the
measurement outcomes of j — 1 runs as O;_;. After Eve’s interaction, the joint state of the 7" run conditioned on
the measurement results of the firstj — 1 runs can be expressed as

S{lAShBC
A shyshsC _ 101
pj|0]—1 Tr (O-ShAShBC) (C.42)
where the state 051‘55}‘3 Cisdefined as
h
oSt = Z Tt 7 (PLO)- 1,515 cCo.c | D st sy ])- (C.43)

Here Tr is the trace over all systems shg, shp, A}, B; and C for all events except for the jth run. This precisely means
taking trace with basis {|X;_), |Xy—;) } where |X;_,) and |Xy_;) correspond to systems in the first j — 1 runs and
remaining N — jruns, respectively. Then equation (C.43) can be equivalently rewritten as

€3 )
e = S0 S el PIAGS 16 ) (C.44)

toXiLXN-
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where Tt/ ’\ 5, denotes trace over A, and B, in the j* run and A,(él(l)’ ¥ is the Kraus operator acting on the j

system conditioned on the previous measurement outcomes O;_, and itis given by

A (Xj—1XN-j) o o 2 A
At,c]|6jj "= (il (K1l O tsmsiscCre 165 1) shaasshuBic | O j)shydsshyBiC- (C.45)

By substituting equations (C.20) and (C.21) into equation (C.44) we obtain

(X 1,XN-j)

TIEMC =3, s VPP PP, o Trhn PLAGS lca)sn,
@ |eg)sns 1094, @ [69)5,)c)) (C.46)

Now the probability that Alice and Bob obtains outcomes ¢, and ¢z, and Charlie announces detection result | ®™)
after measuring his system C conditioned on the first j — 1 measurement outcomes is given by

P (ca)P(cp) Gj-vin-)) .
Yo' cphl0; = WZ e e TIPIAGS 7 Tras(169), @ [6©)5)cMar])
1051
P(ca)P(cp) A 5
= WTI‘(D<I>+|OJ~,1P[Tl’AlBl(|¢(c)>A1 ®@ |6)p,)c) (C.47)
71051
(X1, %N— j) (Xj—1nXN-j) T ~ - 5 .
where Dq)+|o L= At IO MgA, «clo,,  and Mg represent Charlie’s measurement operation.
Note that for cy) = 3,4, 5, 6 the probability Yo+ ¢ue500,, corresponds to the actual yields Yy+josg (o, B € {X, Y,

Z},s,j € {0,1}) described in the main text. From experimental results we know the actual events A, ., (for
different combinations cs(cp) € {3, 4, 5, 6}),thus, using equation (C.37) of Azuma’s inequality we can calculate
the conditional probabilities that corresponds to the yields Yy+js5. We have shown in the main text and A that we
can determine transmission rate of operators from the actual yields and in turn determine the yields of virtual
states YZ%ESX from those transmission rates. These virtual yields corresponds to the conditional probabilities
Yo+ ¢,0500,, for calep) = 1, 2. Again, we employ Azuma’s inequality to determine the actual number of events A

where cy(cg) = 1, 2, which represent the number of phase errors.

CACB

Appendix D. Channel model

Here, we introduce a channel model to simulate the quantities observed in an actual experiment. We consider a
symmetric lossy channel that links Alice and Bob through Charlie with transmittance 7. We assume that dark
count rate, p,; is measured from the transmission of optical pulses.

D.1. Estimation of gain and error rate from Z basis

In the Z basis, states sent by Alice and Bob are in four possible combinations; |0)4 ® |0)g, | /1t e*Xe  ® 10)s,

[0)4 @ | Jree)pand | Jwea), @ | /fweXr)pwhere |0) represents the vacuum state (when intesity 0 is
selected). After going through the beam-splitter, the resultant states are

10)410)s — BS [0)r|0)x
0)a| JIre™)s — BS | e Hn > eivy |H1 >
2 [ 2 /r
oixa [H1 >
L

| JrweXe)a| Jwe™s)y — BS

| JFiea[0)s — BS

ea [HL_ gix, M> . (D.1)
\ 2 V2 /,

The detection probabilities are given by

pp=1-n
2 X
p; = 1 cos (2)
pr = nsin® (%) (D.2)

where po, p; and pr denote the probabilities for no click, click in L-detector and click in R-detector, respectively.
Taking into consideration the effects caused by dark counts p;, we have that

Py = (1 —p)*(1 — ) (D.3)
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Pr=q —pd)Zexp( 141 COS (2) +p,(1 — [(1 _ T])exp ,meosz (%))]

=p1—-p)A—-n+ Q1A - pd)exp(—/m cos? (%)) (D.4)

Pr=(1 —pd)Zexp( m sin (2) +p,(1 = pp) [(1 — n)exp M??Sinz(%))]
=p0—-p)A —m+ 10— pd)exp(—/m sin’ (%)), (D.5)

PLRZI—PO—PL—PR

=( — pd)z[l +A-n) — [(1 —-n) + exp( 14n cos (% )] [(1 -n) + exp( un sin? (%))]]

+p(1 — pd)[exp(—/m cos? (%)) + exp —pn sin? % ] + p
=1 —p)L + A — e+ p,(1 — ple " + Pd (D.6)

where Py, Py, P; and Py correspond to the probabilities that #n-photon coherent states from Alice and Bob
results in no click in both detectors, click in both detectors, click in L-detector only and click in R-detector only,
respectively. The gain Qﬂz is therefore estimated from detection probabilities as

Qf =Py + Pr+ Pg + Pig

=1 —-p)*A—n*+pQ—p)A—n+Q0 - pd)eXp(—Am cosz(%))

+p0—ppA—m+ 1 - Pd)exp(—unsinzg))

F (= p)?[L+ (1 — e ] + py(1 — pe’ + p?
~ (1= p)* (L = e+ 1+ (1 —n) = 2(1 = p)*(L — e

~ (1 — pd)z(l —me M+ 1—(1—=2p)A —me# D.7)
The quantum bit error rate Ef is estimated as
z_ Py + Prr
! P0+PL+PR+PLR
= Q—(l =P = + (1= p)?[1 + (1 = me 1] + py(1 — pPe ™ + py (D.8)
1

D.2. Estimation of gain in the X and Y bases

For the states prepared in the complementary bases, we adopt the channel model developed in [52] to estimate
gain used for simulation. For simplicity, we study the case where Alice and Bob select the same state and same
phase slices according to the phase postselection method (j, = ji,). The states sent by Alice and Bob are | /1, e'Xa)
and | /1, e\e), respectively where y, = 11, = 11/2. Due to channel losses and detection inefficiencies, the states
transform into | /771, €'X«) and | /1, €'X¢). After going through the beam splitter, the resultant states are

Jaz) = ‘ S eiX”)> = | Mevq + efxw->>, (D.9)
R> — ‘ @(eih — eiXb)> = ‘ @elxa(l — eixw')>, (D.10)

where x,, is the fixed phase difference between the global phases x, and ;. The detection probabilities are
B(L)=(1 — ppexp(—lazl)

=(1-— pd)exp(—nu cosz(%)), (D.11)

P.(L) =1 — P«(I), (D.12)
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B,(R) = (1 — ppexp(—|arl*)
=(1— pd)exp( —np sinz(%)), (D.13)

where P, (L) and P, (L) are the probabilities of L click and no click events, respectively, and P,(R) and P, (R) are
defined similarly for R-detector. The total gain is approximated as

Q= P(L)P(R) + P(L)P(R)

=1 - Pd)eXP(—T]N sin? (%))[1 -1 - pd)exp(_nu cos? (%)):l

+(1 - Pd)exp(*ﬁ# cos? (Xz“’))[l -1 - Pd)exp(iw sin? (%

~(1 - pd)[l -1 - Pd)eXP(—nﬂb)] + Pd(l - Pd)CXP(—WMh)
=0 —p)l1 — (A —2p)e™]
M1 e 2 (D.15)
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