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Abstract
The trade-off between distance and secret key generation rate remains one of themajor challenges in
the practical implementation of quantumkey distribution (QKD). As a solution, a twinfieldQKD
protocol was proposed by Lucamarini et al (2018) to address this challenge. In this protocol, the
achievable secret key rate scales with the square root of channel transmittance and can surpass the
secret key capacity for repeaterless QKD.However, the protocol exploits phase to encode information
which presents the problemof active stabilization of interferometers.We propose a reference frame
independent twinfield quantumkey distribution (RFITFQKD), which does not require the reference
frames’ alignment. Thus, this reduces the complexity of practical QKD systems in achieving active
stabilization of phase.Moreover, we employ the loss-tolerantmethod proposed byTamaki et al (2014)
which allows us to prove the security of the protocol by considering imperfections in the state
preparation.Our simulation results show that our proposed protocol can extract a secure key over a
transmission distance of l= 505 km, l= 516 km and l= 530 km for deviation of 8.42°, 7.28° and
5.15°, respectively from the desired phase encoding angle. These results demonstrate that despite the
state preparation flaws, the key rates achieved are still comparable to the perfect encoding scenario.
When our proposed protocol is implementedwith an imperfect source, it achieves a transmission
distance beyond the secret key capacity bound for repeaterless QKD.

1. Introduction

Quantumkey distribution (QKD) allows two trusted parties, Alice and Bob, to securely share an information-
theoretic secure key guaranteed by quantumphysics laws in the presence of an adversary [1]. Since the primitive
BB84QKDprotocol [2] great strides have beenmade both in theory [3–10] and experiments [11–15] to develop
quantum technologies for real-life applications.Moreover, some countries have ventured intowidening the
reach ofQKDby developing global quantumnetworks [16, 17]. Despite these advances, several theoretical and
experimental challenges remain unresolved [18]. For instance, in practice, QKDprotocols rely on trusted
devices scenario, an assumption that enables them to attain effective rates, but this also opens the possibility of
dangerous side-channel attacks [19]. Other challenges include obtaining reasonable key rates over large
distances, high costs associatedwith deployingQKD technologies, and combiningQKDwith information-
theoretic cryptographic protocols or algorithms, for instance, AES encryption [18, 20, 21]. Thus, these
challengesmakeQKD technologies not a viable immediate alternative to conventional cryptography.

To address the problemof detector side-channel attacks, device-independent (DI)QKDprotocol was
proposed, and its security is based on the violation of Bell inequalities [22]. Unfortunately, theDI-QKD requires
loophole-free Bell experiments, whichmakes it not feasible with current technology. Amore practical solution is
measurement device-independent (MDI)QKD,which is inherently immune to all side-channel attacks
targeting themeasurement device and removes all detection-related security loopholes [23]. In theMDI-QKD,
two parties Alice andBob, are linked by an untrusted relay, resulting in a significant increase in the transmission
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distance comparedwith the conventional QKD schemes. DespiteMDI-QKDovercoming the distance limit and
device imperfections, the secret key rates achievedwith the protocol are relatively low. Precisely,mostQKD
schemes produce secret key rates which scale linearly with channel transmittance and are unable to surpass the
secret-key capacity (SKC) bound of an optical quantum channel with losses [24]. Recently, a novel QKD that
relies on phase randomized twinfields of optical pulses to encode informationwas developed and can surpass
the secret key capacity bound for repeaterlessQKD schemes [25]. Similar toMDI-QKD, the possibility of
side-channel attacks are removed in this protocol as an untrusted relay connects the communicating parties.
The protocol is based on the single-photon interference of opticalfields generatedwith almost identical
electromagnetic phases. This single-photon interference at the untrusted relay leads to an improved secret key
ratewhich scales with the square root of channel transmittance. Since the original TF-QKD scheme lacked
rigorous security proof, variant TF protocols aimed at proving TF-QKD security have been proposed [26–28].
Moreover, the experimental demonstrations of TF-QKDhave already been successfully implemented [29–31].

InmostQKD systemsmentioned above, a shared reference frame is required betweenAlice and Bob. For
instance, there is a need to align polarization states in polarization encoding or active stabilization of
interferometers in phase encoding protocols. Although it is feasible to share a reference frame betweenAlice and
Bob, it comes at a cost as additional systems required for phase calibrationmay lead tomore information leakage
and thus reduce practical systems’ performance [32, 33]. Fortunately, a reference-frame-independent (RFI)
QKDprotocol was proposed to address these challenges [34]. Since its inception, outstanding results have been
achieved theoretically [35–40] and experimentally [41–43], thus demonstrating its capability to achieve a higher
secure key rate under a varying reference frame.

Ideally, the encoding of light pulses is carried out perfectly without any state preparation flaw (SPF).
However, this assumption falls short experimentally due to inherent deficiencies of phasemodulators. The
problemwith SPFs can be addressed by using theGottesman-Lo-Lutkenhaus-Preskill (GLLP) security analysis
[44], but themain drawback is that the approach leads to a low achievable secret key rate and is not robust against
channel loss. Tamaki et al (2014) recently proposed a loss-tolerant protocol which is robust against channel
losses due to SPFs and capable of attaining key rates comparable to a protocol that assumes perfect encoding
[45]. The protocol is resource-efficient as it employs only three states out of the possible four states for BB84
protocol and considersmodulation errors due to an imperfect phasemodulator. It is conjectured that the
protocol can be generalized to the six-state protocol where only four states are required instead of the usual
six states.

Therefore, in this work, we investigate the practicality of TF-QKDby employing the loss tolerant protocol to
derive the security bounds under the imperfect state preparation.We also study the protocol under reference
frame independence condition, eliminating the need for active stabilization of phase. The protocol is
implementedwith threemutually unbiased bases (X; Y; Z)which are used to encode information. TheX andY
bases are used tomonitor the eavesdropper’s (Eve) knowledge on the key and are allowed to vary slowly in the
quantum channel. TheZ basis states are naturally well-aligned, and this basis is generally used to generate the
final key. Furthermore, we demonstrate that the TF-QKD can be implementedwithout the alignment of a
reference frame and imperfect state preparation but still achieve secret key rates and transmission distances
comparable to the original TF-QKD. This paper is arranged according to the following. In section 1, we provide
an introductionwherewemake a brief review ofQKD security developments and themotivation of ourwork. In
section 2, we describe the operation of the proposed RFI-TFQKDprotocol. This is followed by section 3, where
we showdetails of the security proof for the loss tolerant RFI-TFQKDprotocol. In section 4, we discuss our
simulation results, and finally, in section 5we provide concluding remarks about ourwork.We provide the
security proof of our protocol in appendix C, and some technical details relevant to the key rate calculation are
presented in the appendixes.

2.Operation of RFI-TFQKDprotocol

Wepropose a loss tolerant based RFI-TFQKDprotocol that uses four signal states from threemutually unbiased
bases defined by the Pauli operators,X,Y andZ. This protocol is conjectured to achieve error rates that are
similar to theQKDprotocol that employs all six states from three bases {Z,X,Y} [45]. The four states are
denoted as f ñ = ñ0Z Z0∣ ∣ , f ñ = ñ1Z Z1∣ ∣ , f ñ = ñ + ñ0 1X Z Z0

1

2
∣ (∣ ∣ ) and f ñ = ñ + ñi0 1Y Z Z0

1

2
∣ (∣ ∣ )where ñ0∣ , ñ1∣

represent vacuumand one photon states, respectively.We begin by describing the protocol implementedwith
the idealized photon source and then discussing the practical protocol that employs theweak coherent laser
source.

Protocol 1The entanglement-based description of the protocol is as follows:

2
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1. Alice (Bob) starts by preparing the entangled state g gYñ = - ñ ñ + ñ ñ1 0 0 1 1Aa Bb A B a b A B a b∣ ( ∣ ∣ ∣ ∣ )( ) ( ) ( ) ( ) ( )
with γ ä (0, 1). SystemA(B) represents the qubits that remain inAlice and Bob’s possession.

2. Alice (Bob) sends signal states a (b) through the insecure quantum channel to the untrusted third party,
Charlie.

3. Upon receipt of the pulses, Charlie executes the single-photon Bell state measurement with a symmetric
beamsplitter followed by threshold detection in two detectors.

4. Charlie announces the successful events of single-photon Bell state measurement. The two detectors labeled
L andR infigure 1 are associatedwith destructive and constructive interference, respectively. A coincidence
detectionwith a click in L andno click inR indicates a projection into Bell state F ñ = ñ ñ ++ 0 1ab a b

1

2
∣ (∣ ∣

ñ ñ1 0a b∣ ∣ )while a click inR and no click in L corresponds to projection onto Bell

state F ñ = ñ ñ - ñ ñ- 0 1 1 0ab a b a b
1

2
∣ (∣ ∣ ∣ ∣ ).

5. Following the results’ announcement, Alice and Bob measure their qubits in the Z basis with probability pz
and choose the complementary bases with probability 1− pz.Moreover, they post select on the events of the
compatible basis to obtain a raw key.

6. Lastly, to ensure that their bit stringsmatch, Bob always flip his qubit for all successful Bell statemeasurement
results in theZ basis and only flip his bit for Bell statemeasurement result F ñ = ñ ñ - ñ ñ- 0 1 1 0ab a b a b

1

2
∣ (∣ ∣ ∣ ∣ )

in the complementary bases. In the RFI protocol, the key is obtained from theZ basis where the reference
frames linking Alice (Bob) andCharlie are assumed to bewell aligned, while in the othermeasurement bases
(X,Y) the frames are allowed to slowly vary by an arbitrary angleβ. The allowed deviations in the bases are
given by b b= +X X Ycos sinB A A and b b= -Y Y Xcos sinB A A.

The above protocol can be converted to an equivalent prepare andmeasure protocol where Alice and Bob
measure their qubitsA(B) before sending the signal states a(b) to Charlie. In principle, this implies that Alice and
Bob directly prepare the signal states a(b), i.e., their qubitsmeasurements herald the formation of signal states.
Thismeasurement operation does not change operations results in other steps; thus, the protocol can be
alternatively described as follows.

1. Alice (Bob) prepares the signal states a(b) in the state f ñ = ñ0Z Z0∣ ∣ , f ñ = ñ1Z Z1∣ ∣ with probabilities 1− γ and
γ in theZ basis for logic bits 0 and 1, respectively. The states in complementary bases

Figure 1.The setup of the proposedRFI TF-QKD.Alice and Bob use their laser sources (LS) to prepare coherent states m ñcea b
i∣ ( )

with randomphaseχ in theZ basis and states m ñc+ea b
i 0∣ ( )
( ) and m ñc+p

ea b
i

2∣ ( )
( ) forX andY basis, respectively. The phase is encoded

using phasemodulators (PM). Alice and Bob send the prepared optical signals through an insecure channel to the untrustedCharlie,
who is supposed to perform a single-photon interference in a symmetric beamsplitter (BS) followed by threshold detection in either L
orR detector. In theX andY bases, the randomphaseχ is selected fromdiscreteM phase slices D = p p +

,j
j

M

j

M

2 2 1( )( )
over the semi-

interval [0, 2π)with j = {0,K,M − 1}. During classical post-processing, the randomphases are announced, and states are

postselected according to the satisfaction of condition; - =j j Mmod 0A B∣ ∣ or - =j j MmodA B
M

2
∣ ∣ where =

p

D
j MmodA B

M

2

j( )( ) .

3
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f g gñ = - ñ + ñ1 0 1X Z Z0∣ ∣ ∣ and f g gñ = - ñ + ñi1 0 1Y Z Z0∣ ∣ ∣ are preparedwith equal probabilities
and encoded as logic bit 0.

2. They send the signal states a (b) through the quantum channel to untrusted Charlie, who executes the single-
photon Bell statemeasurement with a symmetric beam splitter followed by two threshold detection.

3. Charlie announces the successful events of single-photon Bell state measurement to Alice and Bob, who then
post select on the events they prepared their states on theZ basis to obtain a raw key.

4. Lastly, to ensure that their bit stringsmatch, Bob always flip his qubit for all successful Bell statemeasurement
results in theZ basis and only flip his bit for Bell statemeasurement result F ñ = ñ ñ - ñ ñ- 0 1 1 0ab a b a b

1

2
∣ (∣ ∣ ∣ ∣ )

in the complementary bases. Themeasurement results in the complementary bases are used to estimate the
adversary’s knowledge about the key.

Protocol 2 Since realizing a superposition between a vacuum and a single photon is challenging (for the
realization of states in complementary bases in protocol 1), we now describe the practical protocol
implemented with weak coherent sources (see figure 1). It exploits interference of a vacuum state and a
coherent state in a symmetric beam splitter to generate a secret key. Also, twin optical fields with identical
random phases are used in the complementary bases to estimate Eve’s information. The protocol runs as
follows:

1. In the Z basis, Alice (Bob) randomly prepares weak coherent states m ñcea b
i∣ ( ) with intensities 0 (vacuum)

andμwith probabilities 1− γ and γ, respectively. The bit values 0 and 1 encodes for intensity 0 andμ,
respectively. If the parties (Alice andBob) choose complementary bases, they prepare the states
m ñq c+ea b

i A B∣ ( )
( )( ) with phase values θA(B)= 0 and θA(B)= π/2 forX andY basis, respectively with both states

coding for bit value 0. In these two bases, the optical pulses are preparedwith intensityμa(b)ä {u/2, v/2, 0}
(where u, v and 0 represent signal, decoy and vacuumpulses). Furthermore, in this protocol the random

phaseχ is picked fromdiscreteMphase slicesD = p p +
,j

j

M

j

M

2 2 1( )( )
over the semi-interval [0, 2π)with j= {0,

K,M− 1}.

2. The optical pulses are sent through an insecure channel to Charlie, who allows them to interfere in the
symmetric beam splitter. This is followed by threshold detection, and after that, Charlie announces the
successful detection events. The successful results correspond to a click in the L detector and no click in the R
detector or vice versa.

3. Following announcement of results, Alice and Bob perform sifting by post selecting on the successfully
detected states whichwere prepared using the same basis. Precisely, in theZ basis, these events correspond
to cases where Alice chose intensityμwhile Bob selected intensity 0 and vice versa. For complementary
bases, they consider the states prepared with the same intensity and in which they picked the random
phase slices according to the phase post-selectionmatchingmethod, i.e., - =j j Mmod 0A B∣ ∣ or

- =j j MmodA B
M

2
∣ ∣ where =

p

D
j MmodA B

M

2

j( )( ) . Note that during sifting, Alice and Bob only

announce the randomphaseχ for the states prepared in the complementary bases, while randomphases
forZ basis states are not disclosed. The key is generated frommeasurements in theZ basis. The results inX
and Y bases are used tomonitor eavesdropping. It should be noted that these bases are allowed to vary by
an arbitrary angle β. The allowed deviations in the bases are given by b b= +X X Ycos sinB A A

and b b= -Y Y Xcos sinB A A.

3. Security analysis of the protocol

Following the sequential transmission andmeasurement of optical pulses, Alice and Bob are now in possession
of partially correlated bit strings. They proceedwith the parameter estimation step to deduce the bit error rate in
the key basis. The quantumbit error rate is given by

=
- á ñ

E
Z Z1

2
1ZZ

A B ( )

whereZA andZB represent that Alice and Bob send the two states prepared in theZ basis, respectively. To
compute Eve’s knowledge on the key, we consider a depolarising channel where EZZ� 15.9% [34]. The bound is
given by

4
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= -
+

-
+

I E h
u

E h
v u

1
1

2

1

2
, 2E ZZ ZZ

max max⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

( ) ( ) ( )

where

=
-

= - -

u
E

C

v u C E u E

min
1

1
2 , 1 ,

2 1 . 3

ZZ

ZZ ZZ

max

max
2

max
2

⎡
⎣⎢

⎤
⎦⎥

( ) [ ( ) ] ( )

The quantityC is obtained from themeasurement results in the complementary bases and is given by

= á ñ + á ñ + á ñ + á ñC X X X Y Y X Y Y . 4A B A B A B A B
2 2 2 2 ( )

This expression can be rewritten in terms of the error rate as

= - + - + - + -C E E E E1 2 1 2 1 2 1 2 . 5XX XY YX YY
2 2 2 2( ) ( ) ( ) ( ) ( )

To computeC, we employ a loss tolerant techniquewhere Alice and Bob prepare their optical pulses using
four states f ñZ0∣ , f ñZ1∣ , f ñX0∣ and f ñY0∣ . Due to imperfections in the phasemodulation, the actual states that
Alice (Bob) prepares can be described by

f m mñ = ñ ñb
c c q dq p+ +e e 6j A B

i
r

i
s

A B A B∣ ∣ ∣ ( )( )
( )( ) ( )

where r(s)denotes reference (signal) states,μ corresponds to the intensity of pulses and δ represents the deviation
fromdesired encoding angle θ in the actual states. Hereβ ä {X,Y,Z} and jä {0, 1}. Note that a coherent state
of intensityμ and global phaseχ is a linear superposition of photon number states ñn{∣ }of m ñ =cei∣

å ñm m
=

¥ -
c

e nn
e

n0
2

i n

∣( )
!

. Therefore, the single-photon part of the coherent states in equation (6) prepared byAlice
and Bob can be expressed as

f ñ = ñ ñ + ñ ñb
q dq p+e

1

2
1 0 0 1 7j A B r s

i
r s

A B A B∣ (∣ ∣ ∣ ∣ ) ( )( )
( )( ) ( )

where 0 and 1 represent the photon number. From above representationwe define ñ ñ = ñ1 0 0r s Z∣ ∣ ∣ ,

ñ ñ = ñ0 1 1r s Z∣ ∣ ∣ , ñ = ñ + ñ0 0 1X Z Z
1

2
∣ (∣ ∣ ), ñ = ñ - ñ1 0 1X Z Z

1

2
∣ (∣ ∣ ), ñ = ñ + ñi0 0 1Y Z Z

1

2
∣ (∣ ∣ ) and

ñ = ñ - ñi1 0 1Y Z Z
1

2
∣ (∣ ∣ ). Therefore, equation (7) can be equivalently rewritten as

q d q d
+ ñ + + ñ

q dq p+

e icos
2 2

0 sin
2 2

1 . 8i A B
X

A B
X

A B A B
2 ⎡

⎣⎢
⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎤
⎦⎥

( ) ∣ ∣ ( )( ) ( )( ( ) ( ) )

Similar expression as above can be obtained for the eigenstates ñ0Y∣ , ñ1Y∣ . If the overall phase factor in equation (8)
is ignored, we obtain the following expressions for the four states

f

f

f
d d

d d

f
p d p d

ñ = ñ

ñ= ñ + ñ

ñ= + ñ + + ñ

= ñ + ñ

ñ= + ñ + + ñ

i

i

i

0

1

2
0 1

cos
0

2 2
0 sin

0

2 2
1

cos
2

0 sin
2

1

cos
2 2

0 sin
2 2

1 ,

Z Z

Z Z Z

X X X

X X

Y Y Y

0

1

0
1 1

1 1

0
2 2

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

∣ ∣

∣ (∣ ∣ )

∣ ∣ ∣

∣ ∣

∣ ∣ ∣

where θA(B)= 0,π/2 forX andY, respectively. These signal states can bewritten in terms of an identity andPauli
matrices and their densitymatrices representation are

r f f s= ñá = + 2, 9Z Z Z z0 0 0 ∣ ∣ ( ) ( )

r f f

s

= ñá =

= -

1

2
1 1
1 1

1

2

1

2
, 10

Z Z Z

x

1 1 1



⎡
⎣

⎤
⎦

∣ ∣

( )
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r f f

d d d
d

d

d
d

d d d

d s

= ñá =
+ + -

- - +

= +

i

i

1

2

cos
2

sin
2

cos
2

sin sin
2

cos
2

sin sin
2

cos
2

sin
2

1

2

1

2
cos , 11

X X X

x

0 0 0

2 1 2 1 2 1
1

2 1

2 1
1

2 1 2 1 2 1

1

⎡

⎣

⎢
⎢
⎢
⎢

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

⎤

⎦

⎥
⎥
⎥
⎥

∣ ∣
( )

( )

( ) ( )

r f f

s

= ñá =

Q + Q - Q + Q

+ Q Q

Q - Q Q + Q

+ Q Q

= + Q

i i

i i

1

2
cos

1

2
sin

2
cos

2
sin

sin cos

2
cos

2
sin

1

2
cos

1

2
sin

sin cos

1

2

1

2
sin 2 , 12

Y Y Y

x

0 0 0

2 2 2 2

2 2 2 2



⎡

⎣

⎢
⎢
⎢
⎢
⎢
⎢

⎤

⎦

⎥
⎥
⎥
⎥
⎥
⎥

∣ ∣

( ) ( )

whereQ = +p d
2 2

2 . From this representation of signal states, one can obtain the joint probability, F a b
Y j k, that

Alice (Bob) prepares any of the state f fñ ña bj k∣ (∣ ) andCharlie declares F ñ∣ by exploiting transmission rate of the
Pauli operators and subsequently estimate error rates EXX,EXY,EYX andEYY used for calculatingC. Here, we
showhow to estimate the phase error rate EXX; other parameters can be obtained similarly. The parameter
EXX is computed by considering a virtual protocol where Alice and Bob prepare entangled state Y ñ =Z∣

f fñ ñ + ñ ñ0 1A B Z C A B Z C
1

2 0 1(∣ ∣ ∣ ∣ )( ) ( ) , (hereC denotes the system sent toCharlie) andmeasure their subsystems in

theX basis whenCharlie announces themeasurement result F ñ+∣ . The error rate is expressed as

=
+

+ + +
F F

F F F F

+ +

+ + + +

E
Y Y

Y Y Y Y
13XX

Z Z

Z Z Z Z

;0 1
,vir

;1 0
,vir

;0 1
,vir

;1 0
,vir

;0 0
,vir

;1 1
,vir

X X X X

X X X X X X X X

( )

where F+Y j k
Z

;
,vir

X X
denotes the joint probability that Alice and Bobmeasured ñjX∣ and ñkX∣ , respectively andCharlie

declares the result F ñ+∣ . In this hypothetical protocol, the state of pulses received byCharlie can be expressed as

s = ñ Ä ñ Ä Y ñ Ä Y ñP j P k PTr . 14C j k AB X A X B C Z AC Z BC;
vir

X X
ˆ [ ˆ ( ∣ ) ˆ (∣ ) ˆ (∣ ∣ )] ( )

Here ñ = ñáP x x xˆ (∣ ) ∣ ∣corresponds to a projection operator for a particular pure state ñx∣ . The normalized state

can be defined as s s s= TrC j k C j k C j k;
vir

;
vir

;
vir

X X X X X X
˜̂ ˆ ( ˆ ). The joint probability that Alice (Bob)measures ñjX∣ ( ñkX∣ ) and

Charlie declares F ñ+∣ is given by

s=F F+ +Y p j p k DTr 15j k
Z

X X C j k;
,vir

;
vir

X X X X
( ) ( ) ( ˆ ˜̂ ) ( )

where F+D̂ is the operator that contains Eve’s operation andCharlie’s single photonBell statemeasurement and
p( jX), p(kX) represent the probabilities for Alice andBob to chooseX basis, respectively. Since the virtual state
sC j k;

vir
X X

ˆ can also be expressed in terms of identity and Pauli operators as

å ås s s= + Ä +
= =

n n
1

2

1

2
, 16C j k

s x y z

s
j

s
t x y z

t
j

t;
vir

, , , ,
X X

X X 
⎛

⎝
⎜

⎞

⎠
⎟

⎛

⎝
⎜

⎞

⎠
⎟ˆ ˆ ˆ ( )

it follows that equation (15) can be rewritten as

å=F
=

F+ +Y p j p k qn n . 17j k
Z

X X
s t X Y Z

s t s t;
,vir

, , ,
,X X

( ) ( ) ( )∣

Therefore, to obtain F+Y j k
Z

;
,vir

X X
, it suffices to calculate the transmission rate of Pauli operators defined by

s s= ÄF F+ +q DTr 4 18s t s t, ( ˆ ) ( )∣

with s, t ä {1,X,Y,Z}. The parameters ns andnt denote the coefficients of Paulimatrices. Note that the
transmission rate of operators can also be determined from the yield of signal states used in the actual protocol.
To evaluate the yield of these states we employ the entanglement descriptionwhere Alice (Bob) prepares state

f fY ñ = ñ ñ + ñ ñ0 1Z Z A B Z C Z A B Z C
1

2 0 1∣ (∣ ∣ ∣ ∣ )( ) ( ) in the Z basis and likewise the preparation of optical pulses in the

complementary bases can be described as a process where Alice (Bob) generates fF ñ = ñ ñ0X X A B X C0∣ ∣ ∣( ) or
fF ñ = ñ ñ0Y Y A B Y C0∣ ∣ ∣( ) . By using the samemethod previously described for the yield of virtual states, we obtain

the expression for the yield of actual states as
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with p( jα) and p(kβ) denoting probabilities for Alice andBob tomeasure their subsystems as state jα and kβ,
respectively. The states ρjα and ρkβ correspond to the four states defined in equations (8) to (12).We demonstrate
in appendix A that explicit computation of (17) can lead to the realization of the transmission rate of identity and
Pauli operators F+q s t,∣ . Furthermore, in appendix Bwe determine the transmission rate of operators from the
yield of actual states as defined in equation (19). By combining the results of equations (A.13) and (B.21)we can
deduce the yield of virtual states and subsequently obtain the error rate EXX using equation (13).

Indeed, with this formalismof estimating error rate EXX, we have shown that it is possible to obtain the yield
of states which have not been sent during the actual protocol such as F+Y Z

;1 1
,vir

X X
.We have shown how to represent

this yield in terms of transmission rate of identity and Pauli operators in equation (A.4). Furthermore, we
demonstrated how obtain the transmission rate of Pauli operators from the yield of states used in the actual
protocol in appendix B, hence enabling us to substitute the obtained results into equation (A.4), and
subsequently obtaining F+Y Z

;1 1
,vir

X X
. The same argument can be used to obtain the yield of states such as F+Y Z

;1 1
,vir

X Y
,

F+Y Z
;1 1

,vir
Y X

and F+Y Z
;1 1

,vir
Y Y

which are used to obtain error rates EXY,EYX andEYY, respectively. Remarkably, the error
rates obtained are exactly the same as the ones achieved for protocol employing two orthonormal states from the
X andY bases. Therefore, additional states, f ñX1∣ and f ñY1∣ that are used in the six state protocol seems to be
redundant.

4. Estimation of key generation rate

In our protocol, note that Alice and Bob never reveal their randomphase for coherent states prepared in the key
(Z) basis. Therefore, the phase randomized coherent states m ñcei∣ prepared byAlice and Bob can be
described as

ò åm m c
m

ñá = ñá
p

c c
m¥ -

e e d
e

n
n n , 20i i

n

0

2

0

∣ ∣
!

∣ ∣ ( )

which is a classicalmixture of photon number states. Thismeans that the photon number channelmodel [46]
holds and taggingmethod [44]proposed byGottesman et al (2004) can be employed in our protocol. Therefore,
the key generation rate for RFI TF-QKD is given by

= - + -m mR q f Q H E Q I1 . 21EC
Z Z Z

E1[ ( ) ( )] ( )

where q is the sifting factor and in an asymmetric encoding q ∼ 1 for an infinitely large number of signals. The
terms mQ Z and mEZ correspond to the gain and quantumbit error rate (QBER) in theZ basis. According to the
decoy-state theory, the overall gain is given by [47]

å m
=m

m

=

¥
-Q Y

n
e , 22Z

n
n

n

0 !
( )

and the corresponding quantumbit error rate is given by

åm
m

= + +m m
m m

m
-

-


E Q Y e Y e

n
Y

1

2
e e

e
. 23Z Z Z

n

Z
n0 1 1

2
1 !

( )

The gain for single photon components in theZ basis is expressed as

m= + + +m-
F F F F   Q e Y Y Y Y . 24Z

Z Z Z Z Z Z Z Z1 ;0 0
1

;0 1
1

;1 0
1

;1 1
1( ) ( )

The parameter IE is estimated from the lower bound ofC and upper bound on the error rate, EZZ
U1, from single-

photon contributions as shown in equation (2). The parameter EZZ
U1, is estimated from the yield of single photons

as follows

=
-

+ + +
m m

m

m

-

-
F F F F   

E
E Q e Y

Y Y Y Y

e

e
, 25ZZ

U
Z Z

Z Z
L

Z Z
L

Z Z
L

Z Z
L

1, 0 0

;0 0
1,

;0 1
1,

;1 0
1,

;1 1
1,( )

( )

where

m
mn n

n
m

m n
m

=
-

- -
-

a b n a b
n

m a bFY Q Q Qe . 26
j s

L
j k j k;

1,
2 ; ;

2

2

2 2

2 0
⎡
⎣⎢

⎤
⎦⎥

( )

The valuesQν;jαkβ,Qμ;jαkβ are gains obtained on conditional probabilities that Alice and Bobmeasure the states
jα, kβwhileQ0 is the background gain. Finally, the parameterC is computed from the error rates in
complementary bases as follows
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These error rates are computed using yields obtained from the virtual protocol, which are evaluated as shown in
the previous section.

4.1. Simulation of the key rate
Wedemonstrate the performance of the proposed protocol based onfibre implementation. The simulation
formulas for parameters mQ Z and mEZ are given inAppendixD.We set intensity parameters for Alice and Bob at
ua,b= 0.6 and va,b= 0.053.We also assumeCharlie uses detectors with efficiency h = 14.5%det and the dark
count rate is assumed to be pd= 5× 10−7 which is in linewith the current technologies [48–50]. The channel
loss coefficient isα= 0.2dBkm−1 and its transmittance is h = - a

10ch
L0.1

2 , with L denoting the fibre length.We
consider error correction efficiency, fEC= 1.16.

Our simulation results are depicted infigures 2 and 3. Infigure 2 the plots were obtainedwith δ= 0.090,
δ= 0.127 and δ= 0.147, which correspond to deviation of 5.15°, 7.28° and 8.42° from the desired phase angle,
respectively. For comparisonwe plotted the curve for δ= 0which corresponds to perfect encoding scenario. The

Figure 2. Secret key rate (in logarithmic scale) for RFI-TF protocol with sourceflaws (dashed lines) as a function of transmission
distancemeasured in km, for experimental parameters: dark counts rate, pd = 5 × 10−7, the loss coefficient of the channel,α = 0.2
km/dB, the detection efficiency, η = 14.5%. From left to right the plots represent the encoding flaws δ = 0.147, δ = 0.127 and
δ = 0.090. The solid line corresponds to the RFI-TF protocol with perfect encoding, and the solid black line represents the PLOB
bound [24].

Figure 3. Secret key rate (in logarithmic scale) for RFI-TF protocol with δ = 0.127 (dashed line) as a function of transmission distance
measured in km, for experimental parameters: dark counts rate, pd = 5 × 10−7, loss coefficient of the channel,α = 0.2 km/dB, the
detection efficiency, η = 14.5%. For comparison purposes, we plot the curve for Phasematching (PM)QKD [52] denoted by the blue
solid line. The solid red line corresponds to the original TF protocol [25] and the black solid line represents the PLOBbound [24].
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characterization of parameter δ is based on its relation to the extinction ratio according to the definition;
d h=tan 2 ex

2∣ ( )∣ [51]. The non-zero extinction ratio ismainly due to imperfections in phasemodulators and
is of order 10−3 in typical experiments. For this value of extinction ratio, we obtain δ≈ 0.063, but in our
simulation, we chose pessimistic values for estimation of encoding imperfection to demonstrate the capability of
beating repeaterless boundwith currently available devices. The results demonstrate that despite an increase in
encodingflaws, the key rates achieved are still comparable to the perfect encoding scenario. It is also evident that
our protocol implementedwith an imperfect source still achieves transmission distances that are beyond the
Pirandola-Laurenza-Ottaviani-Banchi (PLOB) bound for repeaterlessQKD [24].We obtain themaximum
transmission distance of 505 km, 516 km and 530 km for preparation flaws δ= 0.147, δ= 0.127 and δ= 0.090,
respectively. For the purpose of comparison, the curves for original TFQKD [25], Phasematching (PM)QKD
[52] andRFI-TFQKDare plotted infigure 3. The results show that the original TFQKDattainsmaximum
transmission distance of 592 km andRFI-TFQKDcan reach amaximum secure distance of 516 km. At a
distance of 0 km, the key rate for original TFQKDandRFI-TFQKDare 9.10× 10−2 and 4.90× 10−2,
respectively. The gap between the two curves is so small and almost remains constantwhen the distance
increases. This demonstrates that the performance of RFI-TFQKD is still comparable to the original TF-QKD. It
is also evident that PMQKDoutperforms our proposed protocol in terms ofmaximum transmission distance
realized.However, at shorter distances, our protocol achieves slightly better key rates compared to the PMQKD.
Moreover, themerit of the RFI-TFQKDprotocol is that it eliminates the need for alignment of reference frames
and active phase stabilization.

Furthermore, we compare our results with someTFQKD schemes available in the literature.More recently,
Tamaki et al (2018) proposed amodified version of the original TFQKD,which employs testingmode for
monitoring an eavesdropper and the codingmode for key generation [53]. The phase error rate is estimated in
their protocol by considering the bias between two bases (coding and testingmodes). On the contrary, our
protocol exploits themismatched basis data to determine error rates in complementary bases (X,Y) in order to
estimate Eve’s information. Also, our protocol employs theGLLP tagging key ratemethod [44] since Alice and
Bob never reveal the phase information in the key basis, and hence their coherent states are regarded as amixture
of photon number states in the Fock space. In contrast, theGLLP taggingmodel does not hold in protocol by
Tamaki et al (2018) since Alice and Bob announces the phase information in the codingmode. Remarkably, our
simulation results agree verywell with their results. The observed superiority in their results compared to ours
may be attributed to a different choice of experimental parameters and the fact that we consider the source flaws
in our analysis.

Moreover, we compare our protocol’s performancewith a TF variant scheme proposed by Lin et al (2018)
[54]. Thefirst noticeable difference between this work and ours is in key generationmode. In their protocol, Lin
et al (2018) consider phasematching coherent states for key generation purposes, while in our protocol, we
exploit vacuum and phase randomized coherent states to extract secure keys. As already stated, our approach
enables us to use the traditional BB84 tagging key generation formula since the phase randomized coherent
states are regarded as amixture of photon number states. However, themethod is not applicable for scheme in
[54].Moreover, the scheme in [54] employs non phase randomized coherent test states to perform a variation of
tomography on the quantum channel to deduce the information leaked to Eve. In our approach, we use the
yields of rejected data to estimate the error rates in theX andY baseswhich are used to deduce Eve’s information.
In terms ofmaximumattainable distances, we observe that our protocol outperforms the scheme proposed in
[54].We obtain amaximumdistance of approximately 500 kmwhile a distance of 400 kmwas achieved for the
previous scheme.

5. Conclusion

Weproved the security of the RFI-TFQKDprotocol with state preparation flaws.Our results demonstrate that
our protocol can overcome the repeaterless PLOBbound. In addition, our protocol is capable of extracting a
secure key over a transmission distance of l= 505 km, l= 516 km and l= 530 km for encoding flaws δ= 0.090,
δ= 0.127 and δ= 0.147, which corresponds to deviation of 5.15°, 7.28° and 8.42° from the desired phase angle,
respectively. The results show that despite the state preparation flaws, the key rates achieved are still comparable
to those of perfect encoding scenario. Although our protocol cannot achieve a transmission distance beyond the
original TF-QKDprotocol, its greatest advantage is that it can be implementedwithout the alignment of
reference frames, eliminating the need for active stabilization of interferometers.
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AppendixA.Determination of yield for virtual states

This section provides an explicit derivation of the yield for virtual states, which are used to deduce error rates for
bounding Eve’s information.We demonstrate how to concisely represent the joint probabilities of these states in
terms of transmission rate of identity andPauli operators. The yields for virtual states as defined by equation (15)
in themain text are given by
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Let the coefficients of transmission rates be given by a row vector F+V jXkX; and transmission rate of identity and
Pauli operators be denoted by a column vector q such that
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Furthermore, if we denote yields as a vector
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the joint probabilities can succinctly bewritten as
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Appendix B.Determination of yield of states used in the actual protocol

Wecompute the joint probabilities for sending the four states used in the actual protocol and show that by using
the transmission rate for these states, one can obtain the yield of virtual states described above and subsequently
estimate the error rate EXX. From the actual experiment, we have the following constraints,
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Similar to the virtual protocol, the joint probabilities can be concisely written in terms of vector q and row vector

a bF+V j k, corresponding to the coefficients of transmission rate of Pauli operators as follows

=a b a bF F+ +Y V q. B.17j k j s; ; ( )
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Hence, the vector a bF+Y j k; can be represented as
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andmatrixV obtained from vectors a bF+V j k, is expressed as
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Finally, we obtain an expression for the joint probabilities,

=a bF+Y Vq. B.20j k; ( )

The above result can be rewritten in terms of the transmission rate vector, q as follows

= a bF
- +q V Y . B.21j k

1
; ( )

Combining the above equationwith equation (A.13)we can obtain the yield for virtual states from transmission
rate of actual states and thus deduce the error rate EXX.

AppendixC. Security proof against coherent attacks

In this section, we provide security proof using a virtual protocol. The protocol generatesmeasurement statistics
that are the same as ones obtained in the actual protocol.Moreover, classical communication betweenAlice and
Bob is precisely the same for both actual and virtual protocols. Therefore, our security claim stems from the fact
that two protocols are indistinguishable fromEve’s viewpoint. The security proof of our protocol is based on
complementarity principle proposed byKoashi in [55, 56]. This technique exploits a virtual protocol that uses an
observable which is conjugate of the key generation basis.More precisely, in the actual protocol Alice and Bob
generate a key frommeasurements performed inZ basis, whereas, in the virtual protocol, two parties prepare
their signals in an eigenstate of the X basis. In doing so, the two parties can accurately estimate the phase error
rate, which is the bit error rate that Alice and Bobwould have observed if theywould havemeasured their Z basis
state in theX basis.We have shown in themain text how to use the complementarity formalism to estimate this
phase error rate. Here, we provide amore detailed description of the virtual protocol used for security proof and
consider coherent attacks by Eve through the use of Azuma’s inequality [57].Most importantly, we consider a
general case where Alice and Bob preparemixed states, which can be attributed to the inherent deficiencies in
their sources of photons. Note that in themain text, we considered only the pure states for simplicity of our
analysis. Themixed states can be represented as

r f f f f= ñá + ñá ÎP P j, 0, 1 C.1jZ jZ jZ jZ jZ jZ jZ
0 0 0 1 1 1ˆ ∣ ∣ ∣ ∣ { } ( )

r f f f f= ñá + ñáP P , C.2X X X X X X X0 0
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0
0

0
0

0
1

0
1

0
1ˆ ∣ ∣ ∣ ∣ ( )

r f f f f= ñá + ñáP P , C.3Y Y Y Y Y Y Y0 0
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0
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0
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0
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0
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0
1ˆ ∣ ∣ ∣ ∣ ( )

where PjZ
0 , PjZ

1 , P X0
0 , P X0

1 , P Y0
0 and P Y0

1 are the probabilities that satisfy + =P P 1jZ jZ
0 1 , + =P P 1X X0

0
0
1 and

+ =P P 1Y Y0
0

0
1 . These probabilities are given by

= - - +b
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The states f fñ ñ,jZ jZ
0 1{∣ ∣ }, f fñ ñ,X X0

0
0
1{∣ ∣ }and f fñ ñ,Y Y0

0
0
1{∣ ∣ } formorthonormal bases. Also, the explicit formof

these eigenstates is given by
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for i, jä {0, 1},β ä {X,Y,Z} andN denoting the normalization factor while bnx
j and bnz

j represent the
coefficients of Pauli operatorsσx andσz, respectively. In our security proof, we consider purifications of these
mixed states, and that is realized by introducing Alice and Bob’s ancilla systems. Thus, we get the following
expressions
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y f fñ = ñ ñ + ñ ñP P0 1 C.6jZ A C jZ Z A jZ C jZ Z A jZ C
0 0 1 1

1 1 1∣ ˜ ∣ ∣ ∣ ∣ ( )
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0
1

1 1 1∣ ˜ ∣ ∣ ∣ ∣ ( )

where the indexA1 represents Alice’s ancilla system that purifies the state andC corresponds to the system that is
sent toCharlie. Similarly, for Bob the purifications are given by

y f fñ = ñ ñ + ñ ñP P0 1 , C.9jZ B C jZ Z B jZ C jZ Z B jZ C
0 0 1 1

1 1 1∣ ˜ ∣ ∣ ∣ ∣ ( )
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0
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Now, to proceedwith our analysis, we define the entangled states initially prepared byAlice and Bob by
incorporating the purified states. For, Alice these states are expressed as

y yY ñ = ñ ñ + ñ ñ
1

2
0 1 , C.12Z A A C Z A Z A C Z A Z A C0 11 2 2 1 2 1∣ (∣ ∣ ˜ ∣ ∣ ˜ ) ( )

yY ñ = ñ ñ0 , C.13X A A C X A X A C01 2 2 1∣ ∣ ∣ ˜ ( )

yY ñ = ñ ñ0 . C.14Y A A C Y A Y A C01 2 2 1∣ ∣ ∣ ˜ ( )

Likewise, Bob prepares the states

y yY ñ = ñ ñ + ñ ñ
1

2
0 1 , C.15Z B B C Z B Z B C Z B Z B C0 11 2 2 1 2 1∣ (∣ ∣ ˜ ∣ ∣ ˜ ) ( )

yY ñ = ñ ñ0 , C.16X B B C X B X B C01 2 2 1∣ ∣ ∣ ˜ ( )

yY ñ = ñ ñ0 , C.17Y B B C Y B Y B C01 2 2 1∣ ∣ ∣ ˜ ( )

whereA2 andB2 in the equations above represent the systems used byAlice and Bob to generate key bits. Recall
that in the virtual protocol, as explained in themain text, Alice and Bob prepare the states in equations (C.12)
and (C.15) andmeasure their subsystemsA2 andB2 in theX basis rather thanZ basis. Therefore, to simplify our
analysis we rewrite the state (C.12) in theX basis form as

y y
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with the normalized virtual states given by
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The same results are obtained for states prepared by Bob. Inwhat follows, we present a virtual protocol that

employs two virtual states, y ñjX A B C
vir

1 1
∣ ˜ ( ) and four actual states, y ñjZ A B C1 1

∣ ˜ ( ) , y ñX A B C0 1 1
∣ ˜ ( ) , y ñY A B C0 1 1

∣ ˜ ( ) that are sent
byAlice (Bob) to Charlie. The preparation, selection, andmeasurement process of these states can be defined in a
more compact form as

åj fñ = ñ ñ
=

P c c C.20sh A C
c

A A sh
c

A C
1

6

A

A

A1 1∣ ( ) ∣ ∣ ( )

and

åj fñ = ñ ñ
=

P c c , C.21sh B C
c

B B sh
c

B C
1

6

B

B

B1 1∣ ( ) ∣ ∣ ( )

for Alice and Bob, respectively. Here the shield systems shA and shB remains withAlice and Bob. The states
f ñc A B C1 1

∣ ( ) prepared byAlice (Bob) correspond to

f yñ = ñ C.22A B C X A B C
1

0
vir

1 1 1 1∣ ∣ ˜ ( )( ) ( )

f yñ = ñ C.23A B C X A B C
2

1
vir

1 1 1 1∣ ∣ ˜ ( )( ) ( )

f yñ = ñ C.24A B C Z A B C
3

01 1 1 1∣ ∣ ˜ ( )( ) ( )

f yñ = ñ C.25A B C Z A B C
4

11 1 1 1∣ ∣ ˜ ( )( ) ( )

f yñ = ñ C.26A B C X A B C
5

01 1 1 1∣ ∣ ˜ ( )( ) ( )
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f yñ = ñ , C.27A B C Y A B C
6

01 1 1 1∣ ∣ ˜ ( )( ) ( )

with probabilities given by

y y= + á ñP P1 1 C.28Z Z Z A B C0 1 1 1( ) ( ˜ ∣ ˜ ) ( )( )

y y= - á ñP P1 1 C.29Z Z Z A B C0 1 1 1( ) ( ˜ ∣ ˜ ) ( )( )

= =P P P3 4 C.30Z( ) ( ) ( )
=P P5 C.31X( ) ( )
=P P6 . C.32Y( ) ( )

Wenowpresent comprehensive steps of a virtual protocol as follows.

Virtual protocol
Before starting the protocol, Alice and Bob set a fixed number of rounds (sayN trials)needed to complete key
generation.

1. Preparation. Alice and Bob prepare the states jñsh A CA 1
∣ and jñsh B CB 1

∣ defined in equations (C.20) and (C.21),
respectively, and send the systemsC to Charlie through a quantum channel. They delay theirmeasurements
until the announcement byCharlie.

2. Detection announcement. Charlie performs single-photon interference followed by threshold detection in
two detectors and announces successful detection results.

3. Measurement and classical communication. Steps 1-2 are repeated until N trials agreed on by two parties are
completed. After that, for the case where Charlie declares detection results F ñ+∣ , Alice and Bobmeasure their
shield systems ñcA∣ , ñcB∣ and announceZ (X,Y) basis choice when the results of theirmeasurements is c= 1, 2,
3, 4 (c= 5, 6). This is done to ensure that classical information in the actual protocol is same as virtual
protocol.

4. Estimation of the number of phase errors. Alice and Bob use the events c= 3, 4, 5, 6 which correspond to actual
states to estimate the number of phase errors.

The virtual protocol described above is equivalent to the actual protocol because quantum states sent by Alice
and Bob in two protocols are the same and classical communication by two parties is precisely identical. To
elucidate this argument, whenAlice and Bob prepare the virtual states (c= 1, 2), theymeasure their subsystems
in theX basis and announce theZ basis instead. The announcement ismade in thismanner tomake the virtual
protocol indistinguishable from the actual protocol inwhich the events (c= 1, 2) are used for key generation,
i.e., In these events, Alice and Bobmeasure their systems in theZ basis and also declares the same basis. Such
being the case, both protocols are equivalent fromEve’s viewpoint.

Now,we present amethod used to estimate observed phase errors inNmeasurements performed byAlice
and Bob in their systems cA and cB.We consider coherent attacks where Eve interacts with all signals sent by the
two parties and executes a jointmeasurement after classical communication is completed. For this kind of
attack, it suffices to use Azuma’s inequality [57]which consider any randomvariables including correlated ones
provided that aMartingale andBounded difference condition (BDC) are satisfied. Azuma’s inequality is
described as follows.

A sequence of randomvariablesX(0),X(1),K is calledMartingale if and only ifE[Xm+1|X(0),
X(1),K,X(m)]= X(m) ∀m� 0withE[ · ] denoting the expectation value. In addition,X(0),X(1),K is considered
to satisfy BDC if there exists c(m)> 0 such that |X(m+1)− X(m)|� c(m)∀m� 0. Consider a case ofN trials
described by randomvariableX(m), wherem corresponds to themth trial. IfX(m) is aMartingale and fulfils the
BDCwith c(m)= 1 thenAzuma’s inequality asserts that

d- > - dX X N ePr 2 C.33N 0 N 2
2[∣ ∣ ] ( )( ) ( )

for any δ ä (0, 1). Formth trial the randomvariableX(m) is defined as

å x x xL - = ¼
=

-X P 1 , , , C.34m m

j

m

j j
1

0 1≔ ( ∣ ) ( )( ) ( )

whereΛ(m) is a randomvariable that corresponds to the actual number of events xL = å =
m

j
m

j1( )( ) observed in
thefirstm trials and ξj is a Bernoulli randomvariable. Furthermore, P(ξj= 1|ξ0,K, ξj−1) is probability of having
event ξj= 1 in the jth run conditioned on thefirst j− 1 outcomes, ξ0,K, ξj−1. It can be easily shown that the
randomvariables in equation (C.34) areMartingale and fulfils BDCThus, by applying Azuma’s inequality we
obtain
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å x x x dL - = ¼ >
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- dP P N e1 , , 2 C.35N
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whereX(0)= 0. This essentially implies that

å x x x d x x x d= ¼ - L = ¼ +
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- - P N P N1 , , 1 , , C.36
j

N

j j
N

j j
1
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holds at least with probability = - - d
P e1 2

N 2

2 . Hence,

å x x x dL = = ¼ +
=

-P 1 , , C.37N

j

N

j j A
1

0 1( ∣ ) ( )( )

exceptwith error probability εA+ eAˆ where parameter δA is bounded by an interval d Î -D D,A A A[ ˆ ]with
ΔA= fA(N, εA), andwhere =f x y x, 2 lnA y

1( ) .

Now, applying Azuma’s inequality to our scenario, from theN trials by Alice and Bob in the virtual protocol,
if we consider the jth run of the protocol and oncewe obtain probability formeasuring systems cA and cB for that
particular run conditioned on previousmeasurement outcomes, thenwe can find actual number of events
observed. Precisely, for randomvariables Xc c

l
A B

with l= 1,K,NAzuma’s inequality states that

å x x x= L - ¼
=

-X P , , , C.38c c
l

c c
l

j

l

c c j j
1

0 1A B A B A B ( ∣ ) ( )

where Lc c
l

A B
is a randomvariable that corresponds to the actual number of events during l trials (l=1,K,N).

Moreover, x x x¼ -P , ,c c j j0 1A B
( ∣ ) is the probability of Alice and Bob obtaining the values cA and cB in their

measurements performed in the jth, conditioned on the previous j− 1measurement outcomes, ξj|ξ0,K,ξj−1. To
determine this conditional probability in the jth run, we use the joint state prepared byAlice and Bob forN trials

j j
f f f

f f f

Fñ = ñ Ä ñ
= ñ ñ ñ

Ä ñ ñ ñ
- -

- - C.39

sh A C sh B C sh A C sh B C

j sh A C j sh A C N j sh A C

j sh B C j sh B C N j sh B C

1

1

A A B B A A B B

A A A A A A

B B B B B B

1 1 1 1

1 1 1

1 1 1

∣ ∣ ∣
∣ ∣ ∣

∣ ∣ ∣ ( )

where f ñ-j sh A B C1 A B A B1
∣ ( )( ) ( ), f ñj sh A B CA B A B1

∣ ( )( ) ( ) and f ñ-N j sh A B CA B A B1
∣ ( )( ) ( ) represent states prepared byAlice (Bob) in

thefirst j− 1 runs, jth run and the remainingN− j runs, respectively. Let define the evolution of the joint state
after Eve’s action by

åFñ ñ = Fñ ñ C t0 , C.40E sh A sh B E
t

t sh A sh B EC C C C,A B A B1 1 1 1∣ ∣ ˆ ∣ ∣ ( )

where  EC is Eve’s unitary transformation onCE and Ct C,
ˆ corresponds to theKraus operatorwhich acts on

systemC according to Eve’smeasurement results on her ancilla. Note that herewe denote Charlie’s systemwith
indexCwhich essentially corresponds to a joint system constituted by subsystemsCA andCB received fromAlice
andBob, respectively. Now, taking into considerationmeasurement outcomes prior to the jth run, we define the
jointmeasurement operator for the j− 1 systems as

= Ä- =
- M C.41j sh sh i

j
sh shC C1, 1

1
A B A

i
B
i

i
ˆ ˆ ( )

where Msh sh CA
i

B
i

i
ˆ represents the Kraus operator associatedwith ithmeasurement outcome of Alice and Bob ʼs

systems shA, shB andCharlie’s systemC. From this jointmeasurement operation on j− 1 systems, we define the
measurement outcomes of j− 1 runs asOj−1. After Eve’s interaction, the joint state of the j

th run conditioned on
themeasurement results of the first j− 1 runs can be expressed as

r
s

s
=

-

-

-
Tr

C.42j O
sh sh j O

sh sh

j O
sh sh

C
C

Cj

A B j

A B

j

A B1

1

1

ˆ
( )

( )∣
∣

∣

where the state s
-j O

sh sh C
j

A B

1∣ is defined as

ås = Fñ--
P CTr . C.43j O

sh sh

t
j j sh sh t sh A sh B

C
C C C1, ,j

A B
A B A B1 1 1( ˆ [ ˆ ˆ ∣ ]) ( )∣ ¯

Here Tr is the trace over all systems shA, shB,A1,B1 andC for all events except for the jth run. This preciselymeans
taking tracewith basis ñ ñ- -x x,j N j1{∣ ∣ } 

where ñ-xj 1∣  and ñ-xN j∣  correspond to systems in the first j− 1 runs and
remainingN− j runs, respectively. Then equation (C.43) can be equivalently rewritten as

å ås f= ñ
-

- -

-

- -P ATr C.44j O
sh sh

t x x
A B
j

t O
x x

j sh A sh B
C

C C
,

,
,

j

A B

j N j

j

j N j

A B1

1

1 1 1

1

1 1( ˆ [ ˆ ∣ ]) ( )∣ ∣
( )

 

 
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where TrA B
j

1 1
denotes trace overA1 andB1 in the j

th run and
-

- -At O
x x
C,

,

j

j N j

1

1ˆ ∣
( ) 

is the Kraus operator acting on the jth

system conditioned on the previousmeasurement outcomesOj−1, and it is given by

f f= á á ñ ñ- - - - --

- - A x x C . C.45t O
x x

N j j j sh sh t j sh A sh B N j sh A sh BC C C C C,
,

1 1, , 1j

j N j

A B A B A B1

1

1 1 1 1
ˆ ∣ ∣ ˆ ˆ ∣ ∣ ( )∣

( )   

By substituting equations (C.20) and (C.21) into equation (C.44)we obtain

s

f f

= å å å ñ

Ä ñ ñ Ä ñ
- - - -

- -P c P c P c P c P A c

c

Tr

. C.46

j O
sh sh

c c c c A B A B t x x A B
j

t O
x x

A sh

B sh
c

A
c

B

C
C

C

, , , ,
,

j

A B

A B A B j N j j

j N j

A

B

1 1 1 1 1

1

1 1

* ** * ( ) ( ) ( ) ( ) ( ˆ [ ˆ ∣

∣ (∣ ∣ ) ]) ( )
∣ ∣

( )

( ) ( )

 
 

Now the probability that Alice and Bob obtains outcomes cA and cB, andCharlie announces detection result F ñ+∣
aftermeasuring his systemC conditioned on thefirst j− 1measurement outcomes is given by

s
f f

s
f f

= å å ñ Ä ñ

= ñ Ä ñ

F F

F

+
-

-

- - -

- -
+

-

+
-

Y
P c P c

P A M

P c P c
D P

Tr
Tr Tr

Tr
Tr Tr C.47

c c O
A B

j O
sh sh t x x t O

x x
A B

c
A

c
B

A B

j O
sh sh O A B

c
A

c
B

C C C

C C

, ,
,

A B j

j

A B j N j j

j N j

j

A B
j

1

1

1 1

1

1 1 1 1

1

1 1 1 1 1

( ) ( )
( )

( ˆ [ ˆ (∣ ∣ ) ˆ ])

( ) ( )
( )
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∣
∣

∣
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∣
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where =F F+
- -

- -
+

-

- -D A M AO t O
x x

t O
x x

C C,
,

,
,

j j

j N j

j

j N j

1 1

1

1

1ˆ ˆ ˆ ˆ∣ ∣
( )

∣
( ) †   

and F+M̂ represent Charlie’smeasurement operation.

Note that for cA(B)= 3, 4, 5, 6 the probability F+
-Y c c OA B j 1∣ corresponds to the actual yields f a b+Y j s (α,β ä {X,Y,

Z}, s, jä {0, 1}) described in themain text. From experimental results we know the actual events Lc cA B
(for

different combinations cA(cB) ä {3, 4, 5, 6}),thus, using equation (C.37) of Azuma’s inequality we can calculate
the conditional probabilities that corresponds to the yields f a b+Y j s .We have shown in themain text andA that we
can determine transmission rate of operators from the actual yields and in turn determine the yields of virtual
states F+Y jXsX

Z vir from those transmission rates. These virtual yields corresponds to the conditional probabilities

F+
-Y c c OA B j 1∣ for cA(cB)= 1, 2. Again, we employ Azuma’s inequality to determine the actual number of events Lc cA B

where cA(cB)= 1, 2, which represent the number of phase errors.

AppendixD. Channelmodel

Here, we introduce a channelmodel to simulate the quantities observed in an actual experiment.We consider a
symmetric lossy channel that links Alice and Bob throughCharlie with transmittance η.We assume that dark
count rate, pd ismeasured from the transmission of optical pulses.

D.1. Estimation of gain and error rate fromZ basis
In theZ basis, states sent by Alice and Bob are in four possible combinations; ñ Ä ñ0 0A B∣ ∣ , m ñ Ä ñce 0i

A Ba∣ ∣ ,
mñ Ä ñce0 A

i
Bb∣ ∣ and m mñ Ä ñc ce ei

A
i

Ba b∣ ∣ where ñ0∣ represents the vacuum state (when intesity 0 is
selected). After going through the beam-splitter, the resultant states are

m
mh mh

m
mh mh

m m
mh mh mh mh

ñ ñ  ñ ñ

ñ ñ  -

ñ ñ 

ñ ñ  + -

c c c

c c c

c c c c c c

BS

e BS e e

e BS e e

e e BS e e e e

0 0 0 0

0
2 2

0
2 2

2 2 2 2
. D.1

A B L R

A
i

B
i

L

i

R

i
A B

i

L

i

R

i
A

i
B

i i

L

i i

R

b b b

a a a

a b a b a b

∣ ∣ ∣ ∣

∣ ∣

∣ ∣

∣ ∣ ( )

The detection probabilities are given by

h

h
c

h
c

= -

=

=

p

p

p

1

cos
2

sin
2

, D.2

L

R

0

2

2

⎛
⎝

⎞
⎠

⎛
⎝

⎞
⎠

( )

where p0, pL and pR denote the probabilities for no click, click in L-detector and click in R-detector, respectively.
Taking into consideration the effects caused by dark counts pd, we have that

h= - -P p1 1 , D.3d0
2 2( ) ( ) ( )
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where P0,PLR, PL andPR correspond to the probabilities that n-photon coherent states fromAlice andBob
results in no click in both detectors, click in both detectors, click in L-detector only and click in R-detector only,
respectively. The gain mQ Z is therefore estimated fromdetection probabilities as

h h mh
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h mh
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The quantumbit error rate mEZ is estimated as

h h

=
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+ + +
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D.2. Estimation of gain in theX andYbases
For the states prepared in the complementary bases, we adopt the channelmodel developed in [52] to estimate
gain used for simulation. For simplicity, we study the case where Alice and Bob select the same state and same
phase slices according to the phase postselectionmethod ( ja= jb). The states sent by Alice and Bob are m ñcea

i a∣
and m ñceb

i b∣ , respectively whereμa= μb= μ/2.Due to channel losses and detection inefficiencies, the states

transform into hm ñcea
i a∣ and hm ñcea

i b∣ . After going through the beam splitter, the resultant states are

a
hm hm

ñ = + = +c c c cw
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2
e e

2
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whereχω is the fixed phase difference between the global phasesχa andχb. The detection probabilities are

a
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where Pμ(L) and mP L( ¯) are the probabilities of L click and no click events, respectively, and Pμ(R) and mP R( ¯) are
defined similarly forR-detector. The total gain is approximated as
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