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Abstract

Quantum cryptography, or more specifically, quantum key distribution (QKD),

guarantees information theoretical security-the Holy Grail of communication se-

curity based on the principles of quantum physics. Since the primitive BB84 QKD

protocol, great strides have been made both in theory and experiments to develop

quantum technologies for real-life applications. Even though QKD has reached

this milestone, most security analyses are based on the assumption that the QKD

system’s preparation and measurement devices are idealized. However, such as-

sumptions can be fatal to the security of a QKD system. As a result, we relax some

of these assumptions and prove the security of several QKD protocols by using

techniques that closely emulate the imprecisions in preparation and measurement

devices and the environment in which the QKD is operated. For instance, we apply

the post-selection technique to demonstrate the security of the six-state SARG04

protocol against general attacks with finite resources. Through this approach, one

can derive a secure key from a multi-photon source while also taking into account

an optimal coherent attack. Moreover, we employ the reference frame independence

(RFI) concept, which eliminates the need for active alignment of reference frames

to derive the security bounds for several proposed QKD protocols. Our security

analyses also incorporate the loss-tolerant method, which allows us to prove the

security of QKD by considering imperfections in the state preparation. Further-

more, we propose the variants of the measurement-device-independent (MDI) QKD

protocol, which utilizes a measurement device controlled by a third party, who may

be an eavesdropper, thus removing the possibility of detector side-channel attacks.

We also exploit quantum resources, such as biphotons, that enable us to achieve

high dimensional encoding in our proposed protocols. Also, we utilize vector vortex

and scalar beams to study the security of proposed protocols through a turbulent

xvi



atmospheric link under diverse weather conditions such as rain or haze. The sim-

ulation results demonstrate that the proposed protocols can achieve a significant

secret key rate at reasonable transmission distances comparable to the key rates

obtained under an ideal environment with perfect preparation and measurement

devices. Therefore, proving the security of QKD while allowing intrinsic errors due

to signal preparation and measurement devices makes a giant step toward realizing

practical QKD implementations.
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Chapter 1
Introduction

Since over a thousand years ago, humans have used codes as reliable methods of

keeping secrets. With the advent of several technological advances, these codes

continue to be broken by cryptanalysts, prompting cryptographers to invent even

more sophisticated encryption schemes. However, quantum information technology,

specifically quantum cryptography, promises to break this vicious classical cryptog-

raphy cycle. Quantum cryptography permits us to develop communication schemes

whose secrecy depends only on quantum mechanical laws and minimal assumptions

about cryptographic hardware [1]. The best-known example of quantum cryptogra-

phy is quantum key distribution (QKD), which offers an information-theoretically

secure solution to the key exchange problem [1–3]. The advantage of quantum

cryptography is that it allows the completion of various cryptographic tasks that

are proven or conjectured impossible using only classical communication. Classical

cryptographic schemes are typically built on unproven mathematical assumptions

and restrictions on adversary computational powers. Thus, classical cryptographic

schemes are designed assuming some underlying mathematical tasks are hard to

compute, i.e., no efficient algorithm currently exists for solving the mathematical

problem. A typical example is Rivest-Shamir-Adleman (RSA), a widely adopted

public-key cryptography encryption protocol based on the difficulty of prime fac-

torization [4]. However, there is no guarantee that no efficient algorithm can be

discovered in the future to nullify the security of such a cryptographic protocol.

Therefore, such schemes do not guarantee information-theoretic security owing to

their vulnerability to future technological advances in hardware and algorithms, in-

cluding developing a quantum computer. To be more precise, let us assume that a

message encrypted today will be kept secret for sixty years. The encryption scheme
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must be practically unbreakable even after technological breakthroughs in the next

fifty years. However, it has been proved that classical cryptosystems will fall apart

with the birth of scalable quantum computers capable of, for instance, implementing

Shor’s prime factorization algorithm [5].

Quantum key distribution (QKD), in general, guarantees information the-

oretical security-the Holy Grail of communication security-based on the principles

of quantum physics [1–3,6,7]. Essentially, QKD is a key-generating procedure that

permits two distant legitimate parties, Alice and Bob, to establish a shared secret

key even if an eavesdropper, Eve, who has unlimited computational power, inter-

feres with the communication channel. An eavesdropper who attempts to learn

the key can be detected by exploiting the elementary physical limitations implied

by quantum physics. For instance, following a well-known principle of quantum

physics, which postulates that measurement, in general, perturbs the state of the

measured system, any action taken by Eve to gain some information out of quantum

states is a generalized form of measurement that will disturb the original quantum

states. Eve’s strategy may be to generate a perfect copy of the quantum state Alice

sends to Bob; however, this is forbidden by the no-cloning theorem [8]. A third

physical argument that Alice and Bob can exploit to deter an eavesdropper from

learning any information on the key is the principle of entanglement tied together

with the violation of Bell’s inequalities [3].

Based on these quantum mechanical principles, Bennett and Brassard pro-

posed the first QKD protocol in 1984, now commonly known as the BB84 proto-

col [2]. Notably, the BB84 protocol has become one of the most well-studied QKD

schemes and has been shown experimentally. In 1991, Ekert augmented the original

idea of BB84 and independently devised a protocol for which security is based on

entanglement and violation of Bell’s inequality, resulting in the E91 protocol [3]. By

applying E91 ideas to the BB84 protocol in 1992, Bennett, Brassard and Mermin

developed the BBM92 protocol, which also relies on entanglement for security [9].

As part of the effort to combat photon number splitting attacks [10,11], the SARG04

protocol was developed in 2004 [12]. Notably, the quantum state transmission and

measurement phases of the SARG04 protocol are similar to those in the BB84

protocol. The difference lies only in the classical post-processing phase. There are

three classes of QKD protocols based on the detection technique used to recover the

key information encoded within the properties of light. The BB84, E91, BBM92,

B92 [13] and SARG04 [12] belong to a class called discrete-variable (DV) proto-

cols. In this class, information is encoded in the photon pulses, which resemble
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true single-photon states and utilize single-photon detectors for detection purposes.

Due to the challenges associated with producing true single-photon sources and de-

tectors, another class of continuous-variable (CV) protocols was proposed. In this

class, information is encoded in the quadratures of the quantized electromagnetic

field, for instance, those of coherent or squeezed states [14–23]. To meet other prac-

tical QKD implementation requirements, the class of distributed-phase-reference

(DPR) protocols in which the coherence of sequential pulses plays a crucial role in

security was developed. The DPR class encodes information in photon arrival times

or the phase between adjacent weak coherent pulses. Members of this family are

the differential-phase-shift (DPS) protocol [24–31] and coherent-one-way (COW)

protocol [32–36]. Most importantly, the DPS and COW protocols tolerate photon

number splitting (PNS) attacks.

Generally, QKD security is founded on the principle of quantum physics

as well as the assumption of ideal preparation and measurement devices. However,

in practice, QKD devices exhibit imperfections, which barely conform to idealized

theoretical models used to analyze security. For conventional QKD protocols, one

usually presumes that preparation and measurement devices are trusted and char-

acterized in security proofs. Based on these assumptions about the behavior of

the devices, QKD protocols can be proven to be information-theoretically secure.

However, deviation from ideal models during the physical implementation of QKD

opens up various security loopholes for Eve, such as the side-channel attacks.

As a result, we discuss some of these implementation challenges and how

they have been addressed in the following sections. Most notably, this also provides

a motivation for this thesis to address some of these challenges. A case in point,

there have been both theoretical demonstrations of side-channel attacks that ex-

ploit specific properties of preparation and measurement devices [10,11,37,38] and

proof-of-principle attacks on QKD systems [39–48]. A well-known hacking strategy

targeting the preparation device is the PNS attacks [10, 11]. The implementation

of QKD protocols relies on single photons. However, due to their unavailability,

highly attenuated lasers are widely adopted as sources of single photons. These

lasers produce weak coherent photon pulses (WCP) whose photon number distribu-

tion obeys the Poisson probability distribution; hence, there is a non-zero probabil-

ity for multiple-photon pulses. Consequently, Eve may utilize the multiple-photon

pulses and initiate the PNS attack. Fortunately, a few years after discovering this

hacking strategy, the decoy-state method [49, 50], and SARG04 protocol were de-

veloped to address the security threat posed by PNS attacks.
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Ideally, the encoding of photon signals is executed perfectly without state

preparation flaws (SPF). However, this assumption falls short experimentally due to

inherent deficiencies in optical modulators. For definiteness, if the quantum states

are encoded into the polarization degree-of-freedom of the photon, an encoding

flaw may result from a misalignment in the waveplate used to set the polarization.

Particularly, Gottesman et al. [51] demonstrated that such inaccuracies in encoding

can result in poor secret key rates in the presence of high quantum channel loss.

This strong dependency on channel loss stems from the fact that SPFs can be

viewed as a form of basis information leakage. This provides Eve with some edge

in orchestrating basis-dependent attacks. Recently, a loss-tolerant protocol [52]

was devised to make QKD robust against state preparation flaws. Remarkably, by

employing a phase error estimation technique involving the use of basis mismatched

events, the secret key rate of the loss-tolerant protocol is slightly changed by the

increase in SPFs.

Notably, the security proofs of conventional QKD protocols rely on trusted

measurement devices, a premise that enables them to achieve significant rates, but

also provides a loophole for side-channel attacks [53]. To circumvent detector side-

channel attacks, a device-independent (DI) QKD was proposed whose security relies

on the violation of a Bell inequality [7,54–59]. Unfortunately, the DI-QKD requires

loophole-free Bell experiments which renders it not viable with current technol-

ogy. A more practical alternative is measurement-device-independent (MDI) QKD,

which is intrinsically unsusceptible to all side-channel attacks aimed at the mea-

surement device and removes all detection-related security loopholes [60–72]. In

MDI-QKD the two parties, Alice and Bob are linked by an untrusted relay. This

results in a significant increase in attainable transmission distance compared to

conventional QKD schemes. However, the practical MDI-QKD still suffers from its

relatively low key rate compared to conventional BB84 protocol due to the require-

ment of Bell state measurements.

Moreover, QKD implementation requires aligning shared reference frames

between communicating parties, a requirement that poses a problem for practical

implementation. For example, polarization encoding QKD systems require align-

ment of polarization states, while phase coding QKD systems require interferometric

stability. As a result of unstable fiber communication links and imperfections in

the measuring devices, these requirements have proven to be challenging to ful-

fill. It is possible to overcome the potential reference frame misalignment chal-

lenge by encoding qubits in larger systems. However, the process requires creating
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and manipulating many photon-entangled states that are technically challenging to

generate and very susceptible to losses. As a result, reference-frame-independent

(RFI) QKD protocols have been devised to address the reference frame alignment

issue [73]. The system has achieved impressive results both theoretically [74–92] as

well as experimentally [93–101], showing its ability to exchange keys securely under

varying reference frames.

Besides the challenges related to QKD security and imperfections in prepar-

ing and measuring devices, channel losses also pose a significant obstacle to the

practical implementation of QKD, resulting in key rate and distance limitations.

Currently, it is well known that any point-to-point implementation of QKD is re-

stricted by the Pirandola, Laurenza, Ottaviani and Banchi (PLOB) bound, named

after the authors who discovered it [102]. This bound indicates that for a lossy

link with transmittance η, two parties can generate the secret keys at an utmost

rate of − log2(1 − η), which corresponds to the secret key capacity of the channel.

This implies that the secret key rate scales linearly with the channel transmittance

for any direct point-to-point QKD protocol. For instance, protocols like single-

photon-based BB84, decoy-state-based BB84 protocol with weak coherent pulses

and Gaussian modulated CVQKD are restricted by key rate scaling of ≃ η bits per

channel use. Therefore, to circumvent this limit and achieve long-distance high-rate

QKD implementations, we must employ quantum repeaters [103,104] and quantum

networks [105]. However, quantum repeaters are still not possible with the current

technology. Recently, a novel QKD that relies on phase-randomised twin fields of

optical pulses to encode information was developed and can surpass the secret key

capacity bound for repeaterless QKD schemes [106–117]. Similar to MDI-QKD, the

possibility of detector side-channel attacks is removed in this protocol as an un-

trusted relay connects the communicating parties. The twin field (TF) protocol is

based on single photon interference of optical fields generated with almost identical

electromagnetic phases. This single photon interference at the untrusted relay leads

to an improved secret key rate, which scales with ≃ √
η.

Furthermore, to address the problem of limited achievable key rate in

QKD, high dimensional encoding has been invoked as a perfect solution. Generally,

in order to encode information in QKD protocols, parties choose certain degrees of

freedom such as the polarization or phase properties of a single photon as quantum

states. This implies that only one classical bit of information can be encoded onto

each quantum state, resulting in limited secret key rates. However, by using high-

dimensional (HD) quantum systems, communicating parties can encode information
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beyond one bit per signal. Therefore, by using high-dimensional encoding where

each photon can encode log2d > 1 bits of information (where d stands for the

dimension of the system), a secret key rate naturally reduced by inevitable factors

like channel losses, source flaws and detector flaws can be significantly improved.

Furthermore, high dimensional quantum states have been found to be more resistant

to background noise and hacking attacks compared to their qubit counterparts [118].

Therefore, owing to the benefits associated with high dimensional states, several

degrees of freedom have been investigated for HD-QKD which includes position-

momentum [119], orbital angular momentum (OAM) [120–129], time energy [130–

151] and biphotons [152–154].

Apart from these advances, integrated photonic devices have been iden-

tified as a solution to large-scale deployment QKD owing to their characteristics

which provide enhanced functionality and miniaturization, in a platform amenable

to mass-manufacture and easy integration with existing and emerging classical in-

tegrated telecommunications infrastructure [155–160]. Most significantly, these in-

tegrated photonic chips offer numerous benefits such as low cost, low power con-

sumption, and well-established batch fabrication techniques [161]. In particular,

QKD chips, which utilize well-established integrated techniques, have been devel-

oped to create main QKD devices [162–171]. The reliability of these chip-based

QKD devices has been proven through the implementation of various QKD pro-

tocols, such as decoy-state BB84 [155, 162, 166, 172–177], high-dimensional QKD

[178, 179], continuous-variable QKD [180], and measurement-device-independent

QKD [156, 158, 181, 182]. These advancements pave the way for integrating QKD

into telecommunications networks. For a recent review on the progress in chip-based

QKD, see Ref. [160].

Overall, QKD has seen numerous breakthroughs in recent years. This is

supported by the continuous emergence of novel protocols designed to bridge the gap

between theory and practice. By far, QKD experiments have been demonstrated in

efforts to achieve increasingly long distances and/or higher key rates. The estab-

lishment of intercity QKD networks can witness the maturity of the field [183–192],

successful realization of satellite-based QKD in China [193–195] and other efforts

to attain the same feat, development of commercial prototypes in several startup

companies can bear witness to the maturity of QKD field.
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1.1 Contribution and outline of this thesis

As already mentioned, most security analyses are based on the assumption that

the QKD system’s preparation and measurement devices are idealized. However,

such assumptions can be fatal to the security of a QKD system. As a result,

this thesis aims to relax some of these assumptions. Specifically, we demonstrate

security proofs of several QKD protocols by using techniques that closely emulate

the imprecisions in preparation and measurement devices and the environment in

which the QKD is operated. Accordingly, our findings are presented in chapters

3-7. This thesis is arranged as follows.

Chapter 2 describes how to implement generic QKD protocol and reviews

the security definition and classification of QKD attacks as well as their security

proof methods. We conclude the chapter by discussing the set up of practical QKD

and formulation of its secret key rate.

In Chapter 3, we apply the post-selection technique to derive the security

bounds for the six-state SARG04 QKD protocol using finite resources. This protocol

is robust against the zero-error type of attacks such as PNS attacks. This allows

us to demonstrate information theoretical security against optimal coherent attacks

under practical conditions where a source emits multiple photons. This chapter is

based on Ref. [196].

In Chapter 4, we present a three-party RFI-QKD protocol that can be

implemented without actively aligning the reference frame between the sender and

receiver. The protocol exploits entangled states to establish a secret key between

three communicating parties. We derive the security bounds for the proposed pro-

tocol against collective attacks. We then perform a finite-size key security analysis

against general attacks in the presence of statistical fluctuations based on entropic

uncertainty relations. The work is based on Ref. [197].

Chapter 5 examines the asymptotic security of reference frame indepen-

dent twin field quantum key distribution (RFITF QKD). The chapter is based on

Ref. [198]. By considering an RFI case, we simplify the practical implementation

of the protocol by removing the need for active phase stabilization. Moreover,

we employ the loss-tolerant method proposed by Tamaki et al. [52] which allows

us to prove the security of the protocol by considering imperfections in the state

preparation.

7
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Chapter 6 proposes an MDI-QKD protocol that exploits the polarization

state of a biphoton to encode information on a qutrit, a three level quantum system.

Also, we investigate the performance of the proposed protocol by simulating the

secret key rate as a function of transmission distance in the finite regime. The

protocol allows communicating parties to encode information beyond one bit per

signal. The contents of this chapter are based on Ref. [199]

Chapter 7 introduces an MDI-QKD implemented with vector vortex modes.

Specifically, we study the transmission of vector vortex and scalar beams through a

turbulent atmospheric link under diverse weather conditions such as rain or haze.

By utilizing vector vortex beams, which have largely been ignored in the literature,

we demonstrate that a maximum secure key transmission distance of 178 km can

be achieved under clear conditions. When raindrops have a diameter of 6 mm and

fog particles have a radius of 0.5 µm, the signals can reach 152 km and 160 km,

respectively. Since these distances are comparable, this sheds light on the feasibil-

ity of MDI-QKD implemented using vortex vector modes and opens the door to

long-distance quantum secure communications. The chapter is based on Ref. [200].

In Chapter 8, we present our conclusions and suggest further research

directions. Precisely, the chapter captures the findings of the proposed protocols and

insights drawn from the results as far as realization of practical QKD is concerned.

We further provide directions on how the proposed protocols can be improved to

improve the achieve better key rates and enhanced security.

8



Chapter 2
Security of quantum key distribution

2.1 Introduction

We begin by describing the steps involved in implementing a generic QKD protocol

and defining the fundamental notions of security in QKD. Specifically, we describe

briefly the quantum mechanical principles that underpin QKD security. This chap-

ter will also provide an overview of security-proof methods against various classes

of attacks that could be launched by an eavesdropper. The presented security anal-

ysis is mainly based on the composability framework developed by Renner [201].

Further, we provide an overview of a practical quantum key distribution set-up, in

which we examine the types of quantum channels used to transmit photons and the

detection mechanisms utilized to detect the time of arrival of photons. Lastly, we

provide the practical key rate formula for non-decoy and decoy-state methods.

2.2 Generic QKD protocol

In a generic QKD protocol, such as the prepare and measure (P&M) scheme, Alice

and Bob exploit two communication channels: an insecure quantum channel and

an authenticated classical channel. A quantum channel transmits signal states,

which an eavesdropper usually has complete control over it. The classical channel

is authenticated such that the eavesdropper can only listen to the communication

but cannot modify the messages being sent between Alice and Bob.

9
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2.2.1 Quantum phase

During the quantum phase, Alice and Bob use various properties of photons to en-

code classical information. They utilize the quantum channel to transmit quantum

mechanical signals and perform measurements. Below, we describe three subproto-

cols that take place in the quantum phase for conventional and MDI QKD schemes.

2.2.1.1 Conventional QKD protocol

Signal preparation Alice prepares randomly a signal state from or-

thonormal basis βk := {|ψk⟩, pβk
: k ∈ KA := {0, . . . , d − 1}} with probability pβk

.

She encodes the symbol k in the signal state. Here d denotes the dimension of

the Hilbert space, Hd of the orthonormal bases. The signal states are drawn from

mutually unbiased bases (MUB) such that any basis states |ψβ0

k ⟩ and |ψβ1

k ⟩ from

MUBs β0 and β1, respectively satisfy the condition

|⟨ψβ0

k |ψβ1
k ⟩|2 = 1

d
. (2.1)

The protocol can be implemented with a minimum set of two (2) up to d+1 MUBs.

Transmission Alice sends the states to Bob via an insecure quantum

channel.

Measurement: Bob performs measurements on incoming signal states

by means of positive operator valued measure (POVM) MB = {Bk̃}, k̃ ∈ KB :=

{0, . . . , d− 1}.

2.2.1.2 Measurement device independent QKD protocol

Signal preparation and transmission Alice prepares a state from an

ensemble βk := {|ψk⟩, pβk
: k ∈ KA := {0, . . . , d − 1}} with probability pβk

and

sends it through an insecure quantum channel to an untrusted third-party Charlie.

Similarly, Bob prepares a state from an ensemble βk := {|ψk⟩, pβk
: k ∈ KB :=

{0, . . . , d− 1}} and sends it to Charlie.

10



2.2. GENERIC QKD PROTOCOL 11

Measurement Upon receipt of the states, Charlie let them interfere in

the symmetric beam-splitters and perform the Bell state measurement. For each

run, he publicly informs Alice and Bob whether or not his measurement is successful.

After N repetition of the steps in the quantum phase, Alice and Bob continue to

the classical post-processing part of the protocol.

2.2.2 Classical post processing

Parameter Estimation Without loss of generality, in this thesis, unless

otherwise stated, we assume that Alice and Bob use standard basis, usually the Z

(β0) basis, to extract the key and use other bases for bounding Eve’s information.

From the cases where they used the key basis β0, Alice and Bob randomly select a

subset m1 = Np2β0
out of N rounds to estimate the error rate, e = r1/m1. Here, r1

corresponds to the number of mismatches. Similarly, in the cases where they both

use the same basis from the remaining d MUBs, Alice and Bob randomly pick a

fixed number m2 = Np2βk
. The number of incompatible measurements r2 yields the

error rate Ē = r2/m2. If the two error rates e and Ē are above the tolerable error

threshold, they abort the protocol; otherwise, they proceed with other steps of the

protocol.

Sifting: Alice and Bob throw away some rounds with unmatched bases

from the remaining N − (m1 +m2) signals according to the public announcement.

Let n represent the number of remaining key symbols. Alice and Bob’s private raw

data symbols are then given by k ∈ {0, 1, . . . , d − 1}n and k̃ ∈ {0, 1, . . . , d − 1}n,
respectively.

Key map: Alice applies a key map by keeping only the outcomes from

the key basis (Z basis) as the secret key string z ∈ {0, 1, . . . , d− 1}.

Error correction: Bob obtains an estimate z̃ of z using an information

reconciliation scheme. Alice randomly hashes her key string and sends the hash

value to Bob. Bob uses the same hash function to obtain his hash value and

compares it to the one sent by Alice.

11
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Privacy amplification: Alice and Bob use two-universal hashing to

transform their strings z and z̃ into secret keys SA and SB of length ℓ.

2.3 Security of QKD

The security of QKD protocols hinges on the fact that an eavesdropper attempting

to gain information about the transmitted quantum states introduces some errors

due to the laws of quantum physics. Below, we describe the underlying principles

which form the basis for QKD security.

2.3.0.1 The no cloning theorem

The no-cloning theorem asserts that it is impossible to duplicate a random unknown

quantum state [8]. Consider a quantum cloning machine represented by unitary

operator U that is capable to produce the copies of |0⟩ and |1⟩ according to the

following unitary evolution processes

|0⟩u
U7−−→ |0⟩v ⊗ |0⟩d (2.2)

|1⟩u
U7−−→ |1⟩v ⊗ |1⟩d (2.3)

The superscript u denotes the initial state, v is the final state, and d corresponds

to the duplicate state. Note that U is independent of the input states |0⟩ and |1⟩
as the copying machine does not have prior knowledge of the state. However, if the

same cloner machine is applied to the linear superposition α|0⟩ + β|1⟩ of the two

orthogonal states (where α and β are complex amplitudes of the states), then by

the linearity of quantum mechanics, one obtains from Eqs. (2.2) and (2.3) that

(α|0⟩+ β|1⟩)u
U7−−→ α|0⟩v ⊗ |0⟩d + β|1⟩v ⊗ |1⟩d. (2.4)

However, according to the operation of the quantum cloning machine, one should

instead obtain the following result (α|0⟩ + β|1⟩)v ⊗ (α|0⟩ + β|1⟩)d. Based on these

results, one can conclude that whenever α, β ̸= 0, an arbitrary quantum state

cannot be perfectly cloned.

12
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2.3.0.2 Heisenberg Uncertainty Principle

The uncertainty principle posits that a measurement of one quantum observable

inherently leads to uncertainty in determining other conjugate properties of the

system [202]. This means that it is impractical to measure simultaneously the

values of non-commuting observables on a single copy of a quantum state with

perfect accuracy. For any two arbitrary quantum mechanical observables X and Y ,

the uncertainty principle establishes that

⟨△X⟩⟨△Y ⟩ ≥ 1

2
∥⟨[X, Y ]⟩∥, (2.5)

where △X and △B are standard deviations of observables X and Y , respectively.

The notation ⟨·⟩ denotes the expectation value of the observables, [·, ·] denotes the
commutator and ∥·∥ represents the norm of the matrices. For incompatible observ-

ables, i.e., for observables X and Y such that [X, Y ] ̸= 0, reducing the uncertainty

△X of X forces the uncertainty △Y of Y to increase, and vice versa. Thus, the

observables X and Y cannot be simultaneously measured to arbitrary precision. In

quantum communication, these observables may correspond to the phase and exci-

tation number of a harmonic oscillator, the angle and the orbital angular momentum

of a particle, and orthogonal components of spin angular momentum.

2.3.1 Security definition

Typically, secret keys generated from a QKD protocol are used in cryptographic

applications such as one-time pad encryption and digital signature schemes where

an ideal key is required for message encryption [203]. This requirement relates

to the concept of universal composability, which defines the security of a protocol

with respect to the ideal functionality of a protocol [204–206]. A proper definition of

security would allow the key generated by a real QKD protocol to deviate by a small

parameter ε from a perfect key generated by an ideal protocol. The notion of ε-

indistinguishability between real and ideal protocols is characterized by correctness,

secrecy and robustness criteria. For practical scenarios, these requirements are

quantified separately as follows.
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2.3.1.1 Correctness

A QKD protocol is considered correct if SA = SB, for any possible attacking strategy

by an eavesdropper [206]. A QKD protocol is εcor-correct if it deviates from the

correct protocol by a small error probability, εcor, i.e.,

Pr[SA ̸= SB] ≤ εcor. (2.6)

The correctness of a QKD protocol is usually guaranteed by the error correction

subprotocol.

2.3.1.2 Secrecy

A QKD is considered εsec-secret if an adversary has no knowledge of the generated

key. Precisely, a protocol is εsec-secret if it is εsec-indistinguishable from a secret

protocol, that is, it outputs εsec-secret keys with

(1− pabort)ε ≤ εsec, (2.7)

with pabort representing the probability that it aborts. The secrecy of a QKD

protocol often comes from the two-universal family of hash functions used for the

privacy amplification subprotocol. To define the secrecy of a key, we consider the

quantum state ρSAE that describes the correlation between Alice’s classical key SA

and adversary who holds a register E. The quantum register E, is held in some

form of quantum state ρE. Additionally, she holds a copy of the register containing

the classical information she acquired during public discussions. For any error

probability εsec, a key SA is εsec-secret with respect to an adversary who holds a

register E if it is εsec-indistinguishable from an ideal protocol that is uncorrelated

with the eavesdropper if it satisfies [206]

1

2
||ρSAE − ρΩ ⊗ ρE||1 ≤ εsec, (2.8)

where ρΩ is the completely mixed state on the key space and ∥ · ∥1 is the trace

distance.1

1The 1-norm of a linear operator A is ∥A∥1 = Tr(|A|) = Tr(
√
AA†) and the trace distance of

two linear operators A and B is D(A,B) = 1
2∥A − B∥1. The trace distance is used to measure

the closeness between the density operators ρSAE and ρΩ ⊗ ρE in Eq. (2.8).

14
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2.3.1.3 Robustness

Lastly, robustness, εrob, is the probability that the protocol will abort even though

the eavesdropper is inactive. Usually, QKD protocols assume a specific channel

model that characterises their noise levels in the absence of an adversary. Therefore,

at noise levels above a certain threshold, the protocol should automatically abort.

Therefore, a trivial protocol that always aborts is robust according to the above

definition.

In summary, if a protocol is εcor-correct, εsec-secret and εrob-robust then it

is ε-secure with

εsec + εcor + εrob ≤ ε. (2.9)

2.3.2 QKD attacks

We discuss some of the attacks that may be executed by an eavesdropper that are

considered when developing security proofs for QKD protocols.

2.3.2.1 Individual Attacks

In an individual attack, Eve attacks each of the systems transmitted by Alice to

Bob independently and separately, employing the same strategy, and storing each

ancilla in quantum memory. Eve is restricted to measuring her ancilla prior to

the classical postprocessing [1]. This implies that Alice, Bob, and Eve share a

product probability distribution of classical values at the beginning of classical

postprocessing. While this kind of attack assists in gaining intuitions about the

performance capabilities of the QKD protocols, the restriction to individual attacks

is often not rigorous. Consequently, key rates would be overestimated, resulting in

insecure keys being generated.

2.3.2.2 Collective attacks

In a collective attack, Eve identically interacts with each individual system sent by

Alice to Bob. She keeps her ancilla systems in a quantum memory and may perform

15
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any joint measurement on all intercepted states whenever she deems appropriate

[1]. For instance, Eve can keep her ancillas in a quantum memory until a public

discussion between Alice and Bob ends. She can also postpone measurement until

the key is used in a cryptographic protocol. For most cases, the security analysis is

restricted to an i.i.d. (individually and identically distributed) problem when the

source in a QKD protocol produces i.i.d. states and Alice’s and Bob’s interactions

with the quantum states are also i.i.d., thus the joint state between Alice, Bob and

Eve can be assumed to be of form ρNABE = σ⊗N
ABE for an individual copy state σABE

(Here A, B and E represent Alice, Bob and Eve’s state components, respectively).

2.3.2.3 Coherent attacks

Coherent attacks are the most general type of attack. This type of attack does not

limit Eve’s interaction with signals. Rather than applying identical strategies to

individual signals, Eve may attach an ancillary system to entire signals. Then, she

can perform a joint unitary measurement with all the signal states and her ancilla.

Moreover, she can measure her stored ancilla system at her convenience, perhaps

after listening to all classical communication or even after the key has been used

for cryptographic purposes. Therefore, in such a case, there is no restriction on the

structure of the joint state ρNABE after N rounds.

2.3.3 Security against collective attacks

2.3.3.1 Infinite security analysis

In devising security proofs against various attacks, the indispensable quantity to

explicitly determine is the secret key fraction. Thus, all QKD protocols must provide

an explicit expression for the secret key fraction. In the asymptotic limit, where a

sufficiently large number of signals are exchanged between Alice and Bob, the secret

key fraction is expressed as [207]

r = lim
n→∞

ℓ

n
, (2.10)

where ℓ represents the final secret key length and n refers to the raw key length.

For collective attacks, the asymptotic secret key fraction, r in the limit of a key of

infinite size under one-way classical postprocessing was established by Devetak and

16
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Winter as [208]

r = I(A : B)−max
Eve

χ(A : E), (2.11)

where I(A : B) represents the mutual information between Alice and Bob. The

quantity is given by

I(A : B) = 1− h(Q), (2.12)

where h is the binary entropy. The second term in Eq. (2.11) is the Holevo Bound

defined as follows:

χ(A : E) = S(ρE)−
1

2

∑
a

S(ρE|a), (2.13)

where S(·) denotes the von Neumann entropy, a corresponds to Alice’s classical

symbol selected with a probability distribution p(a), ρE|a represents Eve’s ancilla

state, and ρE =
∑

a p(a)ρE|a is Eve’s partial state.

2.3.3.2 Finite security analysis

We examine finite-key limit security analysis based on the tools developed in Refs.

[207,209]. The ultimate goal of finite-length key security is to determine the secret

key fraction r based on a fixed number of signals. For instance, one can observe that

the secret key fraction formula in Eq. (2.10) is impractical since in practice, all QKD

protocols use finite resources. The asymptotic analysis assumes that the number of

exchanged signals, N , is infinitely large, while in practical implementations, Alice

and Bob exchange a fixed number of signals. Thus, we consider a simplified analysis

assuming Alice, Bob, and Eve share quantum states with a tensor product structure.

This is expressed as ρNABE = σ⊗N
ABE. We assume that n is the number of signals

needed to form the raw key and m is the number of rounds used in the parameter

estimation step. According to the notation adopted in the generic QKD protocol

description (Section 2.2.2), we use Z to denote the raw key string. For ε > 0,

that is, the error probability that the protocol deviates from the ideal protocol, the

secret key fraction in the non-asymptotic limit can be expressed as

r = q[H ε̄
min(Z

n|En)− 2

n
log

2

εPA
− leakEC], (2.14)

17
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where the first term q = n
N

means that n out N signals form the raw key. The

term H ε̄
min(Z

n|En) corresponds to the smooth min-entropy which quantifies Eve’s

uncertainty. The parameter is lower bounded by the conditional von Neumann

entropy of the individual-copy state according to the following

H ε̄
min(Z

n|En) ≥ n( min
σZE∈Γξ

S(Z|E)− δ), (2.15)

where δ = 2 log(d + 3)

√
log( 2

ε̄
)

2
. The conditional von Neumann entropy function

S(Z|E) is minimized by states σZE in the set Γξ compatible with parameter esti-

mation statistics. The minimization is done mainly to account for fluctuations in

error rates due to finite-size effects. In particular, if the statistics λm are obtained by

measuring m samples of σZE according to a positive operator-valued measurement

(POVM) with d possible outcomes then for any state σZE

Γξ := {σZE : ||λm − λ∞(σZE)||1 ≤ ξ}, (2.16)

where λ∞(σZE) denotes the statistics obtained in the limit of infinite measurements,

and by the law of large numbers [201,209]

ξ :=
1

2

√
2 ln(1/εPE) + d ln(m+ 1)

m
, (2.17)

where εPE is the probability that parameter estimation fails. The third term in

Eq. (2.14) stems from the fact that, in the non-asymptotic scenario, the privacy

amplification procedure may fail with probability εPA. Finally, the parameter leakEC

denotes the fraction to be removed in error correction. Generally, in practical

implementations, error correction codes do not reach the theoretical Shannon limit.

Typically,

leakEC ≈ fECH(ZA|ZB)−
1

n
log

2

εEC
, (2.18)

where fEC > 1 is the error correction efficiency determined by the code employed

and εEC is the probability that the error-correction procedure fails.

18
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2.3.4 Security against coherent attacks using post-selection

technique

Proving security against general or coherent attacks is usually a daunting task

to deal with directly due to the flexibility given to an eavesdropper on allowed

interactions with the signals. One way to overcome this is to consider a simplified

approach of proving security under the assumption of collective attacks (subject

to the protocol satisfying some requirement, e.g., permutation invariant among

different rounds) and then lifting the proof to coherent attacks [210,211]. The post-

selection technique has been proposed as an approach that applies the same principle

of translating the security against collective attacks to the security proof for coherent

attacks. This section reviews the post-selection technique by Christandl, Konig and

Renner [212]. The proof of the technique originates from the fact that any desired

permutation invariant state can be post-selected from a fixed state [213]. Consider

Hilbert spaces H and H′ such that a transformation from one space to the other is

represented by linear map ∆ : End(H⊗n) 7→ End(H′). A linear map ∆ is said to be

permutation invariant if for any permutation π there exists a completely positive

and trace preserving (CPTP) map Kπ such that Kπ ◦∆ = π◦∆. The post-selection

theorem states that if ∆ is permutation invariant, then

||∆||⋄ = gn,d||∆⊗ (idR)(τHnR)||1, (2.19)

where

gn,d =

(
n+ d2 − 1

n

)
≤ (n+ 1)d

2−1, (2.20)

∥·∥⋄ is the diamond norm which is directly related to the maximum probability that

a difference can be observed between the two CPTP maps End(H⊗n) and End(H′)

and d denotes dimension of H, id is the identity map on End(R). The dimension

of the purifying system R is sufficiently large (R ∼= (Hn)⊗3) and the state τHnR is

a purification of the de Finetti state defined as

τANBN =

∫
σ⊗n
H µ(σH), (2.21)

where µ(·) is the measure brought about by the Hilbert Schmidt metric on the

space of the density operator σH, which represents an identically and independently

prepared subsystem. Now, applying the theorem to the security of QKD, we suppose

that the operation of an actual QKD protocol is represented by a CPTP map E and
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that of an ideal QKD protocol is given by CPTP map F . Given that ∆ := E −F is

permutation invariant, then if E is ε-secure against the collective attacks, we have

that

||∆||⋄ ≤ ε(N + 1)(d
4−1) = έ. (2.22)

The important observation made in the above result is that the security parameter

έ for coherent attacks is polynomially related to ε for collective attacks. The result

implies that one can determine the security against coherent attacks for the actual

QKD protocol represented by the map E from the security against collective attacks.

2.3.5 Security against coherent attacks via entropic uncer-

tainty relation

Entropic uncertainty relations are also available techniques that can prove the secu-

rity of QKD protocols in infinite and finite key analysis [214]. The entropic quanti-

ties usually employed for this purpose are the von Neumann entropy and entropic

uncertainty relation for smooth entropies. Let us consider three quantum systems

denoted by A, B and C. Also, these three systems are correlated in some way or

possibly in an entangled state. Now, consider two POVMs X = Mx and Z = Nz

acting on system A, and whose measurement outcomes are represented by X and

Z, respectively. The uncertainty relation for the von Neumann entropy [215, 216]

of the three systems is given by

H(X|B) +H(Z|C) ≥ q, (2.23)

where

q = log2

(1
c

)
, where c := max

x,z
||
√
Mx

√
Nz||2∞. (2.24)

Analogously, the entropic uncertainty relation for smooth entropies [217] is given

by

H(X|B)εmin +H(Z|C)εmax ≥ q, (2.25)

where ε ≥ 0 is defined as the smoothing parameter. In the discussion that follows,

we focus on security proof in the finite key regime based on smooth entropies. In a

QKD scenario, the system A corresponds to Alice’s quantum systems used for key

generation, B is Bob’s system and C is Eve’s system E. Consider that Alice and

Bob establish a secret key from a shared quantum state of form ρ⊗N
AB by performing

measurements in the Pauli Z and X bases on their subsystems. Suppose that after
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the quantum phase, Alice and Bob possess correlated key strings, Z and Z′, about

which an adversary may have acquired information E. Then, Alice and Bob can

perform a classical post-processing procedure (which comprises an error correction

followed by a privacy amplification procedure), which distills a shared secret key of

length [217]

ℓ = H(Z|E)εmin −H(Z|Z′)εmax. (2.26)

From the above expression, we observe that the key-length is basically obtained

from the difference between the uncertainty that the eavesdropper has about Alice’s

key string Z, determined in terms of the smooth min-entropy and the uncertainty

that Bob has about Z, represented by the smooth max-entropy. The second term

of (2.26), H(Z|Z′)εmax, is closely related to the correlation strength between the

raw keys. The correlation is obtained through the parameter estimation step by

determining the error rate between Z and Z′. Usually, the sample bits used for

parameter estimation are allowed to disagree by, at most, a fraction ξ. Therefore,

we have that

H(Z|Z′)εmax ≤ nh(ξ + µ), (2.27)

where µ takes into account statistical fluctuations in the parameter estimation [218]

and n is the number of bits in the raw key. Following the notion of composability

discussed in Section 2.3.1, the correctness of the protocol is determined by the degree

of correlation between Alice and Bob’s data. Any incompatibilities between Z and

Z′ are corrected by the error correction procedure. This procedure has a failure

probability of εcor. In practical implementations, the error correction procedure is

imperfect, and its efficiency is typically represented as fEC > 1 depending on the

code used. By incorporating the contributions from imperfect error correction we

have:

H(Z|Z′)εmax ≤ leakEC ≈ fECnh(ξ + µ) + log2

( 2

εcor

)
. (2.28)

The first term in (2.26), H(Z|E)εmin, gives the mutual information between Z and

the Eve’s information E. Since in this case, Eve’s information is unknown to Alice

and Bob; it becomes a daunting task to determine H(Z|E)εmin from correlations

between Alice and Bob’s key strings Z and Z′. To overcome this, one can consider

a hypothetical protocol where Alice and Bob as usual select the X and Z bases fol-

lowing the predefined probability distribution. However, in this fictitious protocol,

they always measure their quantum states using a basis complementary to the key

basis, resulting in outcomes X and X′, respectively. Now, to establish the secrecy of
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the protocol, we may apply uncertainty relations for smooth entropies, which gives

H(Z|E)εmin ≥ nq −H(X|X′)εmax = nq −H(Z|Z′)εmax, (2.29)

where q is defined as in Eq. (2.24) and usually correspond to performance of Alice’s

apparatus [218]. The last equality in (2.29) stems from the fact that the basis was

selected randomly for each qubit, and hence the correlation between X and X′ is

the same as the one between Z and Z′. In addition to the uncertainty relation,

the secrecy criterion of the composability definition is satisfied by employing the

Quantum Leftover Hash Lemma [210, 219], which provides a direct operational

significance to the smooth min-entropy. It asserts that, using a random universal2

hash function, it is possible to obtain a ∆-secret key of length ℓ from Z, where

∆ ≤ 2ε+
1

2

√
2ℓ−Hε

min(Z|E) ≤ ε+ εsec/2. (2.30)

Using the bounds on smooth entropies we obtained from uncertainty relations (2.27)

and (2.29), and error correction (2.28), we find that

ℓ = n(q − h(ξ + µ))− leakEC . (2.31)

2.4 Practical QKD set up

The practical implementation of QKD consists of three main components: source,

channel and detection. We present the widely used sources of photon signals, quan-

tum channels, and detection systems in a real-life QKD implementation.

2.4.1 Sources of signal states

2.4.1.1 Weak coherent state source

The majority of QKD schemes are based on the use of single photons. Unfortu-

nately, the single-photon signals are practically challenging to realize. The laser

sources have been widely chosen as light sources due to their practicality and versa-

tility. The laser sources are usually attenuated to produce weak coherent states with

a low average number of photons µ, approximating single-photon Fock states [220].
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The coherent state produced is defined as

|√µeiθ⟩ ≡ |α⟩ = e−µ/2

∞∑
n=0

αn

√
n!
|n⟩, (2.32)

where θ is the phase of the coherent state, n is the photon number and µ = |α|2

correspond to the intensity of the photon source. The phase factor eiθ is accessi-

ble if a reference for the phase is available; otherwise, if the phase of the laser is

randomized for each pulse, the produced coherent state is instead described by the

mixture

ρ =

∫ 2π

0

dθ

2π
|α⟩⟨α| =

∑
n

P (n|µ)|n⟩⟨n|. (2.33)

The probability of finding n photons in such a coherent state is given by Poisson

statistics

P (n, µ) =
µn

n!
e−µ. (2.34)

2.4.1.2 Sources of Entangled Photons by Parametric Down-Conversion

Entangled photon pairs usually used for entanglement-based protocols or triggered

(heralded) single-photon QKD are generated by spontaneous parametric down-

conversion (SPDC) [1, 221]. In this process, a non-linear crystal is used to convert

photons from a pump laser beam into pairs of photons referred to as signal and

idler. During this process, the total energy and momentum are conserved. The

generated photon pairs have a lower frequency than the pump due to non-linear

interaction in the optical crystal. The two output modes are defined as

|ψ⟩SPDC =
√
1− λ2

∞∑
n=0

λn|nA, nB⟩, (2.35)

where λ = tanh γ with γ proportional to the pump amplitude and |nA, nB⟩ is the

state with n photons in each the mode. The probability of finding n photons in

such entangled state is given by

p(n) =
(n+ 1)(γ

2
)n

(1 + γ
2
)n+2

. (2.36)
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2.4.2 Quantum Channels

A quantum channel links the signal state preparation site and the measurement

site. Two main types of quantum channels used in QKD are the optical fiber and

free space. A key parameter that characterizes the quantum channel is the rate of

loss, and studying the expected behavior of the channel is critical when designing

a QKD setup. In a fiber channel, the loss is largely caused by random scattering

processes. It has an exponential relation with the transmission distance l given

by [222]

ηfib = 10−αl/10, (2.37)

where α denotes the attenuation coefficient with a typical value of 0.2 dB/km for

a telecommunication wavelength of around 1550 nm. Free-space links can be used

in various scenarios, from short-distance point-to-point links with small telescopes

mounted on rooftops to earth-satellite links or even space-space links with astro-

nomical telescopes. Losses in these channels can be divided roughly into geometric

and atmospheric contributions. For free space-based QKD, defining losses in terms

of dB/km is generally challenging. Relative to atmospheric scattering, from a wave-

length range of 700–10 000 nm we find several “atmospheric transmission windows,”

e.g., 780–850 nm and 1520–1600 nm, which have an attenuation < 0.1 dB/km in

clear weather [222]. The adverse weather conditions contribute heavily to such

losses.

2.4.3 Detectors

A quantum phase of a QKD process is complete when Bob’s side detects signals.

This can generally be accomplished through various methods, such as photomulti-

pliers or avalanche diodes. Multiple factors influence detector performance, such as

quantum detection efficiency, signal-to-noise ratio, and recovery time [220].

2.4.3.1 Avalanche Photodiodes (APDs)

The APDs are commonly used single-photon detectors in the field of cryptography.

The detectors are designed from silicon, germanium, and indium gallium arsenide

with a choice of material depending on the wavelength to be detected.

24



2.4. PRACTICAL QKD SET UP 25

For QKD purposes, the APDs are usually operated in the Geiger gated

mode [1, 220]. In this mode, the APD is set below the breakdown voltage and

momentarily raised above the breakdown voltage when the signal photon is about

to arrive. A single photon can then trigger an avalanche of millions of electrons

and generate a macroscopic current pulse. After detecting an event, the avalanche

is stopped, gated to lower dark counts, and APD is ready for the next count.

2.4.4 Practical QKD key rate

We have seen in Sections (2.3.3), (2.3.4) and (2.3.5) where we consider security

proofs that the secret key fraction r is an indispensable parameter in guaranteeing

the security of QKD. However, in practical QKD, another set of parameters to

consider is the gain Q and the sifting factor q. The latter depends partially on the

nature of the protocol, while the former is largely dependent on the details of the

setup. These details include the repetition rate of the source, losses in the channel,

efficiency and dead time of the detectors, possible duty cycle, etc. The practical key

rate, R, is obtained from three terms: the secret key fraction r, the sifting factor,

q, and the gain Q. This section is devoted to a detailed study of parameter Q and

how it contributes to the final practical secret key rate. We, therefore, start with

this description.

Concerning the preparation device, we assume that the single photons are generated

using highly attenuated lasers and SPDC, which have the following photon number

distributions: p(n) = µne−µ/n! and p(n) = (n + 1)(µ
2
)n/(1 + µ

2
)n+2, respectively.

The channel loss is characterized by transmittance denoted by ηch and related to

the transmission distance by a loss attenuation coefficient α measured in dB/km.

For a detection system, the parameters of interest are as follows [223].

• The detection efficiency, ηdet which comprises of detector efficiency and the

internal transmission efficiency of optical components inside the measurement

site.

• Dark count rate Pd, which is calculated by adding up the dark count rate

contributions from all detectors used in a QKD system.

• Intrinsic detector error probability ed, which characterizes the misalignment

and stability of the optical system.
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Key exchange statistical parameters are basically detection and error rates.

For detection rate at the measurement site, the first contributing parameter is total

transmittance, η given by [223]

η = ηdetηch, (2.38)

where ηch represents the quantum channel transmittance. Usually, in the simulation,

the n photons in the n-photon signal pulse are assumed to behave independently,

hence the transmittance of the n-photon signal pulse is given by

ηn = 1− (1− η)n. (2.39)

The transmittance provides the conditional probability of a detection event

at the measurement site. However, a more appropriate parameter to describe detec-

tion events is the yield, Yn for an n-photon signal. The yield comprises of detection

events that emanate from the dark counts and the true signals and is given by

Yn = Pd + ηn − Pdηn. (2.40)

From the yield, one can obtain the gain, Qn which represents the proba-

bility that n-photon signal pulses sent through the quantum channel get detected

at the measurement site. The gain of n-photon signals is given by

Qn = Ynp(n). (2.41)

Then, the overall gain is obtained from the summation of Qns as

Q =
∞∑
n=0

Ynp(n). (2.42)

The error rate on n-photon signals is given by

en =
1/2Pd + edηn

Yn
, (2.43)
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where the factor 1/2 stems from the fact that error rate due to background

counts is assumed to be random, hence assigned a 50% occurrence probability. Then

the overall quantum bit error rate (QBER) is given by

E =
1

Q

∞∑
n=0

enYnp(n). (2.44)

The practical key rate is thus given by

R = q{Q(IE − leakEC)}, (2.45)

where IE is Eve’s information which depends on the security proof method

employed, and leakEC = fECH(E).

2.4.4.1 Decoy state method

The decoy state method was first proposed by Hwang [49] to guard against the

PNS attack and enhance the security of the coherent state QKD. In this section,

we exploit the decoy method of [50,223] to describe the performance of a practical

QKD protocol. The idea of decoy states is that Alice adjusts the laser intensity

randomly during the protocol; at the end of the quantum signal exchange, she

will disclose which state she sent in each run. Here, we consider a decoy scheme

implemented with finite decoy states. In particular, Alice randomly prepares the

photons using three different intensities (µ, ν, ω) where µ is the intensity for signal

states, ν for decoy states, and ω for vacuum states [223]. The three intensities

are usually selected with the probabilities Pµ > Pν > Pω where Pµ, Pν and Pω

correspond to the probabilities for signal, decoy and vacuum states respectively.

The signal states obtained with intensity µ are used for generating the final key.

Decoy states acquired from intensity ν are for bounding Eve’s knowledge to the key.

Thus, the key generation rate for the decoy state-based protocol is given by

R = q[Qω +QZ
µ,1(I

U
E − leakEC)], (2.46)

where upper bound, IUE is obtained from the upper bound for error rate in
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the Z basis, eZ,U1 for single photon components. The error rate is expressed as

eZ,U1 =
EZ

µQ
Z
µ − e0Q

Z
ωp(µ|0)

Y1,Lp(µ|1)
, (2.47)

where

Y1,L =
p(µ|2)[QZ

ν − p(ν|0)QZ
ω ]− p(ν|2)[QZ

µ − p(µ|0)QZ
ω ]

p(µ|2)p(ν|1)− p(µ|1)p(ν|2)
. (2.48)

Here Qω, Qµ and Qν correspond to the gains for photon states obtained

with intensities ω, µ and ν, respectively. The parameterQZ
µ,1 corresponds to the gain

for the single photon pulses prepared and measured in the Z basis. The probability

p(γ|n) with γ ∈ {ω, µ, ν} represents the photon number distribution for different

intensities.
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Chapter 3
Security of six state SARG04 protocol

with post-selection technique

3.1 Introduction

This chapter provides a finite security analysis of the six-state SARG04 protocol

using a post-selection technique [212]. The SARG04 protocol [12] was developed

in an attempt to combat the photon number splitting (PNS) attacks [10, 11]. The

SARG04 protocol generates the secret key by encoding information in a pair of non-

orthogonal states. The security assertion with this type of encoding comes from the

fact that a protocol using N states for encoding can only result in unambiguous

state discrimination if at least N−1 copies of any of the states are in the possession

of an eavesdropper [224]. For instance, in the original SARG04 protocol that utilises

four states, Eve can determine with a certain probability the state sent by Alice

from the pulses that contain at least three photons. As a result, protocols that use

many states for encoding are more robust to PNS attacks since an eavesdropper

needs more photons to unambiguously discriminate between states. On this basis,

we study the security of the six-state SARG04 protocol, which produces a secure

key using a source that emits a maximum of four photons per signal. As a result of

its intriguing property of uncertainty in the discrimination of quantum states, non-

orthogonal state coding has been applied to prove security against forgery attacks

in quantum digital signature schemes [225, 226]. Moreover, it has been extensively

investigated both theoretically [227–233] and experimentally [234, 235]. It should

be noted that all these works considered the asymptotic key size regime when ob-
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taining security bounds. However, the tools for computing information theoretical

security in the finite-key regime have become available and proofs of security for

finite length keys have been studied mostly under the assumptions of collective

and coherent attacks for single-photon BB84 protocols [201, 218, 236–241], BB84

decoy state protocols [242–252] CV protocols [20, 21, 253–256] and for DPR proto-

cols [257]. Other efforts have been made to improve the bounds on the secret key

rates, for example, using a technique that uses uncertainty relations associated with

smooth entropies [214, 217, 218]. This approach is elegant since it provides bounds

for general kinds of attacks rather than collective attacks. However, this strategy

works perfectly for protocols implemented with two mutually unbiased bases; thus,

we cannot employ this strategy in the six-state SARG04 protocol because of the

additional Y basis. Therefore, in this chapter, we apply the post-selection tech-

nique to derive the security bounds for the six-state SARG04 QKD protocol using

finite resources. This protocol is robust against the zero-error type of attacks, such

as PNS attacks, and this allows us to demonstrate information theoretical security

against optimal coherent attacks under practical conditions where a source emits

multiple photons. This chapter is based on the work in Ref. [196].

3.2 Review of the six-state SARG04 protocol

The six-state SARG04 protocol was first introduced in Refs. [224,230]. This protocol

uses the same six quantum states as the original six-state protocol [258]. Thus, the

quantum state transmission and measurement phases are similar to those in the

six-state protocol, and the experimental implementations are the same. The main

difference lies in the classical post-processing phase. Furthermore, a secure key

can be generated from a signal pulse containing a single photon to four photons in

six-state SARG04 instead of a single photon pulse in the six-state protocol. The

protocol can be described using the entanglement distillation procedure (EDP) as

follows. The EDP utilizes four egeinstates {|0x⟩, |1x⟩}, {|0z⟩, |1z⟩} from the X and

Z bases, respectively for defining the rotation operators applied by Alice and Bob

on their qubits. The rotation operations performed by Alice and Bob on their pairs

of qubits are defined as: R = cos(π
4
)1 + sin(π

4
)(|1x⟩⟨0x| − |0x⟩⟨1x|); Γ0 = 1 is the

identity rotation; Γ1 = cos(π
4
)1− isin(π

4
)Z+X√

2
and Γ2 = cos(π

4
)1− isin(π

4
)Z−X√

2
.

The protocol starts with Alice preparing the qubit pairs in the following state

|ψ⟩⊗k
AB = (|0z⟩A|φ0⟩⊗k

B + |1z⟩A|φ1⟩⊗k
B )/

√
2, (3.1)
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where |φi⟩ = cos(π
8
)|0x⟩+ (−1)isin(π

8
)|1x⟩, i ∈ (0, 1) and k corresponds to the num-

ber of photons emitted by Alice’s photon source. After that, Alice applies the

rotation operation ΓlR
m and sends the other qubit to Bob. Here, l ∈ {0, 1, 2} and

m ∈ {0, 1, 2, 3}. Following the receipt of qubits Bob executes the reverse oper-

ation R−m′Γ−1
l followed by a filtering operation described by the Kraus operator

F = sin(π
8
)|0x⟩⟨0x| + cos(π

8
)|1x⟩⟨1x|. Finally, Alice and Bob keep only the qubits

where they used the same rotation operations to obtain a raw key.

3.3 Security against collective attacks

In this section we provide security bounds for six state SARG04 protocol in the

asymptotic regime. The results from this section will form a basis for development

of the secret key fraction formula for SARG04 in the finite key analysis regime.

The security proof of SARG04 from the EDP based QKD described in the previous

section goes as follows. Alice and Bob select a random subset of m qubit pairs

and perform Z measurements on them. The measurement outcomes are announced

publicly in order to estimate the bit error rate on the remaining pairs (key bits).

Thanks to the random sampling theorem, this process provides an precise estimation

of the bit error rate on the key bits, while the phase error rate is inferred from

this estimation as shown in section 3.3.1 following methods derived in [230]. After

estimation of the error rates, they choose a Calderbank-Shor-Steane (CSS) code that

is sufficient to correct all bit and phase errors so that they share some maximally

entangled states in the form of |Φ+⟩AB = 1√
2
(|00⟩AB + |11⟩AB) where A and B

correspond to Alice and Bob’s qubits, respectively. Finally, by performing Z-basis

measurement on those states, they share a secret key. From the EDP based on CSS

codes, the asymptotic secret key fraction for the six-state SARG04 protocol using

one way classical communication is given by [258,259]

r = 1−H(X)−H(Z|X)

= 1− h(ebit)−
4∑

k=1

h(ekph|ebit). (3.2)

The parameter H(X) correspond to uncertainty in the bit flip error patterns whilst

H(Z|X) is the conditional entropy used to determine phase error patterns condi-

tioned on the knowledge of the bit error patterns. The parameters ebit and ekph
correspond to the bit error rate and the phase error rate due to k-photon pulses.
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It is important to note that a secure key can be extracted from six state SARG04

protocol executed with a source that emits up to four-photon signal pulse. Thus,

the conditional entropy h(ekph|ebit) in Eq. (3.2) is the contributions to the secret

key fraction from single-photon states up to four-photon states. We show security

assertion of the foregoing statement based on the theorem that follows.

Theorem 1. A protocol implemented with N-states and utilising non-orthogonal

states for encoding can extract a secure key if a photon source emits less N − 1-

photon signal state.

Proof. We prove that for protocols using N -states, Eve can obtain either partial

or full information from states containing N − 1-photons through the unambiguous

state discrimination (USD) strategy [260, 261]. We demonstrate this with the six-

state protocol, where the states used are |+ z⟩, |− z⟩, |+x⟩, |−x⟩, |+ y⟩ and |− y⟩
from the Pauli Z, X and Y eigen-bases, respectively. For the six-state SARG04

protocol, the USD attack compromises security when a source emits pulses with five

photons. These pulses will be in one of the six states, |ψ1⟩ = |+z⟩⊗5, |ψ2⟩ = |−z⟩⊗5,

|ψ3⟩ = | + x⟩⊗5, |ψ4⟩ = | − x⟩⊗5, |ψ5⟩ = | + y⟩⊗5 and |ψ6⟩ = | − y⟩⊗5. These states

form a six-dimensional symmetric subspace, and since they are linearly independent

[260], there exists a set of positive operator-valued measures (POVMs) that can

distinguish between them with some probability of success pok. For definiteness,

for any i = ±z,±x,±y, let’s define |ψ⊥
i ⟩ ∈ (C2)⊗5

sym as the state orthogonal to the

five-photon state |ψj⟩⊗5, with j ̸= i. The measurement that distinguishes between

the five-photon states |ψj⟩⊗5 consists of seven positive operators that sum to the

identity operator, 15,sym in this symmetric subspace (C2)⊗5
sym. These operators are

denoted by

Mi =
2

3
|ψ⊥

i ⟩⟨ψ⊥
i |

Minc = 15,sym −
∑
i

Mi. (3.3)

The probability of an inconclusive result from this measurement is given as

pinc = ⟨ψj|⊗5Minc|ψj⟩⊗5 =
1

2
. (3.4)

Thus, the measurement is optimal if we restrict that the probability of a conclusive

result is the same for all six states being distinguished. It has been shown in

[261, 262] that the maximal probability of unambiguous discrimination is equal to
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the reciprocal of the maximum eigenvalue of the operator

1

6

∑
i=±z,±x,±y

(|ψ⊥
i ⟩⟨ψ⊥

i |), (3.5)

which gives pok = 1
3
. From this, it follows that Eve can gather full information

by blocking pulses containing all the one-photon pulses, two-photons pulses, three-

photon pulses, four-photon pulses and a third of the five-photon pulses, by per-

forming the PNS attack which is described by the following steps. (a) She measures

the number of photons in a pulse; (b) she throws away all pulses containing less

than five photons; (c) on the pulses containing at least 5 photons, she executes a

measurement M, and if the result is conclusive (which happens with probability

pok ≳ 1
3
) she prepares a photon in a state that she just learnt and sends it to Bob.

This attack is referred to as an intercept-resend with unambiguous discrimination

(IRUD) attack. It is clear from IRUD attack that six state SARG04 can extract a

secure key up to four-photon pulse contributions.

3.3.1 Estimation of error rates

Due to the symmetry of the protocol and assumptions based on collective attacks

by Eve, Alice and Bob’s systems are described by a Bell diagonal density matrix,

ρAB which can be expressed in terms of four orthogonal Bell states given by

|Φ±⟩ = 1√
2
(|00⟩ ± |11⟩) and |Ψ±⟩ = 1√

2
(|01⟩ ± |10⟩).

If the initial state prepared by Alice is |Φ+⟩, after applying projective measurements

represented by Pauli operators, X, Y , and Z, then the probability of getting only a

bit flip error is PrX = Tr(ρAB|Ψ+⟩⟨Ψ+|) and the probability of getting only a phase

flip error corresponds to PrZ = Tr(ρAB|Φ−⟩⟨Φ−|). Finally, the probability of both

the phase and bit flip errors is given by PrY = Tr(ρAB|Ψ−⟩⟨Ψ−|). The bit error rate
is therefore given by

ebit = PrX + PrY ,

and the phase error rate is expressed as

eph = PrZ + PrY .
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Let δ = PrY be the probability that both phase and bit flip errors occur. This

probability quantifies the mutual information between phase flip errors and bit-

flip errors, and it can be used to estimate the phase error rate from the bit error

rate [230]. The relationship between phase error rate and bit flip error rate for

one-photon part is given by

e1ph =
3

2
ebit, δ =

3

4
ebit. (3.6)

For the two-photon part, the relationship between the error rates is expressed as

e2ph =
2−

√
2

4
+

3

2
√
2
ebit, δ =

4 +
√
2

8
ebit. (3.7)

In the case of three photons emitted by the source, the error rates are given by

e3ph =
1

4
+

3

4
ebit,

1

2
≤ δ ≤ 3

4
ebit. (3.8)

Finally, for the four-photon part, the error rates are expressed as

e4ph = min
x

{xebit + f(x)} ∀x,

2− 2
√
2

4
ebit ≤ δ <

4 +
√
2

8
ebit (3.9)

where f(x) =
6− 4x+

√
6− 12

√
2x+ 16x2

12
.

The conditional entropy h(ekph|ebit) quantifies the amount of information that Eve

has on the error-corrected key. It is given by

h(ekph|ebit) = −
∑

p(ebit, e
k
ph)log2

(
p(ebit, e

k
ph)

p(ebit)

)
, (3.10)

which can be explicitly expressed as

h(ekph|ebit) =− (1 + δ − ebit − ekph) log2

(
1 + δ − ebit − ekph

1− ebit

)

− (ekph − δ)log2

(
ekph − δ

1− ebit

)
− (ebit − δ)log2

(
ebit − δ

ebit

)
− δlog2

(
δ

ebit

)
. (3.11)
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3.3.2 Bound on the finite secret key rate

It is important to note that the secret key fraction formula for six state SARG04

derived in the previous section is only valid under assumption that Alice and Bob

exchange infinite number of signals. In this section we show modifications to the

formula for secret key fraction r introduced by finite security analysis, where Alice

and Bob perform a total number of N measurements. After the parameter esti-

mation and sifting phase, the parties remain with n raw bits in which the final

key of length ℓ is distilled through error correction and privacy amplification. We

consider the six-state SARG04 coding with asymmetric bases choice by Alice. We

write pZ the probability that the Z basis is chosen and pc =
1−pZ

2
the probability

that the bases complementary to the Z basis are chosen. However, Bob is restricted

to always choose the bases with uniform probability pBob = 1
3
. Therefore, denoting

N as the length of Alice’s and Bob’s qubit pairs before sifting, the raw key will

be of length n = 1
2
NpBobpZ , Eve’s information is estimated on a sample consisting

of m = 1
2
pBobNpc. Here the factor 1

2
corresponds to the probability that detec-

tion leads to conclusive results (which correspond to successful filtering in the EDP

protocol). The finite secret key fraction for the six-state SARG04 protocol under

collective attack sketched along the lines in Ref. [238] is now reformulated in this

form

rcol = q

[
min

σABE∈Γξ

H(A|E)−H(A|B)− 1

n
log

2

εEC
− 2

n
log

1

εPA

− (2 log d+ 3)

√
log(2

ε̄
)

n

]
, (3.12)

where the first term q = n
N

means that n out N signals form the raw key, and the

value d represents the dimension of the quantum systems used in the protocol. The

function, minσABE∈Γξ
H(A|E) is equivalent to summation of conditional entropies,∑4

k=1 h(e
k
ph|ebit) from each k-photon contribution. This corresponds to the bits sac-

rificed to remove Eve’s knowledge of the final key during privacy amplification. The

function is minimized by states σABE (purification of ρAB) in the set Γξ compatible

with parameter estimation statistics [237]. The minimization is done mainly to

account for fluctuations in the error rates due to finite-size effects. To account for

statistical fluctuations we leverage a quantitative version of the law of large num-

bers defined in [209, 237] which states that the measurement statistics λ∞(σABE)

obtained in the limit of infinite measurements must be close to statistics λm that

are obtained by measuring m samples (the number of signals used for parameter
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estimation) of σABE according to a positive operator-valued measurement (POVM)

with j possible outcomes. In particular, by the law of large numbers, for any εPE,

we have that σABE is contained in the set

Γξ :=

{
σABE : ||λm − λ∞(σABE)||1 ≤ ξ :=

1

2

√
2 ln(1/εPE) + j ln(m+ 1)

m

}
, (3.13)

except with error probability εPE. Basically Eq. (3.13) allows us to establish a

relation between asymptotic values and the observed values (ebit). Specifically, λm

corresponds to observed error rate ebit from the randomly sampled m data set. For

the error rate, the number of outcomes for the POVM needed to estimate it equals 2

since the outcomes are ‘Alice’s bit = Bob’s bit’ and ‘Alice’s bit ̸= Bob’s bit’. There-

fore, the upper bound on error rate, ebit compatible with fluctuations is estimated

as

eUbit = ebit + ξ. (3.14)

Then, from the upper bound on the bit error rate ebit we can determine the upper

bounds on the phase error rates, ekph, due signal pulses with different photon number

statistics. For instance, for the two-photon signal pulses, the upper bound is given

by

e2,Uph =
2−

√
2

4
+

3

2
√
2
eUbit, δ =

4 +
√
2

8
eUbit. (3.15)

In Eq. (3.12), the parameter H(A|B) corresponding to h(ebit) represents the frac-

tion of bits that leaked to Eve during error correction. The term εPE is the failure

probability of the parameter estimation step, and ε̄ is the smoothing parameter

that gives the accuracy of parameter estimation. Finally, the parameter εEC is the

probability that the error correction procedure fails. Furthermore, εPA corresponds

to a bound in which the privacy amplification procedure fails to distill a secure key.

These probabilities are subject to the following constraint,

ε = εPE + εEC + ε̄+ εPA. (3.16)

Here, ε is the overall security parameter corresponding to the most considerable

failure probability allowed to distill a secure key from the protocol.
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3.4 Post-selection technique: SARG04 protocol

on multi-photons

In this section, we lift up the security bounds of the six-state SARG04 protocol

obtained against collective attacks in the preceding section to coherent attacks by

applying the post-selection technique proposed in [212].

Theorem 2. The secret key fraction for six-state SARG04 protocol obtained under

collective attacks can be lifted to the security against coherent attacks by applying

the post-selection theorem [212] and yields;

rcoh = rcol −
2(d4 − 1)log2(N + 1)

N
. (3.17)

Proof. In the composable framework of security, the operation of the six-state

SARG04 protocol can be represented by a completely positive (CP) map E that

takes the joint state ρA1B1...AnBn of the particle pairs (Ai, Bi) as inputs and outputs

the state ρSC of the key. The transcript C represents the communication exchanged

over the classical channel. Let presume S is a map that takes as input the bit

strings of the keys {SA, SB, C} produced by the map E and output perfect keys

{S ′A, S ′B, C}. In order to find the security, we compare this mapping for the six-

state SARG04 protocol with the ideal mapping F of a protocol that outputs a

perfect key. The ideal CP map F can be constructed by concatenating the map S
with the map E i.e., F = S ◦ E .

Based on the security definition and the post-selection theorem [212], it can be

argued that E is ε-secure for any attack by an adversary if

||E − F||⋄ ≤ ε. (3.18)

The threshold on ε is given by the distance between two CP maps, which is com-

puted by evaluating the deviation of key generated by the map E from a perfect

key produced by the map F . The input states of the map E are de Finetti Hilbert

Schmidt states. The latter correspond to the mixture of states which has product

form ρ⊗N
AB prepared from a source that generates identical and independent copies

of density operator ρAB. These particular states are expressed as

τANBN =

∫
ρ⊗N
ABµ(ρAB), (3.19)
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where µ(ρAB) is the measure on the space of ρAB brought about by the Hilbert

Schmidt metric.

The result obtained from the comparison of the distance between the two permu-

tations invariant CP maps E and F under the assumption of collective attacks can

be translated into security against the optimal coherent attacks as stated initially

in [263]. By applying Theorem 1 in [212] to our scenario implies that E is ε secure

if

△(E ,F)ρ
ANBN

≤ (N + 1)(D
2−1)△(E ,F)τ

ANBN
, (3.20)

where△(E ,F)ρANBN is the diamond norm distance for the protocol taking as inputs

arbitrary states ρANBN . △(E ,F)τANBN correspond to the diamond-norm distance

for the protocol using de Finetti states. The N qubit pairs shared by Alice and Bob

span the Hilbert space H = HA ⊗HB which has dimension D = d2. The security

parameter εcoh for optimal coherent attacks is therefore given by

εcoh = ε(N + 1)(d
4−1). (3.21)

In order to compute the finite secret key fraction under coherent attacks, it is essen-

tial to remark that Eve holds the purification of Alice and Bob’s density operator

ρANBN . This can be conveniently described under collective attacks where Eve holds

purification of each subsystem ρAB. The joint state of N subsystems of unknown

density operators ρAB which is correlated with Eve’s system ρE ∈ {HE} is described

by de Finetti state

τ ′ANBNEN =

∫
ρ⊗N
ABEµ(ρABE). (3.22)

Since Eve’s attack is not restricted, she may also gain more information on the key

as a consequence of holding the purification of the joint state ofN systems τ ′ANBNEN .

Let HE′ denote the Hilbert space in which the purification of the joint state resides.

Then, to bound Eve’s knowledge on the key considering optimal coherent attacks,

we have to minimize the conditional entropy Hεcoh
min (A

N |ENE ′). The entropy is given

by

Hεcoh
min (A

N |ENE ′) ≥ Hεcoh
min (A

N |EN)− 2H(E ′). (3.23)

Due to restriction from the security parameter εcoh the dimension of the Hilbert
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space HE′ is bounded by (N + 1)d
4−1. This implies that HE′ can hold at most

log2(N+1)d
4−1 bits of information. Consequently, the conditional entropyHεcoh

min (A
N |ENE ′)

can be rewritten as

Hεcoh
min (A

N |ENE ′) ≥ Hεcoh
min (A

N |EN)− 2(d4 − 1)log2(N + 1). (3.24)

The first term on the right-hand side of Eq. (3.24) is the conditional entropy

for the collective attacks in Eq (3.12). The idea is then to compensate the extra

information available to the Eve in the space HE′ by reducing the key size obtained

from collective attacks with 2(d4−1)log2(N +1) key bits. Therefore, the secret key

fraction for coherent attacks can be formulated as

rcoh = rcol −
2(d4 − 1)log2(N + 1)

N
. (3.25)

3.4.1 Simulation

The simulation results demonstrate the performance of the six-state SARG04 pro-

tocol under collective attacks and coherent attacks when we apply the post-selection

technique. It can be observed that the six-state SARG04 protocol under collective

attacks provides a better secret key fraction when compared to the same protocol

under coherent attacks. Based on Figure 3.1, the protocol for collective attacks (i)
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Figure 3.1: The plot of secret key fraction versus the number of signals N , for (i)
six-state SARG04 protocol under collective attacks with four-photon source, (ii) six-
state SARG04 protocol with four-photon source following post-selection technique.

requires fewer signals to achieve the positive secret key fraction as compared to the
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Figure 3.2: The plot of secret key fraction versus the number of signals N , for
(i) four-state SARG04 protocol under collective attacks with two-photon source,
(ii) four-state SARG04 protocol with two-photon source following post-selection
technique.

one that uses post-selection technique (ii). However, the difference is not substan-

tial, considering that the bounds obtained with the post-selection technique do not

impose any restrictions on adversary attacks. As a result, this protocol provides a

better alternative for proving the security of realistic QKD implementations.

We also compare our results for the six-state SARG04 protocol with the original

four-state SARG04 protocol. This is shown in Figure 3.2. The original SARG04 pro-

tocol yields better secret key fraction with fewer signals than the six-state SARG04

protocol. When the post-selection technique is applied, a positive secret key fraction

is obtained with approximately 2× 105 signals for the four-state SARG04 protocol.

In contrast, the six-state SARG04 protocol requires a minimum of 6 × 107 signals

to achieve a positive secret key fraction. Nevertheless, in a realistic QKD scenario

with an attenuated laser source, the six-state SARG04 protocol is more robust to

the PNS attacks when compared to the original four-state SARG04 protocol. With

the four-state SARG04 protocol, a secure key can be distilled from a source that

emits at most two photons per pulse, whilst the six-state SARG04 protocol allows

the secret key to be obtained even when a source produces pulses that contain four

photons. It is worth noting that the six-state SARG04 protocol can be implemented

with current state-of-the-art optical devices, as its experimental implementation is

identical to that of the conventional six-state protocol. The numerical simulations

presented in this work play a crucial role in determining the optimal experimental

parameters and the necessary signals for generating a positive key rate. Notably,
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the SARG04 protocol was successfully implemented experimentally in [264]. Ad-

ditionally, the six-state protocol was demonstrated experimentally in [94], and the

experimental setup used for its execution can be adapted to implement the six-state

SARG04 protocol, with the only difference being the classical post-processing of the

experimental data.

3.5 Conclusion

We have analyzed the security of the six-state SARG04 protocol by applying the

post-selection technique for a finite number of resources. The technique translates

security bounds restricted to collective attacks to the optimal coherent attacks by

an adversary. Most security proofs have been derived based on the assumption of

the availability of a perfect source and have been restricted to collective attacks.

In contrast, our approach considers a multi-photon source and optimal coherent

attacks as posited by the post-selection technique, enabling us to spell out the

security bounds under realistic conditions. Furthermore, we compare the security

bounds for the four-state protocol and six-state SARG04 protocol under collective

attacks to the security bounds obtained after applying the post-selection technique

when a finite number of resources are used. Our results demonstrate that the

bounds for optimal attack are close to the bound for collective attack for a large

number of signals. The six-state SARG04 protocol proves to be more robust to the

PNS attacks when compared to the original four-state SARG04 protocol. When the

four-state SARG04 protocol is implemented, a secure key can be distilled from a

source that emits at most two photons per pulse. In contrast, the six-state SARG04

protocol allows the secret key to be obtained even when a source produces pulses

that contain four photons. Thus, this demonstrates the power of the post-selection

technique in deriving the security bounds for the six-state protocol when finite

resources are used. This means it is possible to distill a secure, reasonable secret

key from a reasonably good number of signals, even when considering the optimal

attack by an adversary.
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Chapter 4
Three-party reference frame independent

QKD

4.1 Introduction

One of the challenges in the practical implementation of QKD is the requirement of

an aligned reference frame between the communicating parties [73]. For instance,

alignment of polarization states for polarization encoding and interferometric stabil-

ity for phase coding. These requirements have proven challenging to satisfy due to

unstable fiber communication links and imperfections in measurement devices [265].

Efforts to address potential reference frame misalignment by encoding qubits with

larger systems require the creation and manipulation of many photon entangled

states that are very difficult to generate and are very sensitive to losses [74,75,77].

Fortunately, the reference frame independent (RFI) protocol was proposed by Laing

et al. [73] to address this alignment problem. Since the inception of the RFI pro-

tocol, outstanding results have been achieved both theoretically [76,78–92] and ex-

perimentally [93–101], thus demonstrating its capability to achieve a higher secure

key rate under a varying reference frame.

In this chapter, we widen the reach of QKD by considering the RFI protocol employ-

ing two-qubit entangled photons to establish a secret key between three communi-

cating parties. We show that the number of communicating parties can be extended

further and still achieve a secret key rate and transmission distance comparable to

the traditional two-party QKD. We also demonstrate the feasibility of multipartite
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QKD and its potential for achieving global-scale quantum networks. Multipartite

QKD schemes have also been shown to be robust in some noise regimes [266], making

them secure compared to generating a multipartite secret key through many inde-

pendent bipartite protocols. Moreover, we provide a composable finite-key analysis

for the proposed three-party protocol implemented with decoy states based on en-

tropic uncertainty relations. The entropic uncertainty relations are a direct and

robust method for quantifying the information held by communicating parties and

the eavesdropper. This method also provides tight bounds on the secret key rates

obtained from finite resources and avoids estimates compared to preexisting ap-

proaches such as post-selection technique [212] and the de Finetti theorem [263],

which provide pessimistic finite key rate estimates.

Moreover, our security analysis considers implementation with decoy states, making

our proposed protocol robust against photon number splitting (PNS) attacks [11].

This allows us to demonstrate information theoretical security against general at-

tacks under practical conditions where a source produces multiple photons. To

account for statistical fluctuations in the finite regime, we employ the tail inequal-

ity for random sampling without replacement and multiplicative Chernoff bound

proposed in Ref. [267], which provides the tightest bounds on expected and ob-

served values. A large-deviation Chernoff bound [240] is another preexisting method

used for statistical analysis, which is equally rigorous as the multiplicative Chernoff

bound but fails to produce tight bounds on observed values in the high-loss regime

leading to a rapid decrease in the achieved secret key rate. The Gaussian analysis

method [223] is also comparable to the multiplicative Chernoff bound. However, it

is not rigorous as it is limited to independently and identically distributed random

variables. The tail inequality for random sampling without replacement provides

the tightest bounds on observed error rates and avoids inequality scaling com-

pared to pre-existing methods used in Refs. [240, 268]. This chapter is based on

manuscript [197].

4.2 Operation of the proposed protocol

The proposed three-party RFI QKD protocol is described as follows. Alice starts

by preparing a two-photon entangled state using a spontaneous parametric down-

conversion (SPDC) source. She then applies polarization modulation in these en-

tangled photons using the same basis chosen from three Pauli encoding bases, X,
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Y , and Z. To combat the PNS attack, Alice randomly prepares the photons using

three different intensities (µ, ν, ω) where µ is the intensity for signal states, ν for

decoy states, and ω for vacuum states [223]. The three intensities are selected with

the probabilities Pµ > Pν > Pω where Pµ, Pν and Pω correspond to the probabil-

ities for signal, decoy and vacuum states respectively. The two photons are sent

to communicating parties, Bob and Charlie, via insecure quantum channels. Upon

receipt of photons, they (Bob and Charlie) measure them using any of the three

randomly selected measuring bases, {X, Y, Z}, to guess the Alice preparation basis.

The signal states obtained with intensity µ are used for generating the final key,

while decoy states acquired from the intensity ν are for bounding Eve’s knowledge

to the key. In the proposed protocol, Alice measures all the signal pulses, (µ) in

the Z basis, and weak decoy pulses, ν in all bases {X, Y, Z}. Furthermore, in

this protocol, Alice, Bob, and Charlie share a common aligned measurement basis

ZA = ZB, ZA = ZC while other measurement bases X and Y are allowed to slowly

vary by an arbitrary angle β (See Figure 4.1). Due to drift in reference frames, the

measurement bases complementary to the Z basis are given by

XB = cos βXA + sin βYA, XC = cos βXA + sin βYA,

YB = cos βYA − sin βXA, YC = cos βYA − sin βXA.

We consider the asymmetric basis choice in which the Z basis is chosen with

probability pz >
1
2
and the complementary bases, {X, Y } with probability pc =

1− pz [269]. The three parties uniformly choose a random bit ri ∈ {0, 1} to encode

information for their chosen basis. The first steps of the protocol are repeated until

they have exchanged enough qubits for the sifting process. Alice, Bob, and Charlie

announce their basis choices over an authenticated classical channel and proceed

with parameter estimation. The raw key is extracted from the cases where Alice

prepared her states in the Z basis while Bob and Charlie measured their received

qubits in the Z direction. Therefore, the quantum bit error rate is given by

EZZZ =
1− ⟨ZAZBZC⟩

2
(4.1)

where ZA represents that Alice sends the two states prepared in the Z basis while

ZB and ZC denote that Bob and Charlie measure received states in the Z direction,

respectively. The measurement results in the complementary bases are used to

estimate the information that has leaked to Eve. The information is bounded by
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Figure 4.1: The schematic diagram of the three-party RFI-QKD protocol. Alice
starts by preparing a two-photon entangled state using a spontaneous paramet-
ric down-conversion (SPDC) source. Next, the two photons are modulated into
polarized states belonging to three bases {X, Y, Z} using a polarization modula-
tor (PM) and sent to Bob and Charlie through an insecure channel. The photons
prepared in the X and Y basis experience misalignment by degree βB and βC for
Bob and Charlie, respectively. The acronyms IM, BS, PBS, HWP, and SPD are
intensity modulator, beam-splitter, polarizing beam-splitter, half-wave plate, and
single-photon detector, respectively.

the statistical quantity C, defined as

C = ⟨XAXBXC⟩2 + ⟨XAYBXC⟩2 + ⟨XAXBYC⟩2 + ⟨YAXBXC⟩2 + ⟨YAYBXC⟩2

+ ⟨YAXBYC⟩2 + ⟨YAYBYC⟩2 + ⟨XAYBYC⟩2, (4.2)

where ⟨ΓAΓBΓC⟩ (with Γ ∈ {X, Y }), corresponds to the expectation that Alice

prepares two states in the basis ΓA while Bob and Charlie measure received states in

basis ΓB and ΓC , respectively. Furthermore, it can be shown that C is independent

of the value β when substituting the relations XB, YB and XC , YC in Eq. (4.2).

However, to get an accurate estimate of C, the angle β is assumed to vary slowly

in time short enough to allow for the key exchange.
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4.3 Security analysis

In this section we derive the secret key fraction, r for the three-party RFI-QKD

and establish the security bounds by considering the collective attacks, where Eve

applies the same attack to each system of Bob and Charlie. The security analysis

is sketched along the lines in Ref. [73, 270]. The analysis is done in three steps as

follows. In the first step, we derive the statistical parameter C which is used to

bound Eve’s knowledge of the key.

Theorem 1. If we consider the state shared by Alice, Bob and Charlie to be de-

scribed by density matrix ρAbAcBC which is diagonal in some Bell basis known to

Eve, then the statistical parameter C is obtained from eigenvalues λi of the density

matrix ρAbAcBC;

C = 4[(λ1 − λ2)
2 + 4(λ3 − λ4)

2 + 4(λ5 − λ6)
2 + (λ7 − λ8)

2 + (λ9 − λ10)
2

+ 4(λ11 − λ12)
2 + 4(λ13 − λ14)

2 + (λ15 − λ16)
2]. (4.3)

Proof. We consider an entanglement-based protocol in which Alice, Bob and Charlie

initially share an entangled state |ϕ+⟩AbAcBC = 1√
2
(|0000⟩ + |1111⟩) with the first

two particles Ab and Ac belonging to Alice and last two particles, B and C are in

possession of Bob and Charlie, respectively. Alice measures her qubits in the same

direction using three Pauli basis {X, Y, Z} while Bob and Charlie also measure their

particles using the same mutually unbiased bases. This protocol is equivalent to the

prepare and measure protocol described in Section 4.2. In this entanglement-based

description, Alice performs measurement on two particles (which we refer to as b

and c) to encode her bit of information, equivalent to preparing two states sent

to Bob and Charlie in prepare and measure protocol. For collective attacks, the

density matrix describing the state shared by Alice, Bob, and Charlie is diagonal

in the GHZ state basis known to Eve and is written as

ρAbAcBC = µ1|ϕ+⟩⟨ϕ+|+ µ2|ϕ−⟩⟨ϕ−|+ µ3|ψ+⟩⟨ψ+|+ µ4|ψ−⟩⟨ψ−|+ µ5|Φ+⟩⟨Φ+|

+ µ6|Φ−⟩⟨Φ−|+ µ7|Ψ+⟩⟨Ψ+|+ µ8|Ψ−⟩⟨Ψ−|+ µ9|φ+⟩⟨φ+|+ µ10|φ−⟩⟨φ−|

+ µ11|Φ+⟩⟨Φ+|+ µ12|Φ−⟩⟨Φ−|+ µ13|Ψ+⟩⟨Ψ+|+ µ14|Ψ−⟩⟨Ψ−|

+ µ15|χ+⟩⟨χ+|+ µ16|χ−⟩⟨χ−|, (4.4)

where |ϕ±⟩ = 1√
2
(|0000⟩ ± |1111⟩), |ψ±⟩ = 1√

2
(|0001⟩ ± |1110⟩), |Φ±⟩ = 1√

2
(|0011⟩ ±

|1100⟩), |Ψ±⟩ = 1√
2
(|0100⟩±|1011⟩), |φ±⟩ = 1√

2
(|1000⟩±|0111⟩), |Φ±⟩ = 1√

2
(|0101⟩±
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|1010⟩), |Ψ±⟩ = 1√
2
(|1001⟩±|0110⟩) and |Ψ±⟩ = 1√

2
(|0010⟩±|1101⟩). The eigenvalues

in Eq. (4.4) are complex numbers that satisfy the normalization condition

16∑
i

|µi|2 = 1. (4.5)

Based on the fact that C is invariant under the following transformations XAb(c)
→

−XAb(c)
, XB → −XB, XC → −XC , YAb(c)

→ −YAb(c)
, YB → −YB, YC → −YC ,

we can equivalently represent these transformations with the quantum operation

ρAbAcBC → (ZAb
⊗ ZAc ⊗ ZB ⊗ ZC)ρAbAcBC(ZAb

⊗ ZAc ⊗ ZB ⊗ ZC). Thus, in the

presence of such symmetry we can replace the state ρAbAcBC by a mixture

ρ̃AbAcBC =
1

2

(
ρAbAcBC + (ZAb

ZAcZBZC)ρAbAcBC(ZAb
ZAcZBZC)

)
. (4.6)

The new mixed state does not change the measurement statistics for Alice, Bob

and Charlie’s measured values EZZZ and C. The state ρ̃AbAcBC can be explicitly

written as

ρ̃AbAcBC = µ1|ϕ+⟩⟨ϕ+|+ µ2|ϕ−⟩⟨ϕ−|+
(a
2
|ϕ−⟩⟨ϕ+|+H.c

)
+ µ3|ψ+⟩⟨ψ+|

+ µ4|ψ−⟩⟨ψ−|+
( b
2
|ψ−⟩⟨ψ+|+H.c

)
+ µ5|Φ+⟩⟨Φ+|+ µ6|Φ−⟩⟨Φ−|

+
( c
2
|Φ−⟩⟨Φ+|+H.c

)
+ µ7|Ψ+⟩⟨Ψ+|+ µ8|Ψ−⟩⟨Ψ−|+

(d
2
|Ψ−⟩⟨Ψ+|+H.c

)
+ µ9|φ+⟩⟨φ+|+ µ10|φ−⟩⟨φ−|+

(e
2
|φ−⟩⟨φ+|+H.c

)
+ µ11|Φ+⟩⟨Φ+|

+ µ12|Φ−⟩⟨Φ−|+
(f
2
|Φ−⟩⟨Φ+|+H.c

)
+ µ13|Ψ+⟩⟨Ψ+|+ µ14|Ψ−⟩⟨Ψ−|

+
(g
2
|Ψ−⟩⟨Ψ+|+H.c

)
+ µ15|χ+⟩⟨χ+|+ µ16|χ−⟩⟨χ−|+

(h
2
|χ−⟩⟨χ+|+H.c

)
,

(4.7)

where H.c denotes the complex conjugate of each matrix in the bracket. For

ease of notation, let us denote ρ̃AbAcBC as ρ̃(a, b, . . . , h). By computing C =∑
αAbαAcβBδC

[Tr(αAb ⊗ αAc ⊗ βB ⊗ δC ρ̃AbAcBC)]
2 with α, β, δ ∈ {X, Y } this yields

C = 4[(µ1 − µ2)
2 + 4(µ3 − µ4)

2 + 4(µ5 − µ6)
2 + (µ7 − µ8)

2 + (µ9 − µ10)
2

+ 4(µ11 − µ12)
2 + 4(µ13 − µ14)

2 + (µ15 − µ16)
2 + Im(a)2 + Im(b)2 + Im(c)2

+ Im(d)2 + Im(e)2 + Im(f)2 + Im(g)2 + Im(h)2]. (4.8)

This result is also attained for its conjugate ρ̃(−a∗,−b∗, . . . ,−h∗). By using the

47



4.3. SECURITY ANALYSIS 48

same logic as before, it is not restrictive to analyze the mixture of ρ̃(a, b, . . . , h)

and ρ̃(−a∗,−b∗, . . . ,−h∗) which can be written as ρ́AaBbC = 1
2
[ρ̃(a, b, . . . , h) +

ρ̃(−a∗,−b∗, . . . ,−h∗)] = ρ̃(iA, iB, . . . , iH) to obtain the value of C. Here A = Im(a),

B = Im(b), H = Im(h) and other imaginary values have the same meaning. The

state ρ́AaBbC can be expressed as

ρ́AaBbC =
16∑
k=1

λk|Φk⟩⟨Φk|, (4.9)

where |Φ1,2⟩ = 1√
2
(eiθ1|0000⟩ ± e−iθ1 |1111⟩), |Φ3,4⟩ = 1√

2
(eiθ2|0001⟩ ± e−iθ2|1110⟩),

|Φ5,6⟩ = 1√
2
(eiθ3|0011⟩± e−iθ3 |1100⟩), |Φ7,8⟩ = 1√

2
(eiθ4|0100⟩± e−iθ4 |1011⟩), |φ9,10⟩ =

1√
2
(eiθ5|1000⟩ ± e−iθ5|0111⟩), |Φ11,12⟩ = 1√

2
(eiθ6|0101⟩ ± e−iθ6|1010⟩), |Ψ13,14⟩ =

1√
2
(eiθ7|1001⟩±e−iθ7|0110⟩) and |χ15,16⟩ = 1√

2
(eiθ8|0010⟩±e−iθ8|1101⟩). The parame-

ters are related as follows. Define Á =
√

(µ1 − µ2)2 + A2, then λ1,2 =
1
2
(µ1+µ2± Á)

and cos2 θ1 =
1
2
+ (µ1 − µ2)/Á. Similarly, if B́ =

√
4(µ3 − µ4)2 + B2, then we have

that λ3,4 =
1
2
(µ3+µ4± B́) and cos2 θ2 =

1
2
+(µ3−µ4)/B́. The expressions for other

eigenvalues and imaginary parts are calculated in a similar manner. This implies

that the parameter C can now be expressed as

C = 4[(λ1 − λ2)
2 + 4(λ3 − λ4)

2 + 4(λ5 − λ6)
2 + (λ7 − λ8)

2 + (λ9 − λ10)
2

+ 4(λ11 − λ12)
2 + 4(λ13 − λ14)

2 + (λ15 − λ16)
2]. (4.10)

In the second step, we now determine the relationship between parameter C and the

error rate, EZZZ in the analogous manner to the method employed in Appendix A

of [1]. To show the connection between two parameters, we leverage the restrictions

that the eigenvalues λi have to satisfy the condition:
∑
λi = 1 and yield the

measured values EZZZ and C. Since the key is obtained from the measurements in

computational basis (Z basis) this implies that λ1 + λ2 = 1− EZZZ and λ3 + λ4 +

λ5 + λ6 + λ7 + λ8 + λ9 + λ9 + λ10 + λ11 + λ12 + λ13 + λ14 + λ15 + λ16 = EZZZ . The

following parametrization is chosen so that it satisfies the above conditions;

λ1 = (1 − EZZZ)
(
1+u
2

)
, λ2 = (1 − EZZZ)

(
1−u
2

)
, λ3 = 1

7
EZZZ

(
1+v
2

)
, λ4 =

1
7
EZZZ

(
1−v
2

)
, λ5 = 1

7
EZZZ

(
1+v
2

)
, λ6 = 1

7
EZZZ

(
1−v
2

)
, λ7 = 1

7
EZZZ

(
1+v
2

)
, λ8 =

1
7
EZZZ

(
1−v
2

)
, λ9 = 1

7
EZZZ

(
1+v
2

)
, λ10 = 1

7
EZZZ

(
1−v
2

)
, λ11 = 1

7
EZZZ

(
1+v
2

)
, λ12 =

1
7
EZZZ

(
1−v
2

)
, λ13 = 1

7
EZZZ

(
1+v
2

)
, λ14 = 1

7
EZZZ

(
1−v
2

)
, λ15 = 1

7
EZZZ

(
1+v
2

)
, λ16 =

1
7
EZZZ

(
1−v
2

)
, where u, v ∈ [0, 1]. Based on these parametrization, Eq. (4.10) can
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be rewritten as

C =4

([
(1− EZZZ)

(
1 + u

2
− 1− u

2

)]2
+ 19

[
1

7
EZZZ

(
1 + v

2
− 1− v

2

)]2)

=4

[
(1− EZZZ)

2u2 +
19

49
E2

ZZZv
2

]
. (4.11)

The final step is to determine the security bounds from asymptotic secret key frac-

tion. The asymptotic secret key fraction under collective attacks given by [73]

r = 1− h(EZZZ)− IE. (4.12)

In what follows we determine the second term in the formula above using two

parameters EZZZ and C. Eve’s information, IE, is given by the Holevo bound,

IE = S(ρE)−
1

2
S(ρE|0)−

1

2
(ρE|1). (4.13)

Eve holds a purification of the state shared by Alice, Bob and Charlie. Therefore

this implies S(ρE) = S(ρ́AaBbC) = H(λ). To compute S(ρE|i), i ∈ [0, 1] we trace

out Bob and Charlie from the state |Ψ⟩AbAcBCE and project Alice on |+z⟩ for i = 0

and on |−z⟩ for i = 1. Since both S(ρE|0) and S(ρE|1) occur with equal probability

we obtain S(ρE|0) = S(ρE|1) = h(EZZZ). The explicit computation of H(λ) from

the eigenvalues λi (with i ∈ {0, . . . , 16}) is given by
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H(λ) = −
∑
i

λi log λi

= −
[
(1− EZZZ)

(1 + u

2

)
log(1− EZZZ)

(1 + u

2

)
+ (1− EZZZ)

(1− u

2

)
× log(1− EZZZ)

(1− u

2

)]
− 7
[EZZZ

7

(1 + v

2

)
log

EZZZ

3

(1 + v

2

)
+
EZZZ

7

(1− v

2

)
log

EZZZ

7

(1− v

2

)]
= −(1− EZZZ)

[(1 + u

2

)
log
(1 + u

2

)
+
(1− u

2

)
log
(1− u

2

)]
− EZZZ

[(1 + v

2

)
log
(1 + v

2

)
+
(1− v

2

)
log
(1− v

2

)]
− (1− EZZZ)

[(1 + u

2

)
log(1− EZZZ) +

(1− u

2

)
log(1− EZZZ)

]
− EZZZ

[(1 + v

2

)
log

EZZZ

3
+
(1− v

2

)
log

EZZZ

3

]
= h(EZZZ) + (1− EZZZ)h

(1 + u

2

)
+ EZZZh

(1 + v

2

)
+ EZZZ log 7, (4.14)

where h(x) = −x log(x)− (1− x) log(1− x) is the Shannon entropy function. This

yields the following results for Eve’s information bound

IE(EZZZ , u, v) =S(ρE)−
1

2
S(ρE|0)−

1

2
(ρE|1)

=h(EZZZ) + (1− EZZZ)h

(
1 + u

2

)
+ EZZZh

(
1 + v

2

)
+ EZZZ log 7

− h(EZZZ)

=(1− EZZZ)h

(
1 + u

2

)
+ EZZZh

(
1 + v

2

)
+ EZZZ log 7, (4.15)

where the terms in the bracket of left hand side of the equation indicate that IE is

obtained in terms of the three parameters. Now to compute Eve’s information in

terms of the parameters EZZZ and C one needs to maximise Eq. (4.15);

IE(EZZZ , C) = maxCIE(EZZZ , u, v). (4.16)

We can make use of Eq. (4.11) to define the parameters u and v in terms of

C and EZZZ , and then maximizes Eq. (4.16) over the parameters EZZZ , u and

v. For EZZZ = 0 it can be shown that IE(EZZZ , C) = h[(1 +
√
C/4)/2] which

gives IE(EZZZ , C) = 0 which is the case for maximally entangled states where

C = 4. For EZZZ > 0, we have that v(u) =

√
49
19

[(C/4)−(1−EZZZ)2u2]

EZZZ
, and the condition
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that v ∈ [0, 1] implies that u ∈ [umin, umax] where umin = max
[√

(C/4− 19
49

E2
ZZZ)

1−EZZZ
, 0
]
,

umax = min
[ √

C/4

1−EZZZ
, 1
]
. When EZZZ ≤ 15.9%, which is a reasonable value for the

practical implementation, we find that d
du
IE(EZZZ , u, v(u)) > 0 between umin and

umax. This implies that Eve’s information can be bounded by

IE(EZZZ , C) = IE(EZZZ , umax, v(umax)). (4.17)

Now, to simplify our analysis we determine Eve’s information in terms of parameter

EZZZ . In doing so, without loss of generality, we estimate the parameter C by

considering a case where the state |ϕ+⟩AbAcBC = 1√
2
(|0000⟩+ |1111⟩) initially shared

by Alice, Bob and Charlie, goes through a depolarising channel and give rise to

Werner state, ρAbAcBC = p|ϕ+⟩⟨ϕ+| + (1 − p)I/16. Here I denotes the identity

matrix and p is the probability for the state to remain unchanged while (1 − p)

represents the probability for the state to transform into a mixed state. For this

four-qubit Werner state, the measurement statistics by Alice, Bob and Charlie

satisfy EZZZ = (1−p)
2

and C = 4p2 = 4(1 − 2EZZZ)
2. Substituting this value of C

in the expressions for umax and v(umax) then Eq. (4.17) can be rewritten in terms

of error rate EZZZ

IE(EZZZ) = (1− EZZZ)h

(
1− 3EZZZ/2

1− EZZZ

)
+ EZZZ + EZZZ log 7. (4.18)

The corresponding secret key fraction (4.12) is therefore given by

r = 1− h(EZZZ)− (1− EZZZ)h

(
1− 3EZZZ/2

1− EZZZ

)
− EZZZ − EZZZ log 7. (4.19)

The lower bound on error rate EZZZ can be obtained for the worst case value of

the secret key fraction r and hence given by the solution to the equation

1− h(EZZZ)− (1− EZZZ)h

(
1− 3EZZZ/2

1− EZZZ

)
− EZZZ − EZZZ log 7 = 0. (4.20)
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4.4 Finite security analysis

We study the performance of the proposed protocol under a realistic scenario where

the communicating parties exchange a finite number of signals N and subsequently

account for statistical fluctuations due to finite-size effects. Our finite key rate anal-

ysis is sketched along the lines presented in [218, 239–241, 267] based on a univer-

sally composable framework. First, we point out that the three-party RFI protocol

generates a triplet of key bit strings SA, SB and SC for Alice, Bob, and Charlie,

respectively. The key bit strings are of the length ℓ and are subject to satisfying

the correctness and secrecy criteria for the protocol to be deemed secure. Under

the composability criteria, a QKD protocol is regarded correct if SA = SB = SC,

for any given attacking strategy by an eavesdropper. Therefore, an εcor-correct

protocol is invariant from the correct one by a small error probability, εcor, i.e.,

Pr[SA ̸= SB ̸= SC] ≤ εcor. Furthermore, the secrecy conditions are defined as fol-

lows: let ρE be the state of a quantum system containing the information acquired

by an eavesdropper during the execution of a QKD protocol. The correlation of

Alice’s key bit string SA with Eve’s quantum state ρE can be described by classical-

quantum state, ρSAE. There is no correlation between Eve’s system and Alice’s key

bit string in an ideal case, i.e., ρU ⊗ρE where ρU is a completely mixed state on the

keyspace. The classical-quantum state, ρSAE is said to be ∆-secret if

min
ρE

1

2
||ρSAE − ρU ⊗ ρE||1 ≤ ∆. (4.21)

In particular, a εsec-protocol is one which generates ∆-secure keys with (1−pabort)∆ ≤
εsec, with pabort representing the probability that it aborts. Therefore, the key rate

of εsec + εcor-three-party RFI protocol is given by

ℓ

Ntotal

= q

[
Q0 +Q1

µ,ZZZ(1− IUE )− leakEC − log2
2

εcor
− 2log2

11

εsec

]
, (4.22)

with q = Nµp3z
Ntotal

, Nµ is the number of exchanged signals of intensity µ while pz is the

probability of selecting Z basis for preparation and measurement of states, andNtotal

is total number of exchanged signals. The parameter leakEC = fECQµ,ZZZH(Eµ,ZZZ)

correspond to the fraction of bits that have leaked to Eve during the error correction

procedure and fEC ≥ 1 is the error correction efficiency. The finite key rate formula

and decoy state parameters in Eq. (4.22) above are given in the Appendix B.
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4.4.1 Statistical fluctuation analysis

In the finite key distillation case, the parameter estimation is not perfect due to

fluctuations in the observed error rates and detection rates. Below we provide

estimates for the parameters that yield Eq. (4.22).

4.4.1.1 Estimation of Q1
µ,ZZZ

From the value directly observed from the experiment, nµ = QµNµ (where we

omitted basis choice for simplicity), which corresponds to the number of detected

signal states, we can use variant multiplicative Chernoff bound presented in Lemma

3 of Ref. [267] to estimate the lower and upper bounds of the expected detection

events. To demonstrate that, we rewrite nµ in terms of photon number statistics as

nk,µ =
n∑

l=1

χµ
k,l, (4.23)

where

χµ
k,l =

1 with probability p(k|µ)

0 with probability (1− p(k|µ))
, l = 1, . . . , n (4.24)

are independent Bernoulli random variables. In particular, χµ
k,l = 1 means that

k-photon signal state has resulted in the lth detection event while χµ
k,l = 0 means

either vacuum or decoy state has been used. The term p(k|µ) is the conditional

probability that a source set at signal intensity µ produces a k-photon state. It

then follows that for a set of Bernoulli random variables, χµ
k,1, χ

µ
k,2, . . . , χ

µ
k,n, the

expected value of nk,µ is n̄k,µ = E[nk,µ] =
∑n

l=1 p(k|µ). Let an observed outcome,

nk,µ be denoted by x for a given trial. Then, for any ε3 > 0 we have that

n̄k,µ ≥ max{0, x−∆(x, ε3)}

n̄L
k,µ := max{0, x−∆(x, ε3)}, (4.25)
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holds with failure probability ε3, where n̄
L
k,µ is the lower bound and ∆(x, ε3) is the

positive root of the equation ∆(x, ε3)− [x+∆(x, ε3)] ln[1 + ∆(x, ε3)/x]− lnx = 0.

Also, for any ε3 > 0, we have that

n̄k,µ ≤ x+∆(x, ε3)

n̄U
k,µ := x+∆(x, ε3), (4.26)

holds with failure probability ε3, where n̄
U
k,µ is the upper bound of n̄k,µ and ∆(x, ε3)

is the positive root of equation ∆(x, ε3)+x ln(x/[x+∆(x, ε3)])+ln ε3 = 0. The same

argument can be applied to determine the lower and upper bounds of expected value

n̄ν from observed detection events nν = QνNν for decoy states. Next, the lower and

upper bounds of n̄µ and n̄ν are used to calculate the lower and upper bounds of

gains, Q̄L
µ = n̄L

k,µ/Nµ, Q̄
U
µ = n̄U

k,µ/Nµ, Q̄
L
ν = n̄L

k,ν/Nν and Q̄U
ν = n̄U

k,ν/Nν which are in

turn used to calculate Ȳ1,L and Ȳ1,U , respectively as follows

Ȳ1,L =
p(µ|2)[Q̄L

ν − p(ν|0)Y0]− p(ν|2)[Q̄U
µ − p(µ|0)Y0]

p(µ|2)p(ν|1)− p(µ|1)p(ν|2)
, (4.27)

Ȳ1,U =
p(µ|2)[Q̄U

ν − p(ν|0)Y0]− p(ν|2)[Q̄L
µ − p(µ|0)Y0]

p(µ|2)p(ν|1)− p(µ|1)p(ν|2)
. (4.28)

Estimation of bounds for n1,µ The parameters Ȳ1,U and Ȳ1,L are used

to evaluate the upper and lower bounds on the observed yield for single photon

components. We use multiplicative Chernoff bound (Lemma 2) of Ref. [267] to

deduce the upper and lower bounds of observed yield from expected values Ȳ1,U and

Ȳ1,L as follows. According to results of Lemma 2, if g(Ȳ1,U , δ) = [eδ/(1 + δ)1+δ]Ȳ1,U ,

for any δ > 0, then upper tail is defined as

Pr[Y1,U ≥ (1 + δ)Ȳ1,U ] < g(Ȳ1,U , δ) = ε2, (4.29)

where δ is the positive root of the equation Ȳ1,U [δ − (1 + δ) ln(1 + δ)] − ln ε2 = 0.

For any 0 < δ̂ ≤ 1, we have the lower tail given by

Pr[Y1,L ≤ (1− δ̂)Ȳ1,L] < g(Ȳ1,L,−δ̂) = ε̂2, (4.30)
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where δ̂ is the positive root of equation Ȳ1,L[δ̂ + (1− δ̂) ln(1− δ̂)] + ln ε̂2 = 0. From

these results, the observed lower bound of single photon detection events is given by

nL
1,µ = Y1,LNµp(1|µ). The detection events are used to compute the gain for single

photon events as Q1
µ = nL

1,µ/Nµ.

4.4.1.2 Estimation of eU,1ZZZ

The tail inequality for random sampling without replacement is exploited to provide

an upper bound for the expected error rates from the observed error rates in the

sampled data. The method is described in Lemma 1 of Ref. [267] as follows.

Lemma 1. [267] For a given n +m string of binary bits Xn+m{x1, x2, . . . , xn+m}.
Let Xm denotes a random sample (without replacement) of size m bit strings and

Xn represents the remaining n bit strings. Then, for λm and λn, the probabilities

of observing bit 1 value in the string Xm and Xn, respectively, it holds that for any

ϵ > 0

Pr[λn ≤ λm + µ(n,m, λm, ϵ)] > 1− ϵ,

where µ(n,m, λm, ϵ) is the positive root of the following equation

lnCmλm
m + lnCnλm+nµ

n − lnC
(n+m)λm+nµ
n+m − lnϵ = 0

Here C = i!/[j!(1− j)!] is the binomial coefficient.

We can use Lemma 1 to estimate the upper bound on expected error rate in the Z

basis, Ēµ,ZZZ by considering a thought experiment picture where an n +m string

of bits correspond to compatible measurements made by Alice, Bob and Charlie in

the Z basis. If the observed average error rate obtained from m random bit strings

is Eµ,ZZZ =
∑m

i=1 rZ,A⊕rZ,B⊕rZ,C (rZ,A, rZ,B and rZ,C are Alice, Bob and Charlie’s

bits) then by using the upper tail inequality, the remaining n bits give upper bound

for error rate in the Z basis under the condition that

ĒU
µ,ZZZ ≤ Eµ,ZZZ + ξ(n,m,Eµ,ZZZ , ε1), (4.31)

with probability 1−ε1. We leverage this result and the outcome of (4.27) to compute
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the upper bound on the error rate for single photon events as

e1,UZZZ =
ĒU

µ,ZZZQ̄
U
µ − e0Y0p(µ|0)

Ȳ1,Lp(µ|1)
. (4.32)

The upper bounds on the error rates in the complementary bases eαβδ with α, β, δ ∈
{X, Y } can be obtained analogously by applying Lemma 1.

4.5 Simulation results

In this section, we simulate the performance of the proposed protocol on a fiber-

based QKD system model. We use the following experimental parameters: the loss

coefficient of the fiber is 0.2 dB/km, Bob and Charlie’s detection efficiencies, η =

14.5%, dark count rate of the single-photon detector, Pd = 1.7×10−6. The security

parameters of secrecy and correctness are fixed at εcor = 10−15 and εsec = 10−10.

We assume that error correction efficiency, fEC = 1.22 and the expected photon

number for signal states is set at µ = 0.6. The optimal probability, pz for key basis

is set at 0.95 according to Ref. [271].
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Figure 4.2: Plot of secret key rate versus number of signals N for the proposed
three-party RFI protocol (solid lines) for security parameters: εcor = 10−15, εsec =
10−10, and the misalignment error rates Q = (0.02%, 0.03%, 0.05%). Experimental
parameters: dark counts rate, Pd = 1.7× 10−6, the loss coefficient of the channel is
0.2 km/dB, the detection efficiency is η = 14.5%. We also plot the two-party RFI
protocol (dashed lines) for the same error rates for comparison.

Figure 4.2 shows the secret key rate, ℓ/N , as a function of signal size N for the two-

party and three-party RFI protocols. The key rates are obtained at different values
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for the intrinsic error rate, Q = (0.02%, 0.03%, 0.05%) due to the misalignment and

instability of the optical system. Our proposed protocol can achieve a positive key

rate with a minimum of 103 signals. It can also be observed that higher key rates

are achieved for the three-party protocol than the two-party counterparts for the

same number of signals exchanged. Our simulation result demonstrates that the

three-party RFI QKD is a feasible scheme in the finite-key regime.
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Figure 4.3: (a) Expected secret key rate (in logarithmic scale) for the proposed
three-party RFI protocol (solid red line) as a function of transmission distance
measured in km, for the fixed misalignment degree β. From left to right, the curves
represent β = π/6, β = π/8 and β = 0. The number of signals is fixed at 109 (b)
Expected secret key rate (in logarithmic scale) for the proposed three-party RFI
protocol (solid red line) as a function of transmission distance measured in km, for
the fixed number of signals, N = 107, N = 108 and N = 109. The relative rotation
of reference frames is set at β = π/8 and security parameters are: εcor = 10−15,
εsec = 10−10, experimental parameters: dark counts rate, Pd = 1.7× 10−6, the loss
coefficient of the channel is 0.2 km/dB, the detection efficiency is η = 14.5%. For
comparison purposes, we show the plots of two-party RFI protocol, represented by
blue dashed lines in both figures.

In Figure 4.3a, we simulate the secret key rate for three-party RFI protocol as a

function of transmission distance for fixed misalignment degree β = 0, π/6, π/8. For

comparison, we also simulate the key rate for the two-party RFI protocol (dashed

line) for the same parameters. We observed that despite the increase in misalign-

ment of reference frames, the achievable transmission distance is still comparable to

when there is no misalignment in reference frames (when β = 0). Also, our results

indicate that the two-party RFI protocol outperforms our proposed three-party

RFI protocol in terms of maximum attainable transmission distance for different

misalignment degrees of β. These results may be attributed to the fact that the

three-party RFI protocol considers misalignment in two channels linking Alice to
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Bob and Charlie. On the contrary, the two-party RFI protocol employs one chan-

nel linking Alice and Bob, hence a slight increase in signal gain and superiority in

performance. Nevertheless, our proposed three-party RFI protocol is more efficient

for secure communication involving multiple parties. A secret key for each party is

produced from a single run of the protocol rather than performing multiple bipartite

QKD protocols to establish a secret key for each communication party.

In Figure 4.3b, we demonstrate the performance of three-party RFI protocol for a

fixed number of signals, N = 107, 108 and 109. For comparison, we provide the

plots for the two-party RFI protocol for the same number of signals. Our results

demonstrate that with a minimum data size of N = 107, it is possible to achieve a

secure key rate at a reasonable transmission distance of approximately 120 km for

the three-party protocol. We also observe the slight superiority of two-party RFI

protocol over three-party RFI protocol regarding achievable secret key rate and

transmission distance. Thus, this demonstrates that our proposed protocol fares

well against the two-party protocol, which proves its feasibility.
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Figure 4.4: Plots of secret key fraction vs quantum bit error rate, EZZZ for the
BB84 protocol [259], two-party RFI protocol [73] and the proposed three-party RFI
protocol.

In Figure 4.4, we plot the secret key fraction against the quantum bit error rate

EZZZ in the asymptotic regime to deduce the lower bound on the tolerable error

rate. We obtain EZZZ ≈ 0.2265 for the proposed protocol, which indicates that

a secure key is achievable at higher error rates compared to the two-party RFI

protocol [73] with an error bound of 12.62% and the well-known error bound for

BB84 protocol of 11.0% [259]. We note that the simulation results presented in this

work provide valuable insights into the potential performance of the proposed three-

party RFI protocol when practically implemented. We emphasize that the protocol
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is feasible for practical implementation for the following reasons. The SPDC source

used in our protocol is easily realizable, as demonstrated in [130, 221, 272–275].

Significant progress has been made in developing on-chip SPDC sources, which offer

advantages such as scalability, small size, and high stability [276–278]. Additionally,

experimental setups for executing polarization-based QKD have been developed and

demonstrated in [177, 279–281]. Moreover, experimental setups for phase-encoding

QKD are available and are compatible with our proposed three-party RFI QKD

[94,282].

4.6 Conclusion

We presented a three-party RFI QKD protocol that can be implemented without

any alignment between the sender and receiver. The protocol exploits entangled

states to establish a secret key between three communicating parties. We derived

the asymptotic secret key fraction for the proposed protocol against collective at-

tacks and performed finite-size key security of the three-party RFI QKD protocol.

Furthermore, we simulate the secret key rate for three-party RFI protocol as a func-

tion of transmission distance for different misalignment degrees (β = π/6, π/8) to

investigate the impact on statistical quantity C and stability of the protocol. The

simulation results demonstrate that our proposed protocol is not heavily affected by

increased misalignment of reference frames as the achievable transmission distances

are still comparable to the case where there is no misalignment in reference frames

(when β = 0).

Furthermore, we investigated the performance of our proposed three-party RFI pro-

tocol for a fixed number of signals. The simulation results demonstrate that the

protocol can achieve a significant secret key rate at reasonable transmission dis-

tances of about 120 km with 107 signals. However, a further distance of 195 km can

be achieved with about 109 finite signals. The proposed protocol presents a suitable

alternative for practical QKD implementations. This was demonstrated by reason-

able secret key rates obtained with rigorous and tight statistical fluctuation analysis

methods for finite-size key effects. Furthermore, our protocol is more efficient than

the two-party RFI protocol in terms of resource consumption, as few data signals

are required to produce reasonable secret key rates, as evidenced by the finite key

analysis results. Moreover, we have also shown that our protocol is robust against

noise in the quantum channel based on the realized error rate threshold of 22.7%,
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which is an improvement to the existing two-party BB84 protocols.
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Chapter 5
Reference frame independent twin field

QKD

5.1 Introduction

The trade-off between distance and secret key generation rate remains one of the

significant challenges in the practical implementation of quantum key distribution

(QKD). As things stand, it is well known that there is a fundamental secret key

rate limit that restricts any point-to-point implementation of QKD called Pirandola,

Laurenza, Ottaviani and Banchi (PLOB) bound–named after authors who discov-

ered the bound [102]. This bound indicates that for a lossy link with transmittance

η, two parties can generate the secret keys at an utmost rate of − log2(1−η), which
secret key capacity of the channel. This implies that the secret key rate scales lin-

early with the channel transmittance for any direct point-to-point QKD protocol.

For instance, protocols like single-photon-based BB84, decoy-state-based BB84 pro-

tocol with weak coherent pulses and Gaussian modulated CVQKD are restricted by

key rate scaling of ≃ η bits per channel use. Therefore, to circumvent this limit and

achieve long-distance high-rate implementations of QKD, we must employ quan-

tum repeaters [103,104] and quantum networks [105]. However, it is still impossible

to realize quantum repeaters with the current technology. Recently, a novel QKD

that relies on phase-randomized twin fields of optical pulses to encode information

was developed and can surpass the secret key capacity bound for repeaterless QKD

schemes [106]. Similar to MDI-QKD, the possibility of side-channel attacks is re-

moved in this protocol as an untrusted relay connects the communicating parties.
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The protocol is based on the single-photon interference of optical fields generated

with almost identical electromagnetic phases. This single-photon interference at the

untrusted relay leads to an improved secret key rate, which scales with the square

root of channel transmittance. Since the original TF-QKD scheme lacked rigorous

security proof, variant TF protocols aimed at proving TF-QKD security have been

proposed [107–117, 283–285]. Moreover, the experimental demonstrations of TF-

QKD have already been successfully implemented [107,108,110,286–289]. The QKD

systems mentioned above exploit the phase to encode information, which presents

the problem of active stabilization of interferometers. Although it is feasible to

share a reference frame between Alice and Bob, it comes at a cost as additional sys-

tems required for phase calibration may lead to more information leakage and thus

reduce practical systems’ performance [290, 291]. Fortunately, a reference-frame-

independent (RFI) QKD protocol was proposed to address these challenges [73].

Ideally, light pulses are encoded perfectly without any state preparation flaw (SPF).

However, this assumption falls short experimentally due to the inherent deficien-

cies of phase modulators. The problem with SPFs can be addressed using the

Gottesman-Lo-Lutkenhaus-Preskill (GLLP) security analysis [51]. However, the

main drawback is that the approach leads to a low achievable secret key rate and

is not robust against channel loss. Tamaki et al. recently proposed a loss-tolerant

protocol that is robust against channel losses due to SPFs and capable of attaining

key rates comparable to a protocol that assumes perfect encoding [52]. The protocol

is resource-efficient, employing only three out of the possible four states for BB84

protocol and considering modulation errors due to an imperfect phase modulator. It

is conjectured that the protocol can be generalized to the six-state protocol, where

only four states are required instead of the usual six states. In light of the above,

we investigate the practicality of TF-QKD by employing the loss-tolerant protocol

to derive the security bounds under imperfect state preparation. We also study the

protocol under reference frame independence condition, eliminating the need for

active phase stabilization. This chapter is based on manuscript [198].

5.2 Operation of RFI-TF QKD protocol

We propose a loss tolerant-based RFI-TF QKD protocol that uses four signal states

from three mutually unbiased bases defined by the Pauli operators, X, Y and Z.

This protocol is conjectured to achieve error rates similar to the QKD protocol that

employs all six states from three bases {Z,X, Y } [52]. The four states are denoted
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as |ϕ0Z⟩ = |0Z⟩, |ϕ1Z⟩ = |1Z⟩, |ϕ0X⟩ = 1√
2
(|0Z⟩+ |1Z⟩) and |ϕ0Y ⟩ = 1√

2
(|0Z⟩+ i|1Z⟩)

where |0⟩, |1⟩ represent vacuum and one photon states, respectively. We describe

the protocol implemented with the idealized photon source and then discuss the

practical protocol that employs the weak coherent laser source.

Protocol 1 The entanglement-based description of the protocol and is

as follows:

1. Alice (Bob) starts by preparing the entangled state |Ψ⟩Aa(Bb) = (
√
1− γ|0⟩A(B)

|0⟩a(b) +
√
γ|1⟩A(B)|1⟩a(b)) with γ ∈ (0, 1). System A(B) represents the qubits

that remain in Alice and Bob’s possession.

2. Alice (Bob) sends signal states a (b) through the insecure quantum channel

to the untrusted third party, Charlie.

3. Upon receipt of the pulses, Charlie executes the single-photon Bell state mea-

surement with a symmetric beam-splitter followed by two threshold detection.

Charlie announces the successful events of single-photon Bell state measure-

ment. The two detectors labeled L and R in Figure 5.1 are associated with

destructive and constructive interference, respectively. A coincidence detec-

tion with a click in L no click in R indicates a projection into Bell state

|Φ+⟩ab = 1√
2
(|0⟩a|1⟩b + |1⟩a|0⟩b) while a click in R and no click in L corre-

sponds to projection onto Bell state |Φ−⟩ab = 1√
2
(|0⟩a|1⟩b − |1⟩a|0⟩b).

4. Following the results announcement, Alice and Bob measure their qubits in

the Z basis with probability pz and choose the complementary bases with

probability 1−pz. Moreover, they post select the events of a compatible basis

to obtain a raw key.

5. Lastly, to ensure that their bit strings match, Bob always flips his qubit for

all successful Bell state measurement results in the Z basis and only flips his

bit for Bell state measurement result |Φ−⟩ab = 1√
2
(|0⟩a|1⟩b − |1⟩a|0⟩b) in the

complementary bases. In the RFI protocol, the key is obtained from the Z

basis where the reference frames linking Alice (Bob) and Charlie are assumed

to be well aligned, while in the other measurement bases (X, Y ) the frames

are allowed to slowly vary by an arbitrary angle β. The allowed deviations in

the bases are given by XB = cos βXA + sin βYA and YB = cos βYA − sin βXA.
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The above protocol can be converted to an equivalent prepare and measure

protocol where Alice and Bob measure their qubits A(B) before sending the signal

states a(b) to Charlie. In principle, this implies that Alice and Bob directly prepare

the signal states a(b), i.e., their qubits measurements herald the formation of signal

states. This measurement operation does not change operations results in other

steps; thus, the protocol can be alternatively described as follows.

1. Alice (Bob) prepares the signal states a(b) in the state |ϕ0Z⟩ = |0Z⟩, |ϕ1Z⟩ =
|1Z⟩ with probabilities 1 − γ and γ in the Z basis for logic bits 0 and 1,

respectively. The states in complementary bases |ϕ0X⟩ =
√
1− γ|0Z⟩+

√
γ|1Z⟩

and |ϕ0Y ⟩ =
√
1− γ|0Z⟩+ i

√
γ|1Z⟩ are prepared with equal probabilities and

encoded as logic bit 0.

2. They send the signal states a (b) through the quantum channel to untrusted

Charlie, who executes the single-photon Bell state measurement with a sym-

metric beam-splitter followed by two threshold detection.

3. Charlie announces the successful single-photon Bell state measurement events

to Alice and Bob, who then postselect the events they prepared their states

on the Z basis to obtain a raw key.

4. Lastly, to ensure that their bit strings match, Bob always flips his qubit for

all successful Bell state measurement results in the Z basis and only flips his

bit for Bell state measurement result |Φ−⟩ab = 1√
2
(|0⟩a|1⟩b − |1⟩a|0⟩b) in the

complementary bases. The measurement results in the complementary bases

are used to estimate the adversary’s knowledge about the key.

Protocol 2 Since realizing a superposition between a vacuum and a

single photon is challenging (for the realization of states in complementary bases in

protocol 1), we now describe the practical protocol implemented with weak coherent

sources (see Figure 5.1). It exploits the interference of a vacuum state and a coherent

state in a symmetric beam-splitter to generate a secret key. Also, twin optical fields

with identical random phases are used in the complementary bases to estimate Eve’s

information. The protocol runs as follows:

1. In the Z basis, Alice (Bob) randomly prepares weak coherent states |√µa(b)e
iχ⟩

with intensities 0 (vacuum) and µ with probabilities 1−γ and γ, respectively.
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Figure 5.1: The setup of the proposed RFI TF-QKD. Alice and Bob use their laser
sources (LS) to prepare coherent states |√µa(b)e

iχ⟩ with random phase χ in the Z

basis and states |√µa(b)e
i(0+χ)⟩ and |√µa(b)e

i(π
2
+χ)⟩ for X and Y basis, respectively.

The phase is encoded using phase modulators (PM). Alice and Bob send the pre-
pared optical signals through an insecure channel to the untrusted Charlie, who is
supposed to perform a single-photon interference in a symmetric beam-splitter (BS)
followed by threshold detection in either L or R detector. In the X and Y bases,
the random phase χ is selected from discreteM phase slices ∆j =

(
2πj
M
, 2π(j+1)

M

)
over

the semi-interval [0, 2π) with j = {0, . . . ,M − 1}. During classical post-processing,
the random phases are announced, and states are postselected according to the
satisfaction of condition; |jA − jB| mod M = 0 or |jA − jB| mod M = M

2
where

jA(B) =
(∆jM

2π

)
mod M .

The bit values 0 and 1 encodes for intensity 0 and µ, respectively. If the

parties (Alice and Bob) choose complementary bases, they prepare the states

|√µa(b)e
i(θA(B)+χ)⟩ with phase values θA(B) = 0 and θA(B) = π/2 for X and Y

basis, respectively with both states coding for bit value 0. In these two bases,

the optical pulses are prepared with intensity µa(b) ∈ {u/2, v/2, 0} (where

u, v and 0 represent the signal, decoy and vacuum pulses). Furthermore,

in this protocol the random phase χ is picked from discrete M phase slices

∆j =
(
2πj
M
, 2π(j+1)

M

)
over the semi-interval [0, 2π) with j = {0, . . . ,M − 1}.

2. The optical pulses are sent through an insecure channel to Charlie, who allows

them to interfere in the symmetric beam-splitter. This is followed by threshold

detection, and after that, Charlie announces the successful detection events.

The successful results correspond to a click in the L detector and no click in

the R detector or vice versa.
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3. Following the announcement of results, Alice and Bob perform sifting by post-

selecting the successfully detected states, which were prepared using the same

basis. Precisely, in the Z basis, these events correspond to cases where Alice

chose intensity µ while Bob selected intensity 0 and vice versa. For com-

plementary bases, they consider the states prepared with the same intensity

and in which they picked the random phase slices according to the phase

post-selection matching method, i.e., |jA − jB| mod M = 0 or |jA − jB|
mod M = M

2
where jA(B) =

(∆jM

2π

)
mod M . Note that during sifting, Alice

and Bob only announce the random phase χ for the states prepared in the com-

plementary bases, while random phases for Z basis states are not disclosed.

The key is generated from measurements in the Z basis. The results in X

and Y bases are used to monitor eavesdropping. It should be noted that these

bases are allowed to vary by an arbitrary angle β. The allowed deviations in

the bases are given by XB = cos βXA + sin βYA and YB = cos βYA − sin βXA.

5.3 Security analysis of the protocol

Following the sequential transmission and measurement of optical pulses, Alice and

Bob now possess partially correlated bit strings. They proceed with the parameter

estimation step to deduce the bit error rate in the key basis. The quantum bit error

rate is given by

EZZ =
1− ⟨ZAZB⟩

2
(5.1)

where ZA and ZB represent that Alice and Bob send the two states prepared in the

Z basis, respectively. The notation ⟨·⟩ dentoes the expectation value. To compute

Eve’s knowledge of the key, we consider a depolarizing channel EZZ ≤ 15.9% [73].

The bound is given by

IE = (1− EZZ)h

(
1 + umax

2

)
− EZZh

(
1 + v(umax)

2

)
, (5.2)
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where

umax = min

[
1

1− EZZ

√
C/2, 1

]
,

v(umax) =
√

[C/2− (1− EZZ)2u2max]/EZZ . (5.3)

The quantity C is obtained from the measurement results in the complementary

bases and is given by

C = ⟨XAXB⟩2 + ⟨XAYB⟩2 + ⟨YAXB⟩2 + ⟨YAYB⟩2. (5.4)

This expression can be rewritten in terms of the error rates as

C = (1− 2EXX)
2 + (1− 2EXY )

2 + (1− 2EY X)
2 + (1− 2EY Y )

2. (5.5)

To compute C, we employ a loss tolerant technique where Alice and Bob

prepare their optical pulses using four states |ϕ0Z⟩, |ϕ1Z⟩, |ϕ0X⟩ and |ϕ0Y ⟩. Due to

imperfections in the phase modulation, the actual states that Alice (Bob) prepares

can be described by

|ϕjβ⟩A(B) = |√µeiχ⟩r|
√
µei(χ+θA(B)+δθA(B)/π)⟩s (5.6)

where r(s) denotes reference (signal) states, µ corresponds to the intensity of pulses

and δ represents the deviation from desired encoding angle θ in the actual states.

Here β ∈ {X, Y, Z} and j ∈ {0, 1}. Note that a coherent state of intensity µ and

global phase χ is a linear superposition of photon number states {|n⟩} of |√µeiχ⟩ =∑∞
n=0 e

−µ/2 (
√
µeiχ)n√
n!

|n⟩. Therefore, the single-photon part of the coherent states in

Eq. (5.6) prepared by Alice and Bob can be expressed as

|ϕjβ⟩A(B) =
1√
2
(|1⟩r|0⟩s + ei(θA(B)+δθA(B)/π)|0⟩r|1⟩s) (5.7)

where 0 and 1 represent the photon number. From above representation we define

|1⟩r|0⟩s = |0Z⟩, |0⟩r|1⟩s = |1Z⟩, |0X⟩ = 1√
2
(|0Z⟩ + |1Z⟩), |1X⟩ = 1√

2
(|0Z⟩ − |1Z⟩),

|0Y ⟩ = 1√
2
(|0Z⟩ + i|1Z⟩) and |1Y ⟩ = 1√

2
(|0Z⟩ − i|1Z⟩). Therefore, Eq. (5.7) can be
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equivalently rewritten as

ei
(

(θA(B)+δθA(B)/π)

2

)[
cos
(θA(B)

2
+
δ

2

)
|0X⟩+ i sin

(θA(B)

2
+
δ

2

)
|1X⟩

]
. (5.8)

Similar expression as above can be obtained for the eigenstates |0Y ⟩,|1Y ⟩.
If the overall phase factor in Eq. (5.8) is ignored, we obtain the following expressions

for the four states

|ϕ0Z⟩ = |0Z⟩

|ϕ1Z⟩ =
1√
2
(|0Z⟩+ |1Z⟩)

|ϕ0X⟩ = cos
(0
2
+
δ1
2

)
|0X⟩+ i sin

(0
2
+
δ1
2

)
|1X⟩

= cos
(δ1
2

)
|0X⟩+ i sin

(δ1
2

)
|1X⟩

|ϕ0Y ⟩ = cos
(π
2
+
δ2
2

)
|0Y ⟩+ i sin

(π
2
+
δ2
2

)
|1Y ⟩,

where θA(B) = 0, π/2 for X and Y , respectively. These signal states can

be written in terms of an identity (1) and Pauli matrices (σz, σx and σy) and their

density matrices representation are

ρ0Z = |ϕ0Z⟩⟨ϕ0Z | = (1+ σz)/2, (5.9)

ρ1Z = |ϕ1Z⟩⟨ϕ1Z | =
1

2

[
1 1

1 1

]
=

1

2
1− 1

2
σx, (5.10)

ρ0X = |ϕ0X⟩⟨ϕ0X |

=
1

2

[
cos2

(
δ1
2

)
+ sin2

(
δ1
2

)
cos2

(
δ1
2

)
+ i sin(δ1)− sin2

(
δ1
2

)
cos2

(
δ1
2

)
− i sin(δ1)− sin2

(
δ1
2

)
cos2

(
δ1
2

)
+ sin2

(
δ1
2

) ]
=

1

2
1+

1

2
cos(δ1)σx, (5.11)
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ρ0Y = |ϕ0Y ⟩⟨ϕ0Y | =


1
2
cos2Θ + 1

2
sin2Θ − i

2
cos2Θ + i

2
sin2Θ

+sinΘ cosΘ
i
2
cos2Θ − i

2
sin2Θ 1

2
cos2Θ + 1

2
sin2Θ

+sinΘ cosΘ


=

1

2
1+

1

2
sin(2Θ)σx, (5.12)

where Θ = π
2
+ δ2

2
. From this representation of signal states, one can obtain the

joint probability, YΦ±,jαkβ that Alice (Bob) prepares any of the state |ϕjα⟩(|ϕkβ⟩)
(j, k ∈ [0, 1]) and Charlie declares |Φ±⟩ by exploiting transmission rate of the Pauli

operators and subsequently estimate error rates EXX , EXY , EY X and EY Y used

for calculating C. Here, we show how to estimate the phase error rate EXX ;

other parameters can be obtained similarly. The parameter EXX is computed

by considering a virtual protocol where Alice and Bob prepare entangled state

|ΨZ⟩ = 1√
2
(|0⟩A(B)|ϕ0Z⟩C + |1⟩A(B)|ϕ1Z⟩C), (here C denotes the system sent to

Charlie) and measure their subsystems in the X basis when Charlie announces

the measurement result |Φ+⟩. The error rate is expressed as

EXX =
Y Z,vir
Φ+;0X1X

+ Y Z,vir
Φ+;1X0X

Y Z,vir
Φ+;0X1X

+ Y Z,vir
Φ+;1X0X

+ Y Z,vir
Φ+;0X0X

+ Y Z,vir
Φ+;1X1X

(5.13)

where Y Z,vir
Φ+;jXkX

denotes the joint probability that Alice and Bob measured |jX⟩
and |kX⟩, respectively and Charlie declares the result |Φ+⟩. In this hypothetical

protocol, the state of pulses received by Charlie can be expressed as

σ̂vir
C;jXkX

= TrAB[P̂ (|jX⟩A)⊗ P̂ (|kX⟩B)⊗ 1CP̂ (|ΨZ⟩AC ⊗ |ΨZ⟩BC)]. (5.14)

Here P̂ (|x⟩) = |x⟩⟨x| corresponds to a projection operator for a particular pure

state |x⟩. The normalized state can be defined as ˆ̃σvir
C;jXkX

= σ̂vir
C;jXkX

/Tr(σ̂vir
C;jXkX

).

The joint probability that Alice (Bob) measures |jX⟩ (|kX⟩) and Charlie declares

|Φ+⟩ is given by

Y Z,vir
Φ+;jXkX

= p(jX)p(kX)Tr(D̂Φ+ ˆ̃σvir
C;jXkX

) (5.15)

where D̂Φ+ is the operator that contains Eve’s operation and Charlie’s single photon

Bell state measurement and p(jX), p(kX) represent the probabilities for Alice and

Bob to choose X basis, respectively. Since the virtual state σ̂vir
C;jXkX

can also be
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expressed in terms of identity and Pauli operators as

σ̂vir
C;jXkX

=
1

2

(
1+

∑
s=x,y,z

njX
s σ̂s

)
⊗ 1

2

(
1+

∑
t=x,y,z

njX
t σ̂t

)
, (5.16)

it follows that Eq. (5.15) can be rewritten as

Y Z,vir
Φ+;jXkX

= p(jX)p(kX)
∑

s,t=X,Y,Z

nsntqΦ+|s,t. (5.17)

Therefore, to obtain Y Z,vir
Φ+;jXkX

, it suffices to calculate the transmission rate

of Pauli operators defined by

qΦ+|s,t = Tr(D̂Φ+σs ⊗ σt)/4 (5.18)

with s, t ∈ {1, X, Y, Z}. The parameters ns and nt denote the coefficients of Pauli

matrices. Note that the transmission rate of operators can also be determined from

the yield of signal states used in the actual protocol. To evaluate the yield of these

states we employ the entanglement description where Alice (Bob) prepares state

|ΨZ⟩ = 1√
2
(|0Z⟩A(B)|ϕ0Z⟩C + |1Z⟩A(B)|ϕ1Z⟩C) in the Z basis and likewise the prepa-

ration of optical pulses in the complementary bases can be described as a process

where Alice (Bob) generates |ΦX⟩ = |0X⟩A(B)|ϕ0X⟩C or |ΦY ⟩ = |0Y ⟩A(B)|ϕ0Y ⟩C . By
using the same method previously described for the yield of virtual states, we obtain

the expression for the yield of actual states as

YΦ+,jαkβ = p(jα)p(kβ)Tr(D̂Φ+ρjα ⊗ ρkβ)

= p(jα)p(kβ)
∑

s,t=X,Y,Z

nsntqΦ+|s,t (5.19)

with p(jα) and p(kβ) denoting probabilities for Alice and Bob to measure their

subsystems as state jα and kβ, respectively. The states ρjα and ρkβ correspond

to the four states defined in Eqs. (5.9) to (5.12). We demonstrate in Appendix

C.1 that explicit computation of Eq. (5.17) can lead to the realization of the

transmission rate of identity and Pauli operators qΦ+|s,t. Furthermore, in Appendix

C.2, we determine the transmission rate of operators from the yield of actual states

as defined in Eq. (5.19). By combining the results of Eqs. (C.13) and (C.34), we

can deduce the yield of virtual states and subsequently obtain the error rate EXX

using Eq. (5.13).
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Indeed, with this formalism of estimating error rate EXX , we have shown

that it is possible to obtain the yield of states which have not been sent during the

actual protocol, such as Y Z,vir
Φ+;1X1X

. We have shown how to represent this yield in

terms of the transmission rate of identity and Pauli operators in Eq. (C.4). Fur-

thermore, we demonstrated how to obtain the transmission rate of Pauli operators

from the yield of states used in the actual protocol in Appendix C.2, hence enabling

us to substitute the obtained results into Eq. (C.4), and subsequently obtaining

Y Z,vir
Φ+;1X1X

. The same argument can be used to obtain the yield of states such as

Y Z,vir
Φ+;1X1Y

, Y Z,vir
Φ+;1Y 1X

and Y Z,vir
Φ+;1Y 1Y

which are used to obtain error rates EXY , EY X

and EY Y , respectively. Remarkably, the error rates obtained are the same as the

ones achieved for protocol employing two orthonormal states from the X and Y

bases. Therefore, additional states, |ϕ1X⟩ and |ϕ1Y ⟩ that are used in the six-state

protocol seem to be redundant.

5.4 Estimation of key generation rate

In our protocol, Alice and Bob never reveal their random phase for coherent states

prepared in the key (Z) basis. Therefore, the phase randomized coherent states

|√µeiχ⟩ prepared by Alice and Bob can be described as

∫ 2π

0

|√µeiχ⟩⟨√µeiχ|dχ =
∞∑
0

e−µµn

n!
|n⟩⟨n|, (5.20)

which is a classical mixture of photon number states. This means that the photon

number channel model [292] holds and tagging method [51] proposed by Gottesman

et al. can be employed in our protocol. Therefore, the key generation rate for RFI

TF-QKD is given by

R = q
[
− fECQ

Z
µH(EZ

µ ) +QZ
1 (1− IE)

]
. (5.21)

where q is the sifting factor and in an asymmetric encoding q ∼ 1 for an infinitely

large number of signals. The terms QZ
µ and EZ

µ correspond to the gain and quantum

bit error rate (QBER) in the Z basis. According to the decoy-state theory, the

overall gain is given by [50]

QZ
µ =

∞∑
n=0

Yn
µn

n!
e−µ, (5.22)
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and the corresponding quantum bit error rate is given by

EZ
µQ

Z
µ =

1

2
eµY0 + eZ1 µe

−µY1 +
∑
n≥2

eZ1
µe−µ

n!
Yn. (5.23)

The gain for single photon components in the Z basis is expressed as

QZ
1 = µe−µ

(
Y 1
Φ±;0Z0Z + Y 1

Φ±;0Z1Z + Y 1
Φ±;1Z0Z + Y 1

Φ±;1Z1Z

)
. (5.24)

The parameter IE is estimated from the lower bound of C and upper bound

on the error rate, E1,U
ZZ from single-photon contributions as shown in Eq. (5.2). The

parameter E1,U
ZZ is estimated from the yield of single photons as follows

E1,U
ZZ =

EZ
µQ

Z
µ − e0Y0e

−µ

e−µ
(
Y 1,L
Φ±;0Z0Z + Y 1,L

Φ±;0Z1Z + Y 1,L
Φ±;1Z0Z + Y 1,L

Φ±;1Z1Z

) , (5.25)

where

Y 1,L
Φ±;jαsβ =

µ

µν − ν2

[
Qν;jαkβe

ν −Qµ;jαkβ
ν2

µ2
− µ2 − ν2

µ2
Q0

]
. (5.26)

The valuesQν;jαkβ, Qµ;jαkβ are gains obtained on conditional probabilities that Alice

and Bob measure the states jα, kβ while Q0 is the background gain. Finally, the

parameter C is computed from the error rates in complementary bases as follows

C = (1− 2EXX)
2 + (1− 2EXY )

2 + (1− 2EY X)
2 + (1− 2EY Y )

2. (5.27)

These error rates are computed using yields obtained from the virtual protocol,

which are evaluated as shown in the previous section.

5.4.1 Simulation of the key rate

We demonstrate the performance of the proposed protocol based on fibre implemen-

tation. The simulation formulas for parameters QZ
µ and EZ

µ are given in Appendix

D.2. We set intensity parameters for Alice and Bob at ua,b = 0.6 and va,b = 0.053.

We also assume Charlie uses detectors with efficiency ηdet = 14.5% and the dark

count rate is assumed to be pd = 5×10−7 which is in line with the current technolo-
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gies [293–295]. The channel loss coefficient is α = 0.2dBkm−1 and its transmittance

is ηch = 10−
0.1αL

2 , with L denoting the fibre length. We consider error correction

efficiency, fEC = 1.16.
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Figure 5.2: Secret key rate (in logarithmic scale) for RFI-TF protocol with source
flaws (dashed lines) as a function of transmission distance measured in km, for
experimental parameters: dark counts rate, pd = 5×10−7, the loss coefficient of the
channel, α=0.2 km/dB, the detection efficiency, η = 14.5%. From left to right, the
plots represent the encoding flaws δ = 0.147, δ = 0.127 and δ = 0.090. The solid
line corresponds to the RFI-TF protocol with perfect encoding, and the solid black
line represents the PLOB bound [102].

Our simulation results are depicted in Figure 5.2 and Figure 5.3. In Fig-

ure 5.2 the plots were obtained with δ = 0.090, δ = 0.127 and δ = 0.147, which

correspond to deviation of 5.15◦, 7.28◦ and 8.42◦ from the desired phase angle, re-

spectively. For comparison, we plotted the curve for δ = 0, corresponding to the

perfect encoding scenario. The characterization of parameter δ is based on its re-

lation to the extinction ratio according to the definition; | tan(δ/2)|2 = ηex [297].

The non-zero extinction ratio is mainly due to imperfections in phase modulators

and is of order 10−3 in typical experiments. For this value of extinction ratio, we

obtain δ ≈ 0.063. However, in our simulation, we chose pessimistic values to esti-

mate encoding imperfection to demonstrate the capability of beating repeaterless

bound with currently available devices. The results demonstrate that the key rates

achieved are comparable to the perfect encoding scenario despite increased encoding

flaws. It is also evident that our protocol implemented with an imperfect source still

achieves transmission distances that are beyond the PLOB bound for repeaterless

QKD [102]. We obtain the maximum transmission distance of 505 km, 516 km and
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Figure 5.3: Secret key rate (in logarithmic scale) for RFI-TF protocol with
δ = 0.127 (dashed line) as a function of transmission distance measured in km,
for experimental parameters: dark counts rate, pd = 5 × 10−7, loss coefficient of
the channel, α=0.2 km/dB, the detection efficiency, η = 14.5%. For comparison
purposes, we plot the curve for Phase matching (PM) QKD [296] denoted by the
blue solid line. The solid red line corresponds to the original TF protocol [106] and
the black solid line represents the PLOB bound [102].

530 km for preparation flaws δ = 0.147, δ = 0.127 and δ = 0.090, respectively. For

comparison, the curves for original TF QKD [106], Phase matching (PM) QKD [296]

and RFI-TF QKD are plotted in Figure 5.3. The results show that the original TF

QKD attains a maximum transmission distance of 592 km and RFI-TF QKD can

reach a maximum secure distance of 516 km. At a distance of 0 km, the key rate for

original TF QKD and RFI-TF QKD are 9.10× 10−2 and 4.90× 10−2, respectively.

The gap between the two curves is small and almost remains constant when the

distance increases. This demonstrates that the performance of RFI-TF QKD is still

comparable to the original TF-QKD. It is also evident that PM QKD outperforms

our proposed protocol in terms of maximum transmission distance realized. How-

ever, our protocol achieves slightly better key rates at shorter distances than the

PM QKD. Moreover, the merit of the RFI-TF QKD protocol is that it eliminates

the need for aligning reference frames and active phase stabilization.

Furthermore, we compare our results with some TF QKD schemes in the

literature. More recently, Tamaki et al. [298] proposed a modified version of the

original TF QKD, which employs a testing mode for monitoring an eavesdropper

and the coding mode for key generation. The phase error rate is estimated in their

protocol by considering the bias between two bases (coding and testing modes). On
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the contrary, our protocol exploits the mismatched basis data to determine error

rates in complementary bases (X, Y ) to estimate Eve’s information. Also, our pro-

tocol employs the GLLP tagging key rate method [51] since Alice and Bob never

reveal the phase information in the key basis. Hence, their coherent states are re-

garded as a mixture of photon number states in the Fock space. In contrast, the

GLLP tagging model does not hold in the protocol by Tamaki et al. [298] since Alice

and Bob announce the phase information in the coding mode. Remarkably, our sim-

ulation results agree very well with their results. The observed superiority in their

results compared to ours may be attributed to a different choice of experimental

parameters and the fact that we consider the source flaws in our analysis.

Moreover, we compare our protocol’s performance with a TF variant scheme

proposed by Lin et al. [299]. The first noticeable difference between this work and

ours is in key generation mode. In their protocol, Lin et al. consider phase-matching

coherent states for key generation purposes, while in our protocol, we exploit vac-

uum and phase-randomized coherent states to extract secure keys. As already

stated, our approach enables us to use the traditional BB84 tagging key genera-

tion formula since the phase-randomized coherent states are regarded as a mixture

of photon number states. However, the method is not applicable to the scheme

in [299]. Moreover, the scheme in [299] employs non-phase randomized coherent

test states to perform a variation of tomography on the quantum channel to de-

duce the information leaked to Eve. In our approach, we use the yields of rejected

data to estimate the error rates in the X and Y bases, which are used to deduce

Eve’s information. Regarding maximum attainable distances, we observe that our

protocol outperforms the scheme proposed in [299]. We obtained a maximum dis-

tance of approximately 500 km, while a distance of 400 km was achieved for the

previous scheme. We emphasize that optical devices are available for the practical

implementation of our proposed twin-field RFI protocol. Experimental setups for

the ”sending or not sending” twin-field QKD scheme have already been developed

and successfully demonstrated [108, 288]. These setups are compatible with our

proposed RFI twin-field QKD protocol and can be directly adapted for its practical

implementation.
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5.5 Conclusion

We proved the security of the RFI-TF QKD protocol with state preparation flaws.

Our results demonstrate that our protocol can overcome the repeaterless PLOB

bound. In addition, our protocol is capable of extracting a secure key over a trans-

mission distance of l=505 km, l=516 km and l=530 km for encoding flaws δ = 0.090,

δ = 0.127 and δ = 0.147, which corresponds to the deviation of 5.15◦, 7.28◦ and

8.42◦ from the desired phase angle, respectively. The results show that despite

the state preparation flaws, the key rates achieved are still comparable to those

of perfect encoding scenarios. The results show that despite the state preparation

flaws, the key rates achieved are still comparable to perfect encoding scenarios.

Although our protocol cannot achieve a transmission distance beyond the original

TF-QKD protocol, its most significant advantage is that it can be implemented

without aligning reference frames, eliminating the need for active stabilization of

interferometers.
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Chapter 6
High dimensional QKD with biphotons

6.1 Introduction

In this chapter, we present a high-dimensional MDI-QKD protocol that encodes

information on qutrit states by exploiting the polarization state of single-mode

biphoton field. Using biphotons as qutrits enhances the attainable secret key rate

and security due to improved information capacity per photon and the high noise

tolerance [300]. To examine the practicality of the proposed protocol, we inves-

tigate the finite-key bounds against the general attacks based on entropic uncer-

tainty relations. Moreover, this security analysis pertains to the implementation

using the decoy states. This enables the proposed protocol to be secure against

Photon-Number-Splitting (PNS) attacks [220]. For the finite-key study, the statis-

tical fluctuations are catered by leveraging the large deviation theory, particularly

the multiplicative Chernoff bound [301]. This bound provides the tightest bounds

on estimated parameters for the high-loss regime. This chapter is based on the work

in Ref. [199].
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6.2 Protocol Definition

Biphotons

The pure polarization state for a single-mode biphoton field is expressed according

to the following [152,300]:

|Φ⟩ = c1|2h, 0v⟩+ c2|1h, 1v⟩+ c3|0h, 2v⟩, (6.1)

where ci = |ci|eiϕi are complex amplitudes. The notation |nh, nv⟩ represents a

state that consists of n photons in the horizontal (h) mode as well as n photons

in the vertical (v) polarization mode. Therefore, from Eq. (6.1), we can observe

that a biphoton has a three-level quantum system (qutrit) representation, hence

its use for ternary quantum information encoding. To realize the QKD protocol,

one needs at least two mutually unbiased bases (MUB) from available d+1 MUBs.

The two orthonormal bases M1 = |ϕ⟩i, where i ∈ {0, 1, 2} and M2 = |Φ⟩j, where
j ∈ {0, 1, 2} for a 3-dimensional Hilbert space H3 are considered mutually unbiased

when all pairs of basis vectors |ϕ⟩i and |Φ⟩j satisfies

|⟨ϕi|Φj⟩|2 =
1

3
. (6.2)

For biphotons, the standard basis is expressed in terms of the orthonormal states

|α⟩ = |2h, 0v⟩, |β⟩ = |0h, 2v⟩ and |γ⟩ = |1h, 1v⟩. The states |2h, 0v⟩ and |0h, 2v⟩ rep-
resent type-I phase matching, while |1h, 1v⟩ corresponds to type II phase matching,

and one can obtain these biphoton fields through spontaneous parametric down-

conversion (SPDC). The other three MUBs are realized from the superposition of

the basis vectors as follows

|ά⟩ = 1√
3
(|α⟩+ |β⟩+ |γ⟩) (6.3)

|β́⟩ = 1√
3
(|α⟩+ ω|β⟩+ ω2|γ⟩) (6.4)

|γ́⟩ = 1√
3
(|α⟩+ ω2|β⟩+ ω|γ⟩), (6.5)
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|ᾱ⟩ = 1√
3
(|α⟩+ |β⟩+ ω|γ⟩) (6.6)

|β̄⟩ = 1√
3
(|α⟩+ ω|β⟩+ |γ⟩) (6.7)

|γ̄⟩ = 1√
3
(ω|α⟩+ |β⟩+ |γ⟩), (6.8)

and

|α̃⟩ = 1√
3
(|α⟩+ |β⟩+ ω2|γ⟩) (6.9)

|β̃⟩ = 1√
3
(|α⟩+ ω2|β⟩+ |γ⟩) (6.10)

|γ̃⟩ = 1√
3
(ω2|α⟩+ |β⟩+ |γ⟩), (6.11)

where ω = exp(i2π/2). In our scenario, to realize high dimensional encoding with

biphotons, we propose an MDI-QKD protocol exploiting two Fourier transformed

bases, M1 = {|ά⟩, |β́⟩, |γ́⟩} and M2 = {|ᾱ⟩, |β̄⟩, |γ̄⟩}.

Preparation of states

Alice (Bob) starts by randomly preparing qutrit states from two mutually unbiased

basesM1 = {|ά⟩, |β́⟩, |γ́⟩} andM2 = {|ᾱ⟩, |β̄⟩, |γ̄⟩}. The biphoton states {|ά⟩, |ᾱ⟩},
{|β́⟩, |β̄⟩} and {|γ́⟩, |γ̄⟩} are assigned bit values 0, 1 and 2, (the value 2 is converted to

binary digit during sifting to obtain two bits per signal) respectively. The states are

prepared using a Mach-Zehnder interferometer consisting of 3 arms and appropriate

non-linear crystals in each arm. This is illustrated in Figure 6.1. The laser beam is

pumped onto a non-symmetric beam-splitter that transmits two-thirds of the beam

through the interferometer’s long arm and reflects the other beam via the short

arm. The beam in the long arm is pumped towards the type I non-linear crystals

for generating states |2h, 0v⟩ and |0h, 2v⟩, resulting in a superposition

|Φ⟩ = c1|2h, 0v⟩+ eiϕ31c3|0h, 2v⟩, (6.12)

with eiϕ31 representing the relative phase between the states realized through phase

shifters. The half-wave plate is used for manipulating the amplitudes of these

states. A cut-off flitter is employed to remove the pump. After passing through

the filter, the states arrive at the piezoelectric translator, where the phase shift,

ϕ2, is introduced between the superposition of states defined in Eq. (6.12) and
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Laser
(�/2)�

(�/2)�
PS.1

ϕ��=ϕ�-ϕ�

PS.2 
ϕ� DM |1,1⟩

|2,0⟩

|0,2⟩
Channel

Figure 6.1: Mach-Zehnder interferometer set up used by Alice and Bob for bipho-
ton state preparation. The laser beam is pumped towards a non-symmetric beam-
splitter that transmits 2/3 and reflects 1/3 of the beam through the long and short
arms. The (λ/2)i represents the halve wave plates for manipulating the amplitude,
ci of the states. The phase shifters (PS. 1 and PS. 2) introduce relative phases
between the states. The DM denotes the dichroic mirror, which transmits two
biphotons created using type I non-linear crystals from the long arm of the inter-
ferometer and reflects the pump from the short arm towards the type II non-linear
crystal for the creation of state |1h, 1v⟩.

the state |1h, 1v⟩. The reflected beam traveling through the short arm is guided

towards the half-wave plate to control the amplitude corresponding to the state

|1h, 1v⟩. The pump is reflected at the dichroic mirror towards the type II non-linear

crystals to create the state |1h, 1v⟩. The type I biphotons from the long arm of the

interferometer are transmitted via the dichroic mirror. Thus, at the interferometer’s

output, we have the superposition of three basic states in Eq. (6.1), which are then

propagated through the insecure channel to the measurement site. Different states

from two mutually unbiased bases are produced by adjusting the phase shifters and

halve wave plates according to Table 6.1.

Table 6.1: The parameter settings for biphoton states from two mutually unbiased
bases used in our QKD scheme. The complex amplitudes |ci| are realized through
the use of half-wave plates. The ϕi are realized by use of phase shifters.

State |c1| |c2| |c3| ϕ1 ϕ2 ϕ3

|ά⟩ 1√
3

1√
3

1√
3

0 0 0

|β́⟩ 1√
3

1√
3

1√
3

0 120◦ -120◦

|γ́⟩ 1√
3

1√
3

1√
3

0 -120◦ 120◦

|ά⟩ 1√
3

1√
3

1√
3

120◦ 0 0

|β̄⟩ 1√
3

1√
3

1√
3

0 120◦ 0

|γ̄⟩ 1√
3

1√
3

1√
3

0 0 120◦
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Measurement

Charlie allows the biphotons from Alice and Bob to interfere in a symmetric beam-

splitter upon receiving the states (see Figure 6.2). As a result, the Hong Ou Mandel

effect occurs. The beam-splitter action can be described as follows. Let us assume

Alice Bob
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Tritte
r

BS

Channel Channel
Charlie

2
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Figure 6.2: The generic measurement set up for our proposed MDI-QKD. Alice
and Bob start by preparing the biphoton states from two mutually unbiased bases
and sending them to Charlie through the unsecured channel. Charlie allows the
states to interfere in the symmetric beam-splitter (BS) upon receiving the states.
The photons are directed towards the tritter and eventually detected in the Brown
Twiss scheme (mode sorter).

Alice’s biphoton state at the input arm of the beam-splitter is denoted by |ψ⟩1,
then its transformation can be described as

a†1|ψ⟩1 →
1√
2
(|ψ⟩3 + |ψ⟩4). (6.13)

Similarly if Bob’s state at the input arm is |ψ́⟩2 then the action of the beam-splitter

is described as

a†2|ψ́⟩2 →
1√
2
(|ψ́⟩3 − |ψ́⟩4), (6.14)
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where a†i denotes the creation operator and |x̄⟩ is the reflected state. The overall

beam-splitter transformations are described as

|ψ⟩1|ψ́⟩2
BS−−→ 1√

2
(|ψ⟩3 + |ψ⟩4)⊗

1√
2
(|ψ́⟩3 − |ψ́⟩4)

=
1√
2
(|ψ⟩3|ψ́⟩3 − |ψ⟩3|ψ́⟩4 + |ψ⟩4|ψ́⟩3 − |ψ⟩4|ψ́⟩4)

=
1√
2
(|Ψ+⟩+ |Ψ−⟩) (6.15)

where

|Ψ+⟩ = 1√
2
(|ψ⟩3|ψ́⟩3 − |ψ⟩4|ψ́⟩4) (6.16)

and

|Ψ−⟩ = 1√
2
(|ψ⟩4|ψ́⟩3 − |ψ⟩3|ψ́⟩4). (6.17)

The subscripts 1, 2, and 3, 4 denote a beam-splitter’s input and output ports,

respectively. According to the Hong Ou Mandel interference, identical photons will

leave the beam-splitter from a similar output port, and distinguishable photons from

both input ports of the beam-splitter will exit in both output ports. Let Alice and

Bob choose a similar biphoton states |άA⟩ and |άB⟩, respectively. Therefore, based
on the Hong Ou Mandel interference, the state |Ψ−⟩ in Eq. (6.17) will disappear,

and the resultant state is

|Ψ+⟩ = 1√
2
(|άA⟩3|άB⟩3 − |άB⟩4|άA⟩4). (6.18)

Therefore, identical biphotons will always appear in the same output arm of BS (3rd

arm or 4th arm). Otherwise, if Alice and Bob prepare opposite biphotons, both

|Ψ−⟩ and |Ψ−⟩ will exist, and there is a non-zero probability that the biphotons

will exit at both output arms of the BS. The photons that exit the beam-splitter

are transmitted toward the three input-output ports beam-splitter (tritter). The

photons are directed toward the two non-polarizing beam-splitters to separate them

into three channels from each output of the symmetric beam-splitter connected to

each input of the two tritters (See Figure 6.3). The probability of photons exiting
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Figure 6.3: Illustration of the measurement set up at Charlie’s site. The incoming
biphotons interfere in the beam-splitter (BS) and exit through either of two output
ports towards the two non-symmetric beam-splitter (NPBS), where they are further
split into three channels and directed towards the tritter. The tritter setup shown in
the upper left is a three-input-output port splitter. It comprises three conventional
beam-splitters (BS), four-phase shifters (PS), and a mirror. The output ports of
the tritter are linked with three Brown Twiss schemes for detecting the three basic
states |α⟩, |β⟩, and |γ⟩. Each Brown Twiss scheme consists of a non-symmetric
beam-splitter (NPBS), wave plates (WP), polarization analyzer (A), and detectors
(DPi) where P ∈ {H,V } represents polarization mode and subscript i denotes
single photons forming biphotons. The abbreviation c.c corresponds to coincident
counting or detection.

through any of the output ports of the tritter is governed by the unitary matrix

U =
1√
3

1 1 1

1 ei2π/3 ei4π/3

1 ei4π/3 ei8π/3

 . (6.19)
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In a case where each input of the tritter is injected with biphoton state, the resultant

output state after the evolution induced by U is given by

|1, 1, 1⟩ U−→
√

2

3
|3, 0, 0⟩ − 1√

3
|1, 1, 1⟩, (6.20)

where |1, 1, 1⟩ corresponds to one biphoton state in each input or output of the trit-

ter, and |3, 0, 0⟩ represents three biphoton states exiting through one output port

and no photons in the other two output ports. The output ports of each tritter

are linked with three biphoton mode sorters. At the output of each tritter, the

biphoton states from Alice and Bob are directed towards the Brown Twiss schemes,

which are tuned to measure the standard basis biphoton modes |α⟩, |β⟩ and |γ⟩.
Each Brown Twiss scheme is made up of polarization filters in the arms. The filters

comprise a pair of phase-plates and a polarization analyzer used to realize the po-

larization states of single-photons creating the biphoton. Each Brown Twiss scheme

is tuned to detect a certain polarization state of biphoton by setting wave plates

(λ/4 plate, λ/2 plate) to angle positions that realize desired polarization and setting

the polarization analyzer to allow the desired polarization to pass through. Table

6.2 shows different angle settings for wave plates. When a Brown Twiss scheme

is tuned to the settings for detecting specific polarization states, the orthogonal

biphoton states cannot result in coincidence detection. For instance, in the Brown

Twiss scheme used to detect |β⟩ biphoton mode, there are two detectors for the hor-

izontal polarization contributions from Alice and Bob’s biphoton states, which are

labelled as DHA and DHB. Furthermore, there are two detectors for measuring the

vertical polarization contributions of biphoton states from Alice and Bob labelled

as DV A and DV B as shown in Figure 6.3. Similarly, appropriate parameters are set

in the filters of both arms of the Brown Twiss scheme for detecting other states

to allow coincidence detection. Note that states prepared by Alice and Bob are a

Table 6.2: The parameter settings for wave plates in the Brown Twiss schemes.

Wave plate |α⟩ |β⟩ |γ⟩
H H H V V V

λ/4 −π
4

−π
4

−π
4

−π
4

−π
4

−π
4

λ/2 π
8

π
8

π
8

−π
8

−π
8

−π
8

superposition of the three basic states |α⟩, |β⟩ and |γ⟩. Therefore, a successful Bell

state measurement in the Brown Twiss scheme corresponds to the observation of

precisely 12 detectors being triggered; for instance, DH1A, DH1B, DH2A and DH2B

(associated with |α⟩L biphoton mode), DH3A, DH3B, DV 4A and DV 4B (associated
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with |β⟩L biphoton mode) and DV 5A, DV 5B, DV 6A and DV 6B (associated with |γ⟩L
biphoton mode). These measurement results can be simplified in terms of Bell mea-

surements as 1√
2
(DαL

DβL
DγL+DαR

DβR
DγR) which represent a click in detectors on

the left-hand side for |α⟩, |β⟩ and |γ⟩ modes (i.e.,DαL
denotes coincidence detection

in detectors of |α⟩ mode) or a click on the right-hand side for |α⟩, |β⟩ and |γ⟩ modes

detectors. A conclusive result is given by clicking in detectors of the mode sorters on

the left-hand side or the right-hand side only. The other Bell state measurements

result in inconclusive measurement results, e.g., 1√
2
(DαL

DβL
DγR + DαR

DβR
DγL).

The results are provided in Table 6.3.

Table 6.3: The possible Bell state measurement results in the Brown Twiss scheme
mode sorting.

States sent by Alice and Bob

Charlie’s measurement results |ά⟩ or |ᾱ⟩ |β́⟩ or |β̄⟩ |γ́⟩ or |γ̄⟩
DαL

DβL
DγL Conclusive Conclusive Conclusive

DαR
DβR

DγR Conclusive Conclusive Conclusive
DαL

DβL
DγR Inconclusive Inconclusive Inconclusive

DαL
DβR

DγR Inconclusive Inconclusive Inconclusive
DαL

DβR
DγL Inconclusive Inconclusive Inconclusive

DαR
DβL

DγL Inconclusive Inconclusive Inconclusive
DαR

DβL
DγR Inconclusive Inconclusive Inconclusive

DαR
DβR

DγL Inconclusive Inconclusive Inconclusive

Sifting

Alice and Bob post select states prepared using the same basis when Charlie reports

a conclusive event and discards the rest of the data. A conclusive event corresponds

to a case where there is a coincidence detection in three Brown Twiss schemes

(linked to the same tritter) for three different basis states |α⟩, |β⟩ and |γ⟩. This

occurs when Alice and Bob have prepared the same biphoton state. We define the

set K comprising of biphoton signals if Alice and Bob selected the key basis M1

and Charlie gets a successful measurement. Similarly, C is a set of post-selected

signals from measurement basis M2, which are used for monitoring the presence

of an adversary. The protocol repeats the first steps until the sifting conditions

|K| ≥ n and |C| ≥ m are met for all N signals prepared by Alice and Bob.
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Parameter estimation

The participating parties, Alice and Bob, make use of the random bits obtained from

K to create a raw key consisting of bit strings KA and KB. Then, they compute the

average error 1
|C|
∑
ai ⊕ bi where ai and bi are Alice and Bob’s bit values.

Error correction

The information reconciliation scheme is performed, which leaks at least leakEC

bits of classical error-correction data. Alice evaluates a bit string (i.e., a hash)

measuring length log2(1/εcor) using a random universal2 hash function to KA. Then,

Alice transmits the choice of the function, including the hash, to the receiver, Bob.

When the hash of KB does not match the hash of KA, the protocol is aborted.

Privacy amplification

During this step, Alice uses a random universal2 hash function for extracting the

length ℓ bits of secret key SA from KA. Bob exploits a similar hash function for

extracting the key SB of length ℓ from KB.

6.3 Security analysis

We consider the realistic scenarios where participating parties exchange finite signals

N and determine the statistical fluctuations of finite-size key effects. The security

analysis follows the proofs provided in Refs. [218,239–241,267] based on a universally

composable framework. The protocol creates a pair of key bit strings SA for Alice

and SB for Bob. These key bit strings measure length ℓ and must satisfy the

correctness and secrecy requirements so that the protocol can be considered secure.

Based on the composability requirement, the QKD protocol is considered to be

correct when SA = SB for any eavesdropping attack. Thus, the εcor-correct protocol

differs from a correct one according to the error probability, εcor, where Pr[SA ̸=
SB] ≤ εcor. Therefore, the classical-quantum (CQ) state, ρSAE is ∆-secret when

min
ρE

1

2
||ρSAE − ρU ⊗ ρE||1 ≤ ∆, (6.21)
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where ρSAE is the CQ state, which represents the correlation between Alice’s key bit

string SA and Eve’s quantum state ρE, and ρU corresponds to the completely mixed

state on the key space. Since we consider signals generated using spontaneous para-

metric down-conversion (SPDC) sources that sometimes emit at least one photon

pair, our protocol is susceptible to photon number splitting (PNS) attacks. There-

fore, we apply the decoy states technique analysis. With the decoy-state approach,

Alice prepares photons at random by using the three different intensities (µ, ν, ω)

with µ denoting the signal state intensity, ν for decoy states, and ω represents the

vacuum states [223]. These intensities are generally chosen according to the fol-

lowing probabilities Pµ > Pν > Pω whereby Pµ, Pν , and Pω represent signal, decoy

and vacuum states. Accordingly, signal states attained with the intensity µ are

utilized to generate the final secure key. Finally, the decoy-states acquired based

on intensity ν are used to bound the knowledge of Eve about the key. Therefore,

the key rate of the εsec + εcor-MDI protocol with biphotons is expressed as

ℓ

Ntotal

= q

[
Q1,1

µaµb,M1
(log2 3− h3(e

1,1U
M2

))− leakEC − log2
2

εcor
− 2log2

4

εsec

]
, (6.22)

with q = Nµp2κ
Ntotal

, Nµ represents the number of detected signals prepared according

to the intensity µ. In contrast, pκ denotes the probability of measuring in the key

basis M1 and Ntotal is the total amount of exchanged signals. The term Q1,1
µaµb,M1

represents the gain of biphotons prepared by Alice and Bob in the key basis M1

with intensities µa and µb, respectively. Accordingly, the term e1,1UM2
denotes the

upper bound on the error rate emanating from single-photon components in the

non-key basis M2 and leakEC represents the quantity of information leaked to Eve

in the error correction step which equals to NµfECh3(EµaµbM1). Here f denotes

the efficiency due to error correction and h3(x) is the entropy corresponding to

three-dimensional quantum states given by h3(x) = −xlog2(x2 )− (1−x)log2(1−x).

Finally, the correction terms log2(1/εcor) and 2 log2(4/εsec) correspond to the bits

of information lost through computation of universal hash function during error

correction step and the privacy amplification. The applicable parameters in Eq.

(6.22) are derived in Appendix E.
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6.4 Simulation results

We present the analysis of the behavior of the secret key rate in Eq. (6.22). The

simulation results correspond to a fibre-based QKD scheme where the expected

key rate is maximized by using the following experimental values where fiber loss

coefficient 0.2 dB/km, detector efficiency η = 14.5%, single-photon detector dark

count rate Pd = 1.7 × 10−6, error correction efficiency fEC = 1.22, signal states

mean photon number µ = 0.6 and optimal probability pz for the key basis is 0.95

Ref. [271].
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Figure 6.4: Illustration of the secret key rate (in logarithmic scale) in terms of
the transmission distance (km), for a fixed amount of signals N = 1012, N = 1013,
N = 1014 and N = 1016.

Figure 6.4 depicts the expected secret key rate corresponding to each pulse

(i.e., ℓ/N) in terms of the transmission distance between the participating parties,

Alice and Bob, for various amounts of signals N . The simulation result demon-

strates the feasibility of our proposed protocol in the finite-key regime. Notably,

we obtain a fairly reasonable transmission distance of 90 km with realistic 1016

photon signals. For comparison purposes, we provide the plot for key rate against

transmission distance for our proposed biphoton MDI QKD and the qubit-based

MDI QKD [240] in Figure 6.5. The results indicate that qubit-based MDI-QKD

slightly outperforms our proposed biphoton QKD in terms of maximum transmis-

sion and achievable key rates. However, it is worth highlighting that the biphoton

MDI-QKD provides a higher bit error rate tolerance compared to the qubit-based

MDI-QKD. For example, it has previously been demonstrated in Refs. [300, 302]

that biphoton-based QKD protocols can tolerate an higher error rate to distill a
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secure key in comparison to their qubit-based counterparts. In Figure 6.7, we show

the simulation results for the security bounds for the two-dimensional system (qubit

based) QKD and for the three-dimensional system (qutrit based) QKD based on

the secret key fraction formula derived in [302]. The results show that the qubit

based QKD has a lower bound on the error rate of 11% while the qutrit based QKD

can tolerate up to 15.95% error rate. Therefore, we highlight that owing to its abil-

ity to tolerate a higher quantum bit error rate, the biphoton MDI QKD can still

be considered a reliable candidate for key distribution purposes, particularly over

short transmission distances with low losses in the channel. Notably, we remark

that the means to create and detect biphoton optical fields have long been success-

fully investigated [152, 303–305]. Furthermore, the experimental results show that

the biphoton states can be realized with high fidelity that ranged from 98.3 % to

99.8%, clearly demonstrating the feasibility of biphoton QKD. Most significantly,

the advent of superconducting nanowire single-photon detectors has demonstrated

detection efficiency of about 93% [306]. Thus, by harnessing these new technologies,

the detection inefficiencies contributed by our detection system, which detectors in

our scheme could contribute, can be drastically reduced, resulting in improved key

rates. In Figure 6.6, we present the performance expected secret key rate (per

pulse) ℓ/N given as a function of the number of signals N for various values of

the intrinsic error rate: Q = (0.3%, 0.6%, 1%) owing to the misalignment and the

optical system’s instability at a distance of 50 km. We show that a minimum data

size of about 1014 signals (attainable current hardware in practical QKD systems)

is required to produce a provably secure secret key.
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Figure 6.5: Illustration of the secret key rate (in logarithmic scale) in terms of the
transmission distance (km) for our proposed biphoton MDI QKD and the qubit-
based MDI QKD proposed in Ref. [240] for a fixed amount of signals N = 1016.
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Figure 6.7: Plots of secret key fraction vs quantum bit error rate, E for the 2-
dimensional (qubit based) QKD and the 3-dimensional (qutrit based) QKD based
on the secret key fraction formula derived in [302].

6.5 Conclusion

We presented a high-dimensional QKD protocol employing biphotons to encode

information. The biphotons were exploited as qutrits to improve the secret key

rate. This is because qutrits carry more bits of classical information and have

improved robustness against eavesdropping compared to qubits. Moreover, the

secret key rate for the MDI-QKD proposed protocol was simulated regarding the
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transmission distance for different fixed amounts of signals. These results prove that

this protocol achieves a considerable secret key rate for a moderate transmission

distance of 90 km by using 1016 signals. Also, the expected secret key rate was

simulated to examine our protocol’s performance at various intrinsic error rate

values, Q = (0.3%, 0.6%, 1%) caused by misalignment and instability due to the

optical system. These results show that reasonable key rates are achieved with

a minimum data size of about 1014 signals, which are realizable with the current

technology. Therefore, the proposed protocol is crucial for realizing practical QKD

implementations.
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Chapter 7
Measurement device independent QKD

with vector vortex beams under diverse

weather conditions

7.1 Introduction

Real-world deployment of QKD protocols often entails operating in diverse environ-

ments, including turbulent weather conditions. Diverse weather conditions cause

interference in communication channels, causing fluctuations in the received signal

quality, errors and inadvertently enhancing the potential for eavesdropping. Conse-

quently, we introduce an MDI-QKD implemented with vector vortex modes, which

have proved resilient against adverse weather conditions. The vector vortex beams

are created through a specific combination of OAM and polarization modes (hybrid

states). The inherent advantage of these beams is that any perturbation caused

by misalignment in the polarization degree of freedom is precisely compensated for

by an identical effect caused by misalignment of the OAM modes. This results in

rotationally invariant photon states. Another significant contribution is the perfor-

mance analysis of the proposed MDI-QKD scheme under diverse weather conditions

to determine its viability. We do this by evaluating key figures of merit, i.e., secure

key rate and transmission distance. This chapter is based on the work in Ref. [200].
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7.2 Operation of the OAM-based MDI-QKD pro-

tocol

We propose an MDI-QKD scheme implemented with vector vortex and scalar

beams. In quantum optics, optical fields can be manipulated to create vector vor-

tex or scalar beams. Vector vortex beams are states of light with spatially varying

polarization in the transverse plane, i.e., inhomogeneous polarization states. The

spatial and polarization degrees of freedom (DoFs) are coupled non-separable, rem-

iniscent of entanglement in quantum mechanics. Scalar beams, on the other hand,

are completely separable in spatial and polarization modes, i.e., the spatial proper-

ties are not affected by changes in the polarization state of the photon. Specifically,

vector vortex beams are defined by utilizing the notation adopted from quantum

mechanics as [307]:

|ψ⟩θ,ℓ =
1√
2
(|R⟩|ℓ⟩+ eiθ|L⟩| − ℓ⟩), (7.1)

and the mutually unbiased bases (MUB) scalar beams are expressed as

|ϕ⟩θ,ℓ =
1√
2
(|R⟩+ eiθ|L⟩)| ± ℓ⟩, (7.2)

where R and L correspond to the right and left circular polarization states of light,

θ denotes the intra modal phase and |±ℓ⟩ is an OAM state that carries ±ℓℏ quanta

of OAM. This quantity can be represented as

|ℓ⟩ = A(r, z)W (r/R) exp(iℓϕ), (7.3)

where A corresponds to an amplitude of the beam, r and ϕ are the radial and az-

imuthal coordinates, respectively. The term ℓ denotes an OAM topological charge,

and it is an integer, while W (r/R) denotes an aperture function with radius R

expressed as [308]

W (r/R) =

1, if |r| < R

0, otherwise.
(7.4)
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State preparation

The OAM-based MDI-QKD is realized by manipulating the vector vortex and scalar

beams in Eqs. (7.1) and (7.2) a with intra modal phase θ = 0 or π to generate two

mutually unbiased bases (MUB), vector basis V ∈ {V0 = 1√
2
(|R⟩|ℓ⟩+ |L⟩|−ℓ⟩), V1 =

1√
2
(|R⟩|ℓ⟩ − |L⟩| − ℓ⟩)} and the scalar basis S ∈ {S0 = 1√

2
(|R⟩ + |L⟩) |ℓ⟩, S1 =

1√
2
(|R⟩− |L⟩)|− ℓ⟩}. The two communication parties, Alice and Bob randomly and

independently choose a basis (V or S), and a bit r ∈ {0, 1} where r = 0 ∈ {V0, S0}
and r = 1 ∈ {V1, S1}. Next, they generate optical signals of intensity γ ∈ {µ, ν, 0}
(where µ is the intensity for signal states, ν for decoy states, and ω for vacuum

states) prepared in the basis state of β ∈ {V,S}. Alice and Bob send their states

to Charlie via the quantum channel.

Measurement

Charlie let the two optical pulses interfere in the symmetric beam-splitter (BS) and

performs mode sorting and Bell state measurement. When the photons carrying

OAM states from Alice and Bob arrive at 50:50 BS, a Hong–Ou–Mandel (HOM)

effect occurs. In particular, according to the HOM effect, two indistinguishable

photons incident at each input port of BS will exit at the same output port of

BS. However, four distinct possibilities exist with distinguishable photons: the two

photons exit the BS together through the same output port, or the photons exit

the BS separately through different output arms. Precisely, for the initial state

|Ψ⟩ = |1⟩1,M|1⟩2,N = |M⟩1|N⟩2 = â†1,Mb̂
†
2,N|0⟩, the transformation relations of the

two photons incident at the two inputs of BS can be described as

â†1,Mb̂
†
2,N|0⟩

BS7−−−→1

2
(ĉ†3,M + d̂†4,M)(ĉ†3,N − d̂†4,N)|0⟩

=
1

2
(ĉ†3,Mĉ

†
3,N − ĉ†3,Md̂

†
4,N + ĉ†3,Nd̂

†
4,M − d̂†4,Nd̂

†
4,N)|0⟩,

(7.5)

where â†, b̂†, ĉ† and d̂† are creation operators at input and output ports 1,2 and 3,4,

respectively. The notations M and N correspond to the degree of freedom, such

as polarization and orbital angular momentum. For the two input photons with

identical degrees of freedom, the second and third terms in Eq. (7.5) disappear.

For simplicity, for initial states, |ψ⟩ and |φ⟩ the action of the beam-splitter can also
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Figure 7.1: An illustration of the proposed OAM-based MDI-QKD. Alice and
Bob prepare two mutually unbiased basis states (V, S) and send them to Charlie
through the unsecured channel. The λ/2 plate and the q-plate are used to generate
a set of vector and scalar modes, which are then attenuated to intensity γ ∈ {µ, ν, 0}
using intensity modulator IM. Next, the telescope collimates the quantum states
with a finite aperture. They are sent through a free atmospheric space link to
the measurement site controlled by Charlie. The optical states are then collected
by the telescope and allowed to interfere with the symmetric beam-splitter (BS).
Next, the photons are passed through the polarization grating that separates the
left and right circularly polarized photons, then guided by mirrors (M1, M2, M3,
M4) towards a beam-splitter (BS). As a result, the photons are measured using the
mode sorters (MS) that map OAM to position and then detected by the detectors
(L0, R0, L1, R1).

be illustrated as

|ψ⟩1|φ⟩2
BS7−−−→ 1

2
(|ψ⟩3|φ⟩3 − |ψ⟩3|φ⟩4 + |ψ⟩4|φ⟩3 − |ψ⟩4|φ⟩4) (7.6)

where |x̄⟩ is the reflected state. Based on the beam-splitter interactions, we describe

observations from each basis as follows.

Vector basis Based on a method described in Ref. [307], two vector

vortex states are sorted by combining geometric phase control and multipath in-

terference (see Figure 7.1). Once photons exit the first BS, they pass through a

polarization grating. This separates left and right circularly polarized photons into
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two paths based on their polarization according to

|ψ⟩θ,ℓ =
1√
2
(|R⟩a|ℓ⟩a + eiθ|L⟩b| − ℓ⟩b). (7.7)

As a result of interference between the photons in paths a and b at the second BS,

the resultant state is expressed as follows

|ψ′⟩θ,ℓ =
1− eiθ

2
|ℓ⟩c + i

1 + eiθ

2
| − ℓ⟩d. (7.8)

Note that due to parity differences in the reflections in each input port, the polar-

isation of the two paths is inherently reconciled in each output port of the beam-

splitter. Also, it is worth stating that at this stage, it is not essential to keep the

polarisation in the expression of the photon state since the polarisation details are

defined in the path. The OAM carrying photons from the outputs c and d are then

measured by passing them through the OAM mode sorter and coincidently detected

by two detectors, L0 and L1 or R0 and R1. According to Eq. (7.8), when Alice

and Bob prepare the same vector states, we observe a click from one detector along

the same path (3 or 4) from the output ports of the first BS. An error corresponds

to a click from two detectors within the same path (3 or 4) when the same states

are sent by two parties. However, if Alice and Bob prepare vector vortex beams of

different states, two detectors are triggered at opposite ends, that is, (L0, R1) or

(L1, R0) or within the same path (3 or 4), i.e., (L0, L1) or (R0, R1). For instance,

suppose that Alice sent |φ⟩2 = 1√
2
(|R⟩|ℓ⟩ − |L⟩| − ℓ⟩) and Bob sent vector vortex

state |ψ⟩1 = 1√
2
(|R⟩|ℓ⟩+ |L⟩| − ℓ⟩), then based on the first BS interactions we have

|ψ⟩1|φ⟩2
BS7−−−→1

2
([

1√
2
(|R⟩|ℓ⟩+ |L⟩| − ℓ⟩)]3 ⊗ [

1√
2
(|R⟩|ℓ⟩ − |L⟩| − ℓ⟩)]3

− [
1√
2
(|R⟩|ℓ⟩+ |L⟩| − ℓ⟩)]3 ⊗ [

1√
2
(|R⟩|ℓ⟩ − |L⟩| − ℓ⟩)]4

+ [
1√
2
(|R⟩|ℓ⟩+ |L⟩| − ℓ⟩)]4 ⊗ [

1√
2
(|R⟩|ℓ⟩ − |L⟩| − ℓ⟩)]3

− [
1√
2
(|R⟩|ℓ⟩+ |L⟩| − ℓ⟩)]4 ⊗ [

1√
2
(|R⟩|ℓ⟩ − |L⟩| − ℓ⟩)]4).

(7.9)

From the above result, we observe that there are four distinct probable scenarios;

25% probability that both |ψ⟩1 and |φ⟩2 will exit at output port 3; 25% probability

that |ψ⟩1 exit at port 3 and |φ⟩2 leaves at port 4; 25% chance that |ψ⟩1 exit at port
4 and |φ⟩2 exit at output arm 3; 25% probability that both states leave the BS at

output arm 4. Without loss of generality, let us consider a case where |ψ⟩1 exit at
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port 4 and |φ⟩2 exit at port 3, which is indicated by the third term in Eq. (7.9).

After going through a polarization grating, the states transform as follows

1√
2
(|R⟩3|ℓ⟩3 + eiθ|L⟩3| − ℓ⟩3)

PG7−−−→ 1√
2
(|R⟩3,a|ℓ⟩3,a + eiθ|L⟩3,b| − ℓ⟩3,b). (7.10)

Note that we have introduced a phase factor eiθ, with θ = π. After passing through

the second BS we obtain

|ψ⟩θ,ℓ =
1− eiθ

2
|ℓ⟩3,c + i

1 + eiθ

2
| − ℓ⟩3,d, (7.11)

Now, substituting back θ = π into Eq. (7.11) we obtain

|ψ⟩π,ℓ = |ℓ⟩3,c. (7.12)

For the photon leaving through port 4, we have

1√
2
(|R⟩4|ℓ⟩4 + eiθ|L⟩4| − ℓ⟩4)

PG7−−−→ 1√
2
(|R⟩4,a|ℓ⟩4,a + eiθ|L⟩4,b| − ℓ⟩4,b), (7.13)

where θ = 0. After passing through the BS, we obtain

|ψ⟩θ,ℓ =
1− eiθ

2
|ℓ⟩4,c + i

1 + eiθ

2
| − ℓ⟩4,d, (7.14)

Substituting θ = 0 into Eq. (7.14) we obtain

|ψ⟩0,ℓ = i| − ℓ⟩4,d. (7.15)

Therefore, this scenario will lead to click in detectors L0 and R1. Table 7.1 depicts

the results of other probable occurrences.

Scalar basis Scalar modes are sorted analogously to vector modes. As

a result, the two states that form the basis can be described as follows

|ϕ⟩θ,ℓ =
1√
2
(|R⟩a|ℓ⟩a + eiθ|L⟩b|ℓ⟩b) (7.16)

and

|ϕ⟩θ,−ℓ =
1√
2
|R⟩a| − ℓ⟩a + eiθ|L⟩b| − ℓ⟩b. (7.17)
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The modes are separated into two paths a and b using a polarization grating and

then allowed to interfere in the BS. The output state for Eq. (7.16) is given by

|ψ′⟩θ,ℓ =
1− eiθ

2
|R⟩c|ℓ⟩c + i

1 + eiθ

2
|L⟩d|ℓ⟩d. (7.18)

and the output state for Eq. (7.17) is

|ψ′⟩θ,−ℓ =
1− eiθ

2
|R⟩c| − ℓ⟩c + i

1 + eiθ

2
|L⟩d| − ℓ⟩d. (7.19)

The intramodal phases are chosen to be θ = 0 and θ = π for states in Eq. (7.18) and

Eq. (7.19), respectively. Therefore, the output states can be reduced to |ψ′⟩π,ℓ =
|R⟩|ℓ⟩ and |ψ′⟩0,−ℓ = i|L⟩| − ℓ⟩. These results indicate that when Alice and Bob

prepare the same scalar states, only one detector will be triggered within the relay.

Alternatively, suppose two parties prepare scalar states with opposite OAM. In that

case, this will result in the click of two detectors in different output paths of the

first BS, i.e., a combination of either (L0, R1) or (R0, L1) or the two detectors

triggered within the same path from the first BS, that is, (L0, L1) or (R0, R1).

There is also an error in this basis if both detectors within the same path (path 3

or 4) are triggered when the same states are sent.

Table 7.1: Probability distribution for Bell state measurement results announced
by Charlie when both Alice and Bob choose the same basis.

Charlie’s measurement results
|Ψ⟩+ |Ψ⟩−

Basis Alice Bob L0, L1 R0, R1 L0, R1 L1, R0
Vector basis V0 V0 0 0 0 0

V0 V1 0.25 0.25 0.25 0.25
V1 V0 0.25 0.25 0.25 0.25
V1 V1 0 0 0 0

Scalar basis S0 S0 0 0 0 0
S0 S1 0.25 0.25 0.25 0.25
S1 S0 0.25 0.25 0.25 0.25
S1 S1 0 0 0 0

Announcement

Following photon detection, Charlie announces successful measurement events. A

successful detection event corresponds to a coincidence click in two detectors (as-
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sociated with orthogonal OAM). In the proposed protocol, the detectors L0 and

R0 are used to detect OAM state |ℓ⟩ while L1 and R1 are used to detect OAM

state | − ℓ⟩. Thus, a combination of (L0, L1), (R0, R1), (L0, R1) and (R0, L1)

corresponds to successful detection. We define a click in detectors (L0,L1) or (R0,

R1) to indicate projection into Bell state Ψ+ = 1√
2
(|01⟩LL+ |10⟩RR), while a click in

detectors (L0, R1) or (R0, L1) correspond to Bell state Ψ− = 1√
2
(|01⟩LR − |10⟩LR).

Sifting

When Charlie announces a successful Bell state measurement result, Alice and Bob

publish their basis choices and intensity over an authenticated public channel. Bob

flips his key bits to match Alice’s as illustrated in Table 7.2.

Table 7.2: Post-processing of raw key in the sifting step. Bob flips his bits to
ensure a correct correlation with Alice’s bit.

Charlie’s measurement results
Alice and Bob |Ψ⟩+ |Ψ⟩−
Vector basis Bit flip Bit flip
Scalar basis Bit flip Bit flip

The random bit values r ∈ {0, 1} in each basis are assigned as r = 0 ∈ {V0, S0} and

r = 1 ∈ {V1, S1}. The random bits obtained from the vector basis are then exploited

by Alice and Bob in order to form a raw key. The random bits from the scalar basis

are used to estimate the upper bound in the eavesdropper’s information. Then, the

two communicating parties perform error correction and privacy amplification to

obtain a secret key that can be used for secure communication.

7.3 Security analysis

We provide a security analysis for our scheme along the lines of Ref [309], which

makes use of a photon-number channel model and the Gottesman–Lo–Lütken-

haus–Preskill (GLLP) security proof [51]. In particular, the security proof is based

on time-reversed EPR-based QKD protocol and the notion of virtual protocol. In

this virtual setting, it is assumed that Alice possesses a virtual qubit, and she entan-

gles it with a quantum signal she prepared before sending it to Charlie. Similarly,

Bob uses a virtual qubit to prepare an entangled state with the quantum signal he
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sends to Charlie. Now, in principle, the two could rather store their virtual qubits

in her quantum memory and wait for the announcement of successful Bell state

measurements by Charlie. The successful measurements of the signals sent by Alice

and Bob automatically imply that their virtual qubits are entangled by virtue of

entanglement swapping. After that, Alice and Bob can now perform a measurement

on their virtual qubits to determine which state they are sending to Charlie. In such

virtual qubits setting, the protocol is directly equivalent to an entanglement-based

protocol and its security can be proved following the technique proposed in [259].

The key rate formula for the proposed MDI-QKD is given by

K ≥ q{QV
µaµb

fECH(EV
µaµb

) +QV
11(1−H(eS11))}, (7.20)

where q is the basis sift factor; parameter µ denotes the signal intensity; QV
µaµb

and EV
µaµb

are the overall gain and quantum bit error rate (QBER) in the vector

basis, respectively. The quantities QV
11 and eS11 indicate the gain and error rate of

individual photon components. We evaluate these parameters using the decoy state

theory presented in the Appendix F.

7.4 Propagation through perturbing media

We examine how the OAM-carrying optical beams employed in our proposed proto-

col are affected by various weather conditions during their propagation through the

free space link. When OAM beams propagate through atmospheric channels, they

undergo aberrations, primarily caused by beam extinction and turbulence effects.

Extinction occurs due to absorption and scattering by molecules and aerosols, as

opposed to the latter caused by changes in the refractive index of the atmosphere.

Atmospheric effects are strongly related to the transmittance, η, defined as the

probability of a photon being successfully transmitted through the channel and de-

tected. This is a critical factor in evaluating QKD protocol performance. We use

some well-developed atmospheric optical communications models to study the in-

fluence of weather conditions on the transmission of OAM signals in the MDI-QKD

protocol.
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OAM carrying photons through turbulence

As OAM states propagate through free space, their purity is compromised due to

the turbulence that occurs in the atmosphere. As a result of fluctuations in the

refractive index of the atmosphere caused by turbulence, a propagating optical

beam will exhibit random phase aberrations. Based on the methods described in

Ref. [308], we investigate the effects of random phase aberrations on the received

OAM state. First, the original optical field at the transmitter is assumed to be

given by

A(r) = A0W (r/R)eiℓϕ, (7.21)

where A0 is the (spatially uniform) field amplitude, and other parameters are defined

as in Eq. (7.3). After undergoing scrambling in the turbulent atmosphere, the field

at the receiver aperture can be represented as

V (r) = A0W (r/R)eiℓϕeiϑ(r), (7.22)

where ϑ(r) represents the turbulence-induced wavefront distortion at the receiver.

Notably, the quantity exp(iϑ(r)) can be expanded in the Fourier series as

eiϑ(r,ϕ) =
∞∑

k=−∞

Ck(r)e
ikϕ, (7.23)

where the expansion coefficients Ck(r) are given by

Ck(r) =
1

2π

∫ 2π

0

diϑ(r,ϕ)e−ikϕ. (7.24)

The received field V (r) can be expanded in a similar manner as V (r, ϕ) =∑∞
n=−∞ Vn(r) exp(inϕ), where each Fourier component Vn(r) is given by

Vn(r) =
1

2π

∫ 2π

0

dϕV (r, ϕ)e−inϕ. (7.25)
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By substituting Eq. (7.22) and Eq. (7.23) into Eq. (7.25) yields

Vn(r) =
A0

2π
W (r/R)

∞∑
k=−∞

Ck(r)

∫ 2π

0

dϕe−i(n−k−ℓ)ϕ. (7.26)

The above expression can be further reduced to

Vn(r) =
A0

2π
W (r/R)C∆(r), (7.27)

by considering that the integral in Eq. (7.25) equals 2π when n − k − ℓ = 0 and

vanishes otherwise. The last expression defines ∆ as ∆ = n−ℓ. The connection be-

tween azimuthal Fourier components C∆(r) associated with atmospheric turbulence

and the OAM state of the received field emanating from Eq. (7.27) allows one to

determine the amount of radiation that remains in the initial OAM state based on

the spatial component of the azimuthal Fourier spectrum exp(iϑ(r)). Practically,

this radiation is determined in terms of power in each OAM state of the received

field. The total power collected by the receiver is given by

P =
1

2
ϵ0

∫
drW (r/R)V ∗(r)V (r) =

1

2
ϵ0|A0|2πR2, (7.28)

Accordingly, this power is constituted by a combination of different (orthogonal)

modes of OAM modes of the field according to

P =
∞∑

∆=−∞

P∆, where P∆ = 2π|A0|2
∫ R

0

drrC∗
∆(r)C∆(r). (7.29)

An important parameter of interest is the ratio ηturb = P∆/P of the power contained

in each OAM mode given by

ηturb =
2

R2

∫ R

0

drrC∗
∆(r)C∆(r). (7.30)

Using this parameter, we can determine the probability that the OAM quantum

number n of the received state differs from that of the transmitted state ℓ by the

amount ∆ = n − ℓ. The result presented in Eq. (7.30) applies to any realization

of atmospheric turbulence. Generally, ηturb is described as an ensemble average
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according to the form

ηturb =K

∫ R

0

drr

∫ 2π

0

dϕ1

∫ 2π

0

dϕ2⟨e−[ϑ(r,ϕ1)−ϑ(r,ϕ2)]⟩

× ei∆(ϕ1−ϕ2), (7.31)

where K = 1/(2π2R2). By considering the Kolmogorov turbulence theory, the

above expression can be further reduced to

ηturb =
1

π

∫ 1

0

dρρ

∫ 2π

0

dϕe−3.44(D/r0)5/3(ρ sin(ϕ/2))5/3

× cos(∆ϕ), (7.32)

where ρ = r/R. Here D denotes the receiver aperture diameter, and the parameter

r0 corresponds to Fried’s coherence diameter, which is described as

r0 = 0.1853

(
λ2

C2
nL

)
, (7.33)

where λ is the wavelength of the optical beam, L is the transmission distance and

C2
n is the refractive-index structure parameter, which gives atmospheric turbulence

strength.

OAM carrying photons through rain

OAM-carrying beams are also highly susceptible to adverse weather conditions,

such as rain. Generally, rain attenuates beam energy in free space link QKD due

to the absorption and scattering of rain droplets. The phenomenon is known as

rain extinction [310]. An empirical formula has been developed to measure rain

extinction in relation to rainfall intensity and is defined as [310,311]:

αrain = 1.45I0.64rain , (7.34)

where Irain is the rainfall intensity, and αrain is the rain extinction. Using Law-

Parsons raindrop size distribution, rainfall intensity is also related to raindrop size
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as [310,312]:

Irain = 6π × 10−4

∫ ∞

0

n(Drain)D
3
rainv(Drain)dDrain. (7.35)

The above expression can be further simplified by dropping the integral and ex-

pressed analytically as

Irain =
6πn(Drain)D

3
rainv(Drain)

104m(Drain)
, (7.36)

where Drain denotes diameter of the rain droplet, n(Drain) corresponds to the num-

ber of rain-droplets, v(Drain) is terminal velocity of rain-droplets and m(Drain) is

percentage of volume. The transmittance associated with rain extinction for hori-

zontal paths with length L is given by

η = e−αrainL. (7.37)

OAM carrying photons through a foggy atmosphere

This section examines the effects of foggy weather conditions on free space QKD.

In general, fog is composed of a large number of small water droplets suspended in

the air. Beam degradation caused by fog particles is largely reflected in scattering

and absorption contributions, which is known as beam extinction. There are two

main factors that influence the extinction effects: the radius of the fog particle and

the wavelength of the beam. For modeling the scattering and absorption effect, we

consider the Mie scattering theory [313], which is more appropriate for evaluating

the scattering of particles approximately the wavelength of a beam of light. The

Mie theory uses Maxwell equations to characterize beam extinction induced by fog

particles. We consider the case of a beam perturbed by homogeneous spherical par-

ticles that are isotropic. According to [314], the relationship between scattered and

incident beams is defined as a function of the amplitudes of electric field components

as [
EV

sca

EH
sca

]
=

exp(ikr)

−ikr

[
S1 S3

S2 S4

][
Einc

V

Einc
H

]
. (7.38)

The subscripts V and H refer to the vertical and polarization components of the

electric field, respectively and sca and inc denote scattered and incident beams,
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respectively. The parameter k represents the wave number, and the element Si

represents the scattering matrix. Its value is determined by particle diameter,

refractive index, beam wavelength, and scattering polar angle. According to the

scattering matrix, the value is determined by the particle shape, scale, and refractive

index. In the case of spherical particles, S3 = 0, S4 = 0, and the complex solution

of the other elements, S1 and S2, can be written as follows

S1(θ) =
∞∑
n=1

2n+ 1

n(n+ 1)
(anπn + bnτn),

S2(θ) =
∞∑
n=1

2n+ 1

n(n+ 1)
(bnπn + anτn), (7.39)

where

πn =
P 1
n(cos θ)

sin θ
=
dPn(cos θ)

d(cos θ)
(7.40)

τn =
dP 1

n(cos θ)

d(cos θ)
. (7.41)

According to the above expressions, P 1
n(cos θ) is the first kind of Legendre function

of order n. The scattering polar angle is defined by the parameter θ. The Mie

scattering quantities an and bn defined in Eq. (7.39) are obtained from the Bessel

functions as

an =
ψn(x)ψ

′
n(mx)−mψ′

n(x)ψn(mx)

ξn(x)ξ′n(mx)−mξ′n(x)ξn(mx)
, (7.42)

bn =
mψn(x)ψ

′
n(mx)− ψ′

n(x)ψn(mx)

mξn(x)ξ′n(mx)− ξ′n(x)ξn(mx)
, (7.43)

where for some variables y, ψn(y) =
√

πy
2
Jn+1/2(y), ξn(y) =

√
πy
2
Hn+1/2(y) and

Jn+1/2(X), Hn+1/2(X) denote the first and second kind of semi-integral order Bessel

function and Hankel function, respectively. The parameter m represents the refrac-

tive index of fog particles, which is estimated as m = 1.33 + i0.003, while the

quantity x is related to the particle’s circumference and wavelength λ according to

105



7.5. SIMULATION 106

x =
2πRfog

λ
, (7.44)

where Rfog is the particle’s radius.

The coefficients an and bn are useful for determining the extinction effi-

ciency factor caused by fog particles, which can be obtained by [313]

Qext =
λ2

2π

∞∑
n=1

(2n+ 1)Re(an + bn). (7.45)

Thus, the beam attenuation coefficient of fog can be calculated as follows

αfog = πR2
fogQextNfog, (7.46)

where Nfog denotes the number of particles per unit volume.

7.5 Simulation

Based on the simulation parameters provided in Table 7.3, we analyze the perfor-

mance of OAM-based MDI-QKD under various weather conditions. To begin with,

we examine what impact turbulent atmospheric conditions have on the transmitted

OAM states. We evaluate the probabilities of obtaining different OAM measure-

ments, ηturb for OAM beams propagating under Kolmorogov turbulence using Eq.

(7.32).

According to Figure 7.2, as the receiver aperture diameter D becomes comparable

to the Fried parameter r0, the probability of obtaining the original OAM states

(∆ℓ = 0) at the receiver aperture decreases asymptotically. When D < r0, phase

aberrations are weak, and OAM scattering is small. However, as the Fried param-

eter approaches the receiver aperture diameter, it becomes more likely that OAM

scattering will occur. The curves showing the probability of receiving scrambled

OAM states, i.e., ∆ℓ > 0, initially increase with increasing turbulence levels and

ultimately decrease with further increase. Optical power is spread across various

OAM modes at high turbulence levels, decreasing the probability of detecting a
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Figure 7.2: This plot illustrates the probability of receiving adjacent OAM states
(Transmittance), ηturb against the ratio of the aperture diameter D to the Fried
parameter r0.
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Figure 7.3: A plot of the secret key generation rate, K, versus transmission
distance when atmospheric turbulence is varied as measured by the deviation of
OAM modes, ∆ℓ.
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specific OAM value. Figure 7.3 shows a relationship between key rate and trans-

mission distance for different deviations ∆ℓ from original turbulence-induced OAM

states. The results demonstrate that the key rate and maximum transmission dis-

tance decrease with increasing deviation from originally transmitted OAM states.

We observe that the achievable key rate remains comparable to the normal condi-

tion without deviation of transmitted OAM states for a lower aberration of OAM

states, e.g., for ∆ℓ = 1.

Table 7.3: Parameters used for simulation.

Parameters Values
Background count rate 8× 10−6

Error correction efficiency f 1.15
Detector efficiency 14.5%
Aperture diameter, D 15× 10−2 m
C2

n 10−14m−2/3

Wavelength of the beam, λ 1550 nm
Terminal velocity of rain, v(Drain) 9 m/s
Rain-drop size distribution , n(Drain) 105

Percentage rain volume, m(Drain) 1
Number of particles per unit volume, Nfog 1015
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Figure 7.4: A plot of transmittance, η, against the diameter of raindrops, Drain.

In Figure 7.4, we analyze the impact of rain droplet size on transmit-

tance based on the Law-Parson model depicted in Eq. (7.36). The transmittance
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Figure 7.5: Plot of the secret key generation rate, K, against transmission distance
in km for a range of raindrop diameters.
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Figure 7.6: An illustration showing the relation between the beam extinction
coefficient, αfog, and the radius of the fog particles, Rfog.

decreases as the size of the rain droplets increases. As the size of rain droplets

increases from 3 mm onwards, a sharp drop in transmittance is observed. In Fig-

ure 7.5, we plotted the achievable key rate against the transmission distance for
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Figure 7.7: A plot of the secret key generation rate, K, against transmission
distance in km for various values of the radius of the fog particles.

various sizes of rain droplets. As can be seen from the results, larger rain droplets

(which are directly proportional to rainfall intensity) negatively influence key rate

and transmission distance. Also, we observe that with a clear atmosphere, the max-

imum transmission distance is approximately 178 km, while with a rainfall of 2 mm

diameter droplets, the maximum distance is 160 km. It should be noted that the

distance is further reduced with an increase in the diameter of the rain droplets. A

further study was carried out to evaluate the influence of fog particle size on the

extinction of optical signals in Figure 7.6 based on Eq. (7.46). Based on the results,

the extinction coefficient increases as the fog particle radius increases, indicating an

increase in optical absorption and scattering. In Figure 7.7, we generated curves

for key rates against transmission distances for different sizes of fog particles. The

achievable key rate and maximum transmission distance decrease as the fog par-

ticle size increases. However, we discover that the protocol’s performance under

foggy conditions is still comparable to that under typical atmospheric conditions.

For instance, if we set the real-life parameters for the key rate, R = 10−10, then

the maximum transmission distance under fog particles of size 1µm is 80 km. Un-

der normal conditions, the maximum attainable transmission distance is 100 km.

Notably, we emphasize that the methods for creating and detecting vector vortex

and scalar optical fields have been successfully developed and demonstrated [307].

Furthermore, the experimental results indicate that vector vortex and scalar beams
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can be realized with a high fidelity of approximately 97 %, clearly demonstrating

the feasibility of the proposed OAM-based MDI-QKD.

7.6 Conclusion

We have demonstrated free space MDI-QKD using vector vortex and scalar beams.

Due to the rotational invariance property of the beams, two communicating par-

ties can generate secret keys without having to align the reference frames of the

transmitting and receiving units. Additionally, we evaluated the performance of

the proposed protocol under a variety of weather conditions that approximate the

realistic conditions of everyday communications. We observed that propagation of

OAM carrying beam under turbulent conditions may result in scrambling of the

OAM state of the beam, and the probability of scrambling increases as the strength

of the turbulence increases. Results indicate that large deviations in originally

transmitted OAM states of the vortex and scalar beams lead to reduced achievable

key rates and maximum transmission distances. In particular, in a weak turbu-

lence regime, i.e., with a small ∆ℓ, the achievable distance is comparable to that

under normal atmospheric conditions. Notably, we have also demonstrated that,

under clear atmospheric conditions, our proposed scheme can transmit signals up

to 178 km, whereas with rainfall of 6 mm diameter droplets, the distance to which

the signals can be transmitted is 152 km. It should be noted that in foggy condi-

tions with fog particles with a radius of 0.5 µm, the maximum attainable distance

is 160 km, which is still comparable to the maximum distance reached under clear

conditions. These results demonstrate the robustness of MDI-QKD implementation

using vector vortex and scalar beams to generate secure keys over long transmission

distances in adverse weather conditions. As a result, this study is of central im-

portance as it opens up the intriguing possibility of utilizing these beams in future

QKD applications.
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Chapter 8
Concluding remarks

This thesis studied the security of several QKD protocols using techniques and

models that closely replicate the accuracy of preparation and measurement devices

and the environment in which QKD is operated. We reviewed tools used to demon-

strate the security of QKD protocols against various classes of attack. We applied

the post-selection technique and entropic uncertainty relations to demonstrate the

security of our proposed protocols against general attacks with finite resources.

In particular, we used the post-selection technique to derive the security bounds

for the six-state SARG04 QKD protocol using finite resources. Through this ap-

proach, one can derive a secure key from a multi-photon source while also taking

into account an optimal coherent attack. We compared the security bounds for

the six-state SARG04 protocol under collective attacks with those obtained by ap-

plying the post-selection technique when a finite number of resources is available.

Our simulation results demonstrate that key rates obtained under optimal coherent

attacks assumption do not differ significantly from those obtained under collective

attacks.

We also employed the reference frame independence concept to derive the security

bounds for several QKD protocols. The approach eliminates the need to align refer-

ence frames shared by communicating parties, for instance, the need for active sta-

bilization of interferometers during implementation. Moreover, we derived security

bounds for a three-party QKD protocol and demonstrated its performance against

general attacks with finite resources using entropic uncertainty relations. Our re-

sults indicate that the protocol is robust against noise in the quantum channel based

on the realized error rate threshold of 22.7%. This represents an improvement over
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the two-party BB84 protocol currently in use. Furthermore, we proposed an RFI

twin-field QKD protocol and incorporated the loss-tolerant method in our security

analysis. The technique allows us to prove the security of QKD by considering im-

perfections in the state preparation [52]. The simulation results demonstrate that

our protocol can overcome the repeaterless PLOB bound. Moreover, our proposed

protocol is capable of extracting a secure key over a transmission distance of l=505

km, l=516 km and l=530 km for encoding flaws δ = 0.090, δ = 0.127 and δ = 0.147,

which corresponds to deviations of 5.15◦, 7.28◦ and 8.42◦ from the desired phase an-

gle, respectively. The results demonstrate that despite the state preparation flaws,

key rates achieved are comparable to those for a perfect encoding scenario.

Furthermore, we proposed the various variants of MDI-QKD protocols, which aim to

eliminate detector side-channel attacks. To achieve this, we propose a protocol that

exploits the polarization state of a biphoton to encode information on a three-level

quantum system. Compared to qubits, qutrits carry more classical information and

are more resistant to eavesdropping. The results prove that this protocol achieves a

considerable secret key rate for a moderate transmission distance of 90 km by using

1016 signals. Additionally, the expected secret key rate was simulated to examine our

protocol’s performance at various intrinsic error rate values, Q = (0.3%, 0.6%, 1%)

caused by misalignment and instability due to the optical system. These results

show that reasonable key rates are achieved with a minimum data size of about

1014 signals, which are realizable with current technology. Moreover, we presented a

measurement device-independent (MDI) QKD that employed vector vortex modes

[200]. We studied the transmission of vector vortex and scalar beams through a

turbulent atmospheric link under diverse weather conditions such as rain or haze.

We demonstrated that a maximum secure key transmission distance of 178 km can

be achieved under clear conditions by utilizing vector vortex beams, which have

largely been ignored in the literature. When raindrops have a diameter of 6 mm

and fog particles have a radius of 0.5 µm, the signals can reach 152 km and 160 km,

respectively. Since these distances are comparable, this sheds light on the feasibility

of MDI-QKD implemented using vortex vector modes and opens the door to long-

distance quantum secure communications.

However, exploring if the SARG04 protocol can be extended to high-dimensional en-

coding will be interesting. Using high-dimensional systems inherently implies that

Eve will require more states to successfully perform unambiguous state discrimina-

tion and PNS attacks. For instance, in a three-dimensional system, Eve will need

ten photons to perform unambiguous discrimination of the state sent by Alice to
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Bob. Thus, high-dimensional encoding is more resistant to PNS attacks, as a secure

key can be derived from multi-photon emission scenarios. Additionally, it is worth-

while to extend the three-party RFI QKD to an arbitrary number of participants

and derive the generalized security bounds. Additionally, it is desirable to perform

a proof of principle experiment to assess the feasibility of the RFI QKD. We can

also investigate the possibility of twin-field QKD with vortex beams by considering

a discrete-phase randomized source. We realize that in our proposed MDI-QKD

protocol with vector vortex modes, when the signal photons are prepared in the

same state by two parties, they exit from one output port of the beam-splitter and

only one detector is triggered. Therefore, when these signal photons are modulated

with the same phase, they will appear as single photons after interfering with the

beam-splitter.

Overall, we believe that the results obtained from our proposed protocols will con-

tribute to understanding the influence of preparation and measurement devices in

the performance and security of practical QKD. Therefore, our work contributes a

giant step towards practical QKD and real-life applications.
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Appendix A
Fundamental concepts of quantum

mechanics and quantum information

measures

A.1 Introduction

We define a few useful concepts in quantum mechanics and information theory,

which are applied to this thesis. Additionally, this appendix introduces the common

notations that are be used in the thesis.

A.2 Quantum mechanics concepts

Here, we introduce some of the fundamental concepts of quantum mechanics. For

the following definitions, we use Dirac notation, typically used by physicists. As-

sumedly, readers are familiar with the linear algebra concepts discussed in this

appendix. For further information, refer to Ref. [315].
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A.2.1 Hilbert space

According to quantum mechanics, one can relate any isolated physical system to a

Hilbert space [315]. The Hilbert space, denoted by H is a linear algebraic concept,

defined as a vector space over the complex numbers C equipped with an inner

product ⟨x|x⟩ such that it is a complete normed space, i.e., ||x|| =
√
⟨x|x⟩ where

||x|| is interpreted as the length of vector |x⟩.

A.2.2 Quantum states

A quantum state is a mathematical object that enables us to determine unambigu-

ously the probability of the outcome of each possible measurement in a system. The

quantum states form the basis for quantum communication. Quantum communica-

tion is accomplished by encoding classical information in quantum states. Below,

we describe different classes of quantum states.

A.2.2.1 Pure states

A pure state is a normalized vector associated with an isolated quantum system

in the Hilbert space H. A unit vector |ψ⟩ ∈ H is called a pure state such that

|||ψ⟩|| = 1. The fundamental concept for quantum computation and quantum

information is a quantum bit (qubit). Qubits are unit vectors in a two-dimensional

complex vector space. The qubit can be represented as an actual physical system,

for example, the spin of an electron, the polarization of a photon, or a two-level

atom with a ground state and an excited state. As a classical bit has a state of

0 or 1, the two possible states for a qubit are |0⟩ and |1⟩. However, unlike the

classical bit, a qubit can exist in a state other than 0 or 1. A qubit can exist as a
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superposition of the states |0⟩ and |1⟩, i.e.,

|ψ⟩ = α|0⟩+ β|1⟩, (A.1)

where α and β are complex numbers that satisfy the condition

|α|2 + |β|2 = 1, (A.2)

A.2.2.2 Mixed states

Mixed states refer to a probabilistic mixture of pure states. Generally, the arbitrary

state of a system is not always pure. The states of that nature form a mixed state.

For definiteness, if a quantum system has a probability of pi to be in the state |ψi⟩

for i = {1, 2, . . . , n}, then the system is represented by a collection of pure states

{pi, |ψi⟩} such that
∑n

i=1 pi and pi ≥ 0.

A.2.3 Density operators

A more convenient way to represent quantum states is to use density operators

or density matrices [316]. Based on the density operator formalism, pure states

can be represented as ρ := |ψ⟩⟨ψ|. When a system is in a mixed state defined by

an ensemble of pure states {pi : i = 1, 2, . . . , n, |ψi⟩}, the density operator for the

system is defined as follows:

ρ ≡
n∑
i

pi|ψi⟩⟨ψi| =
n∑

i=1

piρi ∈ D(H), (A.3)

where ρi = |ψi⟩⟨ψi| and D(H) is the bounded algebra on the Hilbert space H.
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A.2.4 Linear operators

Linear operators are functions that describe state vector transformations from one

vector space to another [315, 317]. A linear operator between vector spaces X and

Y is defined to be any function A : X → Y which is linear in its inputs,

A

(∑
i

ai|xi⟩

)
=
∑
i

aiA(|xi⟩). (A.4)

For definiteness, if A : X → Y and |x1⟩, . . . , |xm⟩ is a basis of X, |y1⟩, . . . , |yn⟩

form a basis of Y then for each j ∈ {1, . . . ,m} there exists complex numbers

{A1j, . . . , Anj} such that

A|xj⟩ =
∑
i

Aij|yi⟩. (A.5)

The values Aij constitute a matrix representation of the operator A. The most

commonly used linear operators in quantum information processing tasks to repre-

sent unitary single-qubit operations are Pauli operators. These are two-dimensional

Hermitian and unitary matrices expressed as:

σz = |0⟩⟨0| − |1⟩⟨1| =

1 0

0 −1

 ,

σx = |0⟩⟨1|+ |1⟩⟨0| =

0 1

1 0

 ,

σy = −i(|0⟩⟨1| − |1⟩⟨0|) =

0 −i

i 0

 ,
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I = |0⟩⟨0|+ |1⟩⟨1| =

1 0

0 1

 .

Trace of a matrix

Consider a n × n matrix A. Then, we define the trace of matrix A as the sum of

its diagonal elements: Tr(A) =
∑

iAii, where Aii denotes the entry on the ith row

and ith column of A. The trace function obeys the cyclicity property, Tr(AB) =

Tr(BA), and linearity property, Tr(A + B) = Tr(A) + Tr(B), Tr(zA) = zTr(A),

where A and B are arbitrary matrices, and z denotes a complex number.

A.2.5 Tensor Products

The tensor product is a way of creating larger vector spaces from the product of

small vector spaces. Suppose |xi⟩ and |yj⟩ are two orthogonal bases in vector spaces

X and Y, respectively. Then, the tensor product of two arbitrary state vectors from

these vector spaces denoted as |ψ⟩ =
∑

i αi|xi⟩ and |ϕ⟩ =
∑

j βj|yj⟩ is given by

|ψ⟩ ⊗ |ϕ⟩ =
(∑

i

αi|xi⟩
)
⊗
(∑

j

βj|yj⟩
)

=
∑
ij

αiβj|xi, yj⟩.

The concept of a tensor product can be used to describe composite systems. Com-

posite systems can be described using two classes of state vectors, namely separable

and entangled states.
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A.2.5.1 Separable states

A system is in a separable state ρAB ∈ D(HAB) if it can be expressed as a convex

combination of component states:

ρAB =
∞∑
x

p(x)ρxA ⊗ ρxB, (A.6)

where p(x) is a probability weighting factor and ρxA ∈ D(HA), ρ
x
B ∈ D(HB) ∀x.

A.2.5.2 Entangled states

A composite system that cannot be written as the product of its subsystems, i.e.,

not separable, is said to be in an entangled state. Entanglement forms a valuable

resource for quantum computation and communication. The entangled subsystems

(particles) exhibit peculiar correlations such that a measurement performed on one

of the particles may uniquely reveal the result of a measurement of the state of

another particle. This useful property forms a basis for ensuring security in quantum

communication, particularly in teleportation and QKD. The most commonly used

entangled states are the Bell and Greenberger–Horne–Zeilinger (GHZ) states. Bell

states are four maximally entangled quantum states of two qubits. The states are

sometimes referred to as EPR (Einstein, Podolsky and Rosen) pairs named after

the authors who described the behaviour of the qubits [318, 319]. These states are

written as

|ψ+⟩ = 1√
2
(|01⟩+ |10⟩),

|ϕ+⟩ = 1√
2
(|00⟩+ |11⟩),
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|ψ+⟩ = 1√
2
(|01⟩ − |10⟩),

|ϕ+⟩ = 1√
2
(|00⟩ − |11⟩).

The GHZ state is an entangled quantum state of N > 2 subsystems [320]. For

two-dimensional subsystems, i.e., qubits, it can be written as

|Ψ⟩ = |0⟩⊗N + |1⟩⊗N

√
2

.

The widely used GHZ states are the three-qubit states given by

|ϕ±⟩ = 1

2
√
2
(|000⟩ ± |111⟩),

|φ±⟩ = 1

2
√
2
(|011⟩ ± |100⟩),

|Ψ±⟩ = 1

2
√
2
(|101⟩ ± |010⟩),

|Φ±⟩ = 1

2
√
2
(|001⟩ ± |110⟩).

A.2.6 Reduced Density operator

When dealing with bipartite or multipartite systems, it is of particular interest

to consider the smaller component state of some parts of a system. A reduced

density operator can be obtained by taking a partial trace on a larger system. Let
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ρAB ∈ D(HAB). The reduced density operator on system A is ρA = TrB(ρAB) and

the reduced density operator on system B is ρB = TrA(ρAB).

A.2.7 Schmidt decomposition

The Schmidt decomposition is a mathematical tool used to analyze a pure state and

its partial trace [321]. Consider a pure bipartite state ρAB = |ψ⟩⟨ψ| ∈ D(HA⊗HB).

One can describe the bipartite state using Schmidt decomposition as:

|ψ⟩AB =
n∑

j=1

√
λj|j̄⟩A|j⟩B, (A.7)

where {|j̄⟩A; 1, . . . , n} and {|j⟩B; j = 1, . . . , n} are orthonormal Schmidt basis in

HA and HB, respectively. The Schmidt coefficients
√
λj are square roots of the

eigenvalues of the reduced operators ρA = TrB(ρAB) =
∑

j λj|j̄⟩A⟨j̄| and ρB =

TrA(ρAB) =
∑

j λj|j⟩B⟨j|, respectively.

A.2.8 Purification

In many practical settings in quantum communication, dealing with pure rather

than mixed states is more favorable. One can always find a pure state that resides

in a large space such that its reduced density operator gives back the original mixed

state. Purification is a mathematical procedure that allows one to associate pure

states and mixed states [322]. Suppose the state ρA on system A can be represented

as ρA = pi|i⟩A⟨i|. Then there exists an additional system R and a pure state |ψ⟩AR

on the joint system AR such that ρA = TrR|ψ⟩AR⟨ψ|. The pure state |ψ⟩AR is

called a purification of ρA. If {|i⟩R}i is an orthonormal basis on the system R which

has the same dimension as A meaning ⟨iA|jR⟩ = δij then the purification can be
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constructed as

|ψ⟩AR =
∑
i

√
pi|i⟩A|i⟩R. (A.8)

A.2.9 Quantum operations

Quantum operations are crucial in several aspects of quantum information and

communication tasks. For instance, they explain any physical process a quantum

mechanical system undergoes. These include, among others, the evolution of the

state of a closed system with time and a description of what transpires to quantum

information when it is sent from point A to point B through a noisy quantum

channel.

A.2.9.1 Unitary Transformations

A unitary transformation can characterize the evolution of a closed quantum system.

Suppose the state |ψ⟩ of the system at time t0 is associated to the state |ψ̃⟩ of the

system at time t1 by a unitary operator U which specifically depends on the times t0

and t1 [323]. The time evolution of the system can be described by the Schrödinger

representation [315]

|ψ̃⟩ = exp

(
−iH(t1 − t0)

ℏ

)
|ψ⟩

= U(t1 − t0)||ψ⟩, (A.9)

where H refers to the Hamiltonian of the physical system. If we have prior knowl-

edge of the system’s Hamiltonian, we understand its dynamics completely. In gen-

eral, a closed quantum system evolves according to a unitary operator U which
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satisfies the condition:

U †U = 1. (A.10)

A.2.10 Quantum measurement

A.2.10.1 Projective Measurements

Define an observable given by a Hermitian operator Â whose eigenvalues are

{a1, a2, . . . , an} and corresponding eigenstates given by {|a1⟩, |a2⟩, . . . , |an⟩}. Sup-

pose a measurement is performed on state |ψ⟩ described by Hermitian operator Â.

A projective measurement is defined by an observable Â on the state space of the

system being observed [322]. The spectral decomposition of the observable Â is

given by

Â =
∑
n

qnPn, (A.11)

where Pn = |qn⟩⟨qn| is the projector on the eigenspace of Â with eigenvalue qn. The

probability of obtaining an eigenvalue qn, which corresponds to possible outcomes

of the measurement of |ψ⟩ is given by

p(qn) = ⟨ψ|Pn|ψ⟩. (A.12)

If the result qn is obtained, the post-measurement state is expressed as

Pn|ψ⟩√
p(qn)

.
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A.2.10.2 Positive Operator Valued Measure (POVM)

Projective measurements give us the postulates for describing the measurement

statistics and the post-measurement state of the system. Various quantum informa-

tion and communication applications are primarily concerned with the probability

of measurement outcomes. POVM formalism becomes handy in such instances. De-

fine a set of measurement operators An acting on a quantum system in the state |ψ⟩.

The possible outcome n of the measurement on |ψ⟩ is given by p(n) = ⟨ψ|A†A|ψ⟩.

Consider a set of operators given by

En = A†
nAm. (A.13)

From elementary linear algebra, En is a positive operator which satisfies the com-

pleteness relation
∑

nEn = I and p(n) = ⟨ψ|En|ψ⟩. The operators En are defined

as POVM elements associated with the measurement [323]. This set of operators

enables us to determine the probabilities of the different measurement outcomes.

A.3 Information theory

This section examines a key element of information processing: quantification of

information. Information can be quantified as a measure of the uncertainty in de-

termining the outcome of a random event, i.e., if an event is highly probable, then

we gain less information in learning that it eventually occurred and the reverse

is true. All this leads us to the concept of entropy [324, 325]. Entropy is an es-

sential tool in information theory since it has operational meaning for numerous

information-processing tasks. It is often a necessity for quantitative analyses. In

this thesis, we exploit entropic quantities for proving QKD security and calculating

secret key rates. We review those necessary entropic quantities in both the classical
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and quantum domains.

A.3.1 Classical information theory

A.3.1.1 Shannon Entropy

Shannon entropy measures how much information we gain when we learn the con-

tents of a message [326]. Consider X a discrete random variable whose value x is

drawn from a finite set X. Let each possible value x of the random variable X be

drawn with probability distribution pX(x). The Shannon entropy H(X) of X is

expressed as

H(X) =
∑
x∈X

pX(x) log2(pX(x)). (A.14)

The Shannon entropy for a random variable with two possible outcomes is called

binary entropy function [327] and is given by

H(p) = −p log2 p− (1− p) log2(1− p), (A.15)

where p and 1− p are the probabilities of the outcomes.

A.3.1.2 Joint Entropy

Suppose we have two random variables X and Y whose possible values x and y,

respectively, are drawn with the joint probability distribution p(x, y), then their

joint entropy H(X, Y ) which quantifies the combined uncertainty of the two is

given by [325]

H(X, Y ) = −
∑
x,y

p(x, y) log2 p(x, y). (A.16)

126



A.3. INFORMATION THEORY 127

A.3.1.3 Conditional Entropy

Consider two random variables X and Y with realizations x and y. The two random

variables share correlations if they are not statistically independent. The conditional

entropy H(X|Y ) is the measure of uncertainty about X given that one already has

access to Y . Thus, if we know the value of the variable, Y , then we can calculate

the uncertainty of X from joint entropy of the two variables as

H(X|Y ) = −
∑
y∈Y

p(y)
∑
x∈X

p(x|y) log p(x|y) (A.17)

= −
∑
x,y

p(x, y) log
p(x, y)

p(y)
.

Conditional information can also be interpreted as

H(X|Y ) = H(X, Y )−H(Y ). (A.18)

A.3.1.4 Mutual Information

The mutual information between the two random variables X and Y quantifies the

information contained in both variables. It reduces uncertainty about a random

variable X due to the knowledge of the random variable Y . The knowledge of Y

gives an information gain of H(X|Y ) bits about X, and consequently, the overall

uncertainty H(X) about X is reduced. Therefore, the mutual information of two

random variables X and Y , selected with a joint probability distribution function

pX,Y (x, y), is given by

I(X : Y ) =
∑
x,y

pX,Y (x, y) log
pX,Y (x, y)

pX(x)pY (y)
. (A.19)
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Mutual information can also be represented as

I(X : Y ) = H(X)−H(X|Y ) = H(Y )−H(Y |X) = I(Y : X). (A.20)

A.3.2 Quantum information theory

A.3.2.1 von Neumann Entropy

Classical information theory deals with Shannon entropy, quantifying the degree of

uncertainty associated with the random variables. In quantum information theory,

we deal with quantum systems defined by an ensemble of quantum states (density

operator). Therefore, we employ a quantum analog of information measure called

the von Neumann entropy [328]. It is defined as

S(ρ) = −trρ log2 ρ, (A.21)

where the density operator ρ is given by ρ =
∑

i λi|i⟩⟨i|. Here, λi denotes the

eigenvalues and |i⟩ correspond to orthonormal basis for which ρ is diagonal.

A.3.2.2 Accesible Information

The accessible information Iacc(E) of an ensemble E refers to the maximum mu-

tual information between a random variable encoded into quantum states and the

probabilistic outcome of a quantum measurement [325,328]. Consider two commu-

nicating parties, Alice and Bob, who wish to exchange classical information encoded

in quantum states through a quantum channel. Let ρx be the state prepared by

Alice from an ensemble E := {ρx, pX(x) : x = 0, . . . , n} according to some random

variable X. Note that x is the classical index encoded in the quantum states ρ. If

128



A.3. INFORMATION THEORY 129

we define Bob’s measurements by POVM elements Λy := {Ey : E0, . . . , En} on the

state, with the measurement outcome defined by some random variable Y , then the

maximal information gain is given by

Iacc(E) = max
Λy

I(X : Y ). (A.22)

This quantity is called the accessible information of the ensemble E . The accessible

information of an ensemble of mixed states {ρx, pX(x)} satisfies

Iacc(E) ≤ χ(ε), (A.23)

and this is known as the Holevo bound [329]. This bound is not tight in general,

though it holds with equality for ensembles of mutually orthogonal mixed states.

It asserts that for any such measurement, Bob may execute

H(X : Y ) ≤ S(ρ)−
∑
x

pX(x)S(ρx), (A.24)

where ρ =
∑

x pX(x)ρx is the statistical operator describing Alice’s signals. This

density operator describes the state from Bob’s point of view since he does not have

prior knowledge of the classical index x.
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Appendix B
Estimation of key rate parameters and

derivation of finite key rate for three-party

RFI QKD

B.1 Decoy parameters estimation

In this appendix, we derive parameters that are used in determination of the fi-

nite key rate in chapter 4. In practice, the signal pulses are generated using a

spontaneous parametric down-conversion (SPDC) source, which occasionally emits

more than one photon. The signals produced by this source contain photons whose

probability distribution is given by

p(k|γ) =
(k + 1)(γ

2
)k

(1 + γ
2
)k+2

, (B.1)

where k is the number of photons and γ is the average intensity of the laser

source [330]. Therefore, to combat the PNS attack, Alice randomly prepares the

photons using three different intensities (µ, ν, ω) where µ is the intensity for signal
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states, ν for decoy states, and ω for vacuum states [223]. The three intensities are

selected with the probabilities Pµ > Pν > Pω where Pµ, Pν and Pω correspond to

the probabilities for signal, decoy and vacuum states respectively. The photons are

sent to Bob and Charlie, who measure the received pulses in three bases {Z,X, Y }.

The signal states obtained with intensity µ are used for generating the final key,

while decoy states acquired from the intensity ν are for bounding Eve’s knowledge

to the key. In the proposed protocol, Alice measures all the signal pulses, (µ) in

the Z basis, and weak decoy pulses, ν in all bases {X, Y, Z}. The parameters are

estimated using the decoy theory as follows. First, we highlight that these param-

eters are generally derived under two-party communication scenarios, but here, we

extend our analysis to accommodate the third party. In our analysis, we assume

that the detection probabilities of photons are independently determined by the

channel transmittance, t = 10−0.02l where l is the channel length, and detection

efficiencies, ηB and ηC of Bob and Charlie’s detection systems, respectively. The

overall background gain is calculated as

Q0 = Q0,BQ0,C

= Y0

(
1 +

µ

2

)−2

Y0

(
1 +

µ

2

)−2

= Y 2
0

(
1 +

µ

2

)−4

, (B.2)

where Q0,B and Q0,C are the background gains for Bob and Charlie, respectively

and Y0 is the background count rate. Following the method used in Ref. [331],

the gain of signal or decoy states of intensity γ prepared by Alice in basis ΓA and

measured by Bob and Charlie in basis ΓB and ΓC , respectively, can be expressed as

Qγ,ΓAΓBΓC
=

1

2

[
Yγ,Γ 0

AΓ 0
BΓ 0

C
+ Yγ,Γ 0

AΓ 1
BΓ 1

C
+ Yγ,Γ 1

AΓ 0
BΓ 0

C
+ Yγ,Γ 1

AΓ 1
BΓ 1

C
+ Yγ,Γ 0

AΓ 0
BΓ 1

C
+ Yγ,Γ 0

AΓ 1
BΓ 0

C

+ Yγ,Γ 1
AΓ 0

BΓ 1
C
+ Yγ,Γ 1

AΓ 1
BΓ 0

C

]
, (B.3)
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with γ ∈ {µ, ν}, ΓA, ΓB, ΓC ∈ {X, Y, Z}. The orthonormal states Γ 0
A(B)(C) and

Γ 1
A(B)(C) belong to the basis ΓA(B)(C). The parameter Yγ,Γ 0

AΓ 0
BΓ 0

C
corresponds to the

probability of Bob and Charlie measuring Γ 0
B and Γ 0

C , respectively, conditional on

Alice preparing the two states Γ 0
A with intensity γ. The other conditional proba-

bilities can be described in a similar manner. The factor 1
2
in Eq. (B.3) represents

the probability of Alice preparing the qubits in state Γ 0
A or Γ 1

A. Eq. (B.3) is a

generalised expression for different gains, so we evaluate Qγ,XAXBXC
as an example

to demonstrate how to explicitly obtain these gains. First, we define Yγ,X0
AX0

BX0
C
as

follows

Yγ,X0
AX0

BX0
C
=

∞∑
k=0

p(k|γ)
k∑

j=0

Ck
j (ηBt)

j(1− ηBt)
k−j(⟨X0

A|X0
B⟩)2χ(k)

∞∑
k=0

p(k|γ)

×
k∑

j=0

Ck
j (ηCt)

j(1− ηCt)
k−j(⟨X0

A|X0
C⟩)2χ(k)

= e−2γηBtηCt(1− Y0)
2
(
eγηBt 1+cos β

2 + Y0 − 1
)(
eγηCt 1+cos β

2 + Y0 − 1
)
,

(B.4)

where

χ(k) =


1− Y0 if k > 0

Y0(1− Y0) if k = 0
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denotes the probability of valid detection events conditional on k-photon states.

The other conditional probabilities are analogously obtained as

Yγ,X0
AX1

BX1
C
= e−2γηBtηCt(1− Y0)

2
(
eγηBt 1−cos β

2 + Y0 − 1
)(
eγηCt 1−cos β

2 + Y0 − 1
)
,

(B.5)

Yγ,X1
AX0

BX0
C
= e−2γηBtηCt(1− Y0)

2
(
eγηBt 1−cos β

2 + Y0 − 1
)(
eγηCt 1−cos β

2 + Y0 − 1
)
,

(B.6)

Yγ,X1
AX1

BX1
C
= e−2γηBtηCt(1− Y0)

2
(
eγηBt 1+cos β

2 + Y0 − 1
)(
eγηCt 1+cos β

2 + Y0 − 1
)
,

(B.7)

Yγ,X0
AX0

BX1
C
= e−2γηBtηCt(1− Y0)

2
(
eγηBt 1+cos β

2 + Y0 − 1
)(
eγηCt 1−cos β

2 + Y0 − 1
)
,

(B.8)

Yγ,X0
AX1

BX0
C
= e−2γηBtηCt(1− Y0)

2
(
eγηBt 1−cos β

2 + Y0 − 1
)(
eγηCt 1+cos β

2 + Y0 − 1
)
,

(B.9)

Yγ,X1
AX0

BX1
C
= e−2γηBtηCt(1− Y0)

2
(
eγηBt 1−cos β

2 + Y0 − 1
)(
eγηCt 1+cos β

2 + Y0 − 1
)
,

(B.10)

Yγ,X1
AX0

BX0
C
= e−2γηBtηCt(1− Y0)

2
(
eγηBt 1+cos β

2 + Y0 − 1
)(
eγηCt 1−cos β

2 + Y0 − 1
)
.

(B.11)

Here, we assume that the degree of misalignment β is the same for Bob and Charlie’s

channels. The overall gain, Qγ,XAXBXC
is obtained by combining the results of Eqs.

(B.4) to (B.11). The overall quantum bit error rate is described as follows

Eγ,ΓAΓBΓC
=
Yγ,Γ 0

AΓ 1
BΓ 1

C
+ Yγ,Γ 1

AΓ 0
BΓ 0

C
+ Yγ,Γ 0

AΓ 0
BΓ 1

C
+ Yγ,Γ 0

AΓ 1
BΓ 0

C
+ Yγ,Γ 1

AΓ 0
BΓ 1

C
+ Yγ,Γ 1

AΓ 1
BΓ 0

C

Qγ,ΓAΓBΓC

.

(B.12)

The gain for single photon components is expressed as
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Q1
µ,ZZZ = Y 1

µ,ZZZ(p(1|µ))2

= [1− (1− Y0B)(1− ηBt)][1− (1− Y0C)(1− ηCt)]
µ

(1 + µ
2
)3
. (B.13)

The upper bound, IUE dependent on the parameters C and EZZZ is obtained from

the lower bound CL
1 and upper bound for error rate in the Z basis, e1,UZZZ for single

photon components. The latter parameter is expressed as

e1,UZZZ =
Eµ,ZZZQµ,ZZZ − e0Y0p(µ|0)

Y1,Lp(µ|1)
(B.14)

where

Y1,L =
p(µ|2)[Qν,ΓAΓBΓC

− p(ν|0)Y0]− p(ν|2)[Qµ,ΓAΓBΓC
− p(µ|0)Y0]

p(µ|2)p(ν|1)− p(µ|1)p(ν|2)
. (B.15)

In the above equation, p(γ|k) is the probability that signals generated with intensity

γ ∈ {µ, ν} contain k photons. The lower bound of C for single-photon states can

be obtained in terms of error rates from measurements in the complementary bases

as

CL
1 = (1− 2e1,UXXX)

2 + (1− 2e1,UXXY )
2 + (1− 2e1,UXY Y )

2 + (1− 2e1,UY XX)
2 + (1− 2e1,UY Y X)

2

+ (1− 2e1,UXY X)
2 + (1− 2e1,UY XY )

2 + (1− 2e1,UY Y Y )
2. (B.16)

The upper bound on error rates eαβδ with α, β and δ ∈ {X, Y } obtained from the
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signals produced using the decoy intensity are given by

Eν,ΓAΓBΓC
Qν,ΓAΓBΓC

=
1

2

(
1 +

ν

2

)−2

Y0 + e1αβδ
ν

(1 + ν
2
)3
Y1 +

∑
k≥2

ekαβδ
(1 + k)(ν

2
)k

(1 + ν
2
)k+2

Yk;

e1,Uαβδ ≤
Eν,ΓAΓBΓC

Qν,ΓAΓBΓC
− e0Y0(1 +

ν
2
)−2

Y1,L
ν

(1+ ν
2
)3

.

(B.17)

Finally, the upper bound of IE based on e1,UZZZ and CL
1 is determined using the

following equations

IUE = (1− e1,UZZZ)h

(
1 + umax

2

)
− e1,UZZZh

(
1 + v(umax)

2

)
+ e1,UZZZ log27, (B.18)

where

umax = min

[
1

1− e1,UZZZ

√
CL

1 /4, 1

]
,

v(umax) =

√
49

19

[
CL

1 /4− (1− e1,UZZZ)
2u2max

]
/e1,UZZZ . (B.19)

B.2 Secrecy

We provide details for deriving key length and security bounds presented in Chapter

4. We use the entropic uncertainty relations to establish bounds on the smooth-

min entropy of the raw key conditioned on Eve’s information. Let system É be

information that Eve gains on ZA, ZB and ZC , i.e., the raw key for Alice, Bob, and

Charlie up to the error correction step. If Alice, Bob, and Charlie apply a privacy

amplification scheme based on two universal hashing [210] to extract shorter key

135



B.2. SECRECY 136

strings of length ℓ from Z measurement statistics, the protocol is ∆-secret if

∆ ≤ 2ε+
1

2

√
2ℓ−Hε

min(ZA|É), (B.20)

where Hε
min(ZA|É) is the smooth-min entropy [217,218]. It measures the maximum

probability that an eavesdropper with access to É can guess correctly Alice’s bit

string, ZA by using the optimal attacking strategy. Let v = 1
2

√
2ℓ−Hε

min(ZA|É) then,

ℓ = Hϵ
min(ZA|É)− 2 log2

( 1

2v

)
. (B.21)

By applying chain rule inequality for smooth entropies and using the fact that the

amount of information leaked to an eavesdropper during the error correction step

is leakEC + log2

(
2

εcor

)
we have

Hϵ
min(ZA|É) ≥ Hϵ

min(ZA|E)− leakEC + log2

( 2

εcor

)
, (B.22)

where E is the remaining information available to Eve. Since we are considering the

implementation with decoy states, it is important to note that ZA can be decom-

posed into Zv
AZ

s
AZ

m
A which corresponds to bit strings due to vacuum, single photon

and multi-photon events. By applying the generalized chained rule according to

Ref. [240] we have

Hϵ
min(ZA|E) ≥ Hδ1

min(Z
s
A|Zv

AZ
m
AE) + Hδ3+2δ4+δ5

min (Zv
AZ

m
A |E)− 2 log2

( 1

δ2

)
− 1,

(B.23)
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where ϵ = 2δ1 + δ2 + (δ3 + δ4 + δ5) for all δi > 0. Further, we can apply the chain

rule on the second term on the r.h.s to obtain

Hδ3+2δ4+δ5
min (Zv

AZ
m
A |E) ≥ Hδ4

min(Z
m
A |Zv

AE) + Hδ5
min(Z

v
A|E)− 2 log2

( 1

δ3

)
− 1

≥ Nµp
3
zQ0 − 2 log2

( 1

δ3

)
− 1, (B.24)

where Nµ is the number of signals sent with intensity µ, pz is the probability of

selecting the Z basis and Q0 is the gain vacuum events. The second inequality re-

sults from these two conditions; Hδ4
min(Z

m
A |Zv

AE) ≥ 0 and Hδ5
min(Z

v
A|E) = Hmin(Z

v) =

log2 2
Nµp3zQ0 = Nµp

3
zQ0. The former stems from the fact that all multi-photon events

are considered to be insecure due to PNS attack. The latter is due to the fact that

vacuum contributions do not carry any information on bit encodings.

We now provide the bound for smooth min-entropy Hδ1
min(Z

s
A|Zv

AZ
m
AE) with restric-

tion to single photon events based on the uncertainty relations for smooth en-

tropies [217]. We consider a gedankenexperiment in which all measurements are

done in the Y and X bases by the communicating parties: Alice, Bob and Charlie.

They have to extract n raw keys from single photon events using compatible mea-

surements, i.e., XA ⊗XB ⊗XC and YA ⊗ YB ⊗ YC . The bound obtained from the

max-entropy between Alice, Bob and Charlie is given by

Hδ1
min(Z

s
A|Zv

AZ
m
AE) ≥ n− Hε

max(CA|Ć)

= n[1− IUE (C, e)]. (B.25)

Here, n = Nµp
3
zQ

1
µ,ZZZ is the size of a sifted raw key from single-photon events, CA

is Alice’s key bit string obtained from complementary bases, (X, Y ) and similarly

Ć is key bit string for either Bob or Charlie. The term IUE (C, e) is determined in

terms of C and e. The statistical quantity C is obtained from average values of

incompatible measurement results from the hypothetical experiment. Lastly, e is
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the bit error rate of bit strings CA and Ć which is equivalent to the error rate eZZZ

in the real QKD protocol as described in the previous section.

Finally, we compose the error terms from statistical fluctuations due to finite sam-

ple sizes as described in chapter 4. In chapter 4, we found out that there is error

probability, ε1 due to the estimation of expected error rate, eZZZ by using Lemma

1 of Ref. [267]. The expected error rates in the complementary bases eαβδ with

α, β, δ ∈ {X, Y } are obtained analogously applying Lemma 1 with failure probabil-

ity, ε1. The error rates from the incompatible measurements in the complementary

bases are eight, bringing the sum of error probabilities to 8ε1. We also estimated

the observed number of signals with single photon components using Lemma 2 of

Ref. [267] with failure probability, ε2. Lemma 3 was used to estimate the expected

values, n̄µ and n̄ν with failure probability, ε3 for each. Therefore, combining all the

error terms for min-entropies and estimation of expected and observed values, the

secrecy is given by

εsec = 2ε+ 2(δ1 + δ2 + δ3) + v + 9ε1 + ε2 + 3ε3. (B.26)

In this case, δ4, δ5 = 0 and we set every error term to a common value ε and

εsec = 22ε. The final key length ℓ is obtained by substituting the results of Eq.

(B.22) up to Eq. (B.25) and secrecy condition from Eq. (B.26) into Eq. (B.21).

The formula is expressed as

ℓ = Nµp
3
z

[
Q0 +Q1,µ

ZZZ(1− IUE )− leakEC − log2
2

εcor
− 2 log2

11

εsec

]
. (B.27)

138



Appendix C
Determination of yields in the virtual and

actual protocols

C.1 Determination of yield for virtual states

This section provides an explicit derivation of the yield for virtual states, which

are used to deduce error rates for bounding Eve’s information. We demonstrate

how to concisely represent the joint probabilities of these states in terms of the

transmission rate of identity and Pauli operators. The yields for virtual states as

defined by Eq. (5.15) in the main text are given by

Y Z,vir
Φ+;0X0X

=
1

8
Tr(D̂Φ+ ˆ̃σvir

C;0X0X
)

=
1

32

[( 3

16
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4
√
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)
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8
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+

5√
2

)
qΦ+|1,X

+
(1
8
+

1

8
√
2

)
qΦ+|Z,1 +

1

8
qΦ+|Z,Z +

1

16

( 3

2 +
√
2

)
qΦ+|Z,X

+
1

16

(7
2
+

5√
2

)
qΦ+|X,1 +
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16

( 3

2 +
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2

)
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16

( 6√
2
+

17

4

)
qΦ+|X,X

]
,

(C.1)
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Y Z,vir
Φ+;0X1X

=
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8
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=
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Y Z,vir
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)
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(C.4)

Let the coefficients of transmission rates be given by a row vector VΦ+;jXkX and the

transmission rate of identity and Pauli operators be denoted by a column vector q

such that

Y Z,vir
Φ+;jXkX

= VΦ+;jXkXq, (C.5)
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where

q =[qΦ+|1,1, qΦ+|1,X , qΦ+|1,Y , qΦ+|1,Z , qΦ+|X,1, qΦ+|X,X , qΦ+|X,Y , qΦ+|X,Z , qΦ+|Y,1,

qΦ+|Y,X , qΦ+|Y,Y , qΦ+|Y,Z , qΦ+|Z,1, qΦ+|Z,X , qΦ+|Z,Y , qΦ+|Z,Z ]
T . (C.6)

Then, the vectors VΦ+;jXkX for different yields become
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(C.10)

Furthermore, if we denote yields as a vector

YZ,vir
Φ+;jXkX = [Y Z,vir

Φ+;0X0X
, Y Z,vir

Φ+;0X1X
, Y Z,vir

Φ+;1X0X
, Y Z,vir

Φ+;1X1X
]T (C.11)

and V as a matrix

V = [VΦ+;0X0X,VΦ+;0X1X,VΦ+;1X0X,VΦ+;1X1X], (C.12)
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the joint probabilities can succinctly be written as

YZ,vir
Φ+,jXkX = Vq. (C.13)

C.2 Determination of yield of states used in the

actual protocol

We compute the joint probabilities for sending the four states used in the actual

protocol and show that by using the transmission rate for these states, one can

obtain the yield of virtual states described above and subsequently estimate the

error rate EXX . From the actual experiment, we have the following constraints,

YΦ+;0Z0Z =
1

8
Tr(D̂Φ+σZ

C;0Z0Z
)
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(C.29)

Similar to the virtual protocol, the joint probabilities can be concisely written in

terms of vector q and row vector VΦ+,jαkβ corresponding to the coefficients of the

transmission rate of Pauli operators as follows

YΦ+;jαkβ = VΦ+;jαsβq. (C.30)

Hence, the vector YΦ+;jαkβ can be represented as

YΦ+;jαkβ = [YΦ+;0Z0Z , YΦ+;0Z1Z , YΦ+;1Z0Z , YΦ+;1Z1Z , YΦ+;0X0Z , YΦ+;0X1Z , YΦ+;0X0X ,

YΦ+;0X0Y ,YΦ+;0Y 0Y , YΦ+;0Y 0Z , YΦ+;0Y 1Z , YΦ+;0Y 0X , YΦ+;0Z0X , YΦ+;0Z0Y , YΦ+;1Z0X ,

YΦ+;1Z0Y ]
T (C.31)

and matrix V obtained from vectors VΦ+,jαkβ is expressed as

V = [VΦ+;0Z0Z,VΦ+;0Z1Z,VΦ+;1Z0Z,VΦ+;1Z1Z,VΦ+;0X0Z,VΦ+;0X1Z,VΦ+;0X0X,

VΦ+;0X0Y,VΦ+;0Y0Y,VΦ+;0Y0Z,VΦ+;0Y1Z,VΦ+;0Y0X,VΦ+;0Z0X,VΦ+;0Z0Y,

VΦ+;1Z0X,VΦ+;1Z0Y]
T . (C.32)
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Finally, we obtain an expression for the joint probabilities,

YΦ+;jαkβ = Vq. (C.33)

The above result can be rewritten in terms of the transmission rate vector, q as

follows

q = V−1YΦ+;jαkβ. (C.34)

Combining the above equation with Eq. (C.13) we can obtain the yield for virtual

states from the transmission rate of actual states and thus deduce the error rate

EXX .
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Appendix D
Security proof of the TF-QKD and the

channel model

D.1 Security proof against coherent attacks

In this section, we provide security proof using a virtual protocol. The protocol

generates measurement statistics that are the same as those obtained in the actual

protocol. Moreover, the classical communication between Alice and Bob is precisely

the same for actual and virtual protocols. Therefore, our security claim stems from

the fact that the two protocols are indistinguishable from Eve’s viewpoint. The

security proof of our protocol is based on the complementarity principle proposed

by Koashi in [332, 333]. This technique exploits a virtual protocol that uses an

observable, which is conjugate of the key generation basis. More precisely, in the

actual protocol, Alice and Bob generate a key from measurements performed in the

Z basis, whereas, in the virtual protocol, two parties prepare their signals in an

eigenstate of the X basis. In doing so, the two parties can accurately estimate the

phase error rate, which is the bit error rate that Alice and Bob would have observed

if they had measured their Z basis state in the X basis. We have shown in Chapter 5
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how to use the complementarity formalism to estimate this phase error rate. Here,

we provide a more detailed description of the virtual protocol used for security

proof and consider coherent attacks by Eve using Azuma’s inequality [334]. Most

importantly, we consider a general case where Alice and Bob prepare mixed states,

which can be attributed to the inherent deficiencies in their sources of photons.

Note that in the main text, we considered only the pure states for the simplicity of

our analysis. The mixed states can be represented as

ρ̂jZ = P 0
jZ |ϕ0

jZ⟩⟨ϕ0
jZ |+ P 1

jZ |ϕ1
jZ⟩⟨ϕ1

jZ |, j ∈ {0, 1} (D.1)

ρ̂0X = P 0
0X |ϕ0

0X⟩⟨ϕ0
0X |+ P 1

0X |ϕ1
0X⟩⟨ϕ1

0X |, (D.2)

ρ̂0Y = P 0
0Y |ϕ0

0Y ⟩⟨ϕ0
0Y |+ P 1

0Y |ϕ1
0Y ⟩⟨ϕ1

0Y |, (D.3)

where P 0
jZ , P

1
jZ , P

0
0X , P

1
0X , P

0
0Y and P 1

0Y are the probabilities that satisfy P 0
jZ+P

1
jZ =

1, P 0
0X + P 1

0X = 1 and P 0
0Y + P 1

0Y = 1. These probabilities are given by

P i
jβ =

1

2

(
1− (−1)i

√
(njβ

x )2 + (njβ
z )2
)
. (D.4)

The states {|ϕ0
jZ⟩, |ϕ1

jZ⟩},{|ϕ0
0X⟩, |ϕ1

0X⟩} and {|ϕ0
0Y ⟩, |ϕ1

0Y ⟩} form orthonormal bases.

Also, the explicit form of these eigenstates is given by

|ϕi
jβ⟩ =



1
N

(
njβ
z −(−1)i

√
(njβ

x )2+(njβ
z )2

njβ
x

|0Z⟩+ |1Z⟩
)

(njβ
x ̸= 0)

|iZ⟩ (njβ
x = 0 ∧ njβ

z < 0)

|i⊕ 1Z⟩ (njβ
x = 0 ∧ njβ

z > 0)

(D.5)

for i, j ∈ {0, 1}, β ∈ {X, Y, Z} and N denoting the normalization factor while njβ
x

and njβ
z represent the coefficients of Pauli operators σx and σz, respectively. In our

security proof, we consider purifications of these mixed states, which is realized by

148



D.1. SECURITY PROOF AGAINST COHERENT ATTACKS 149

introducing Alice and Bob’s ancilla systems. Thus, we get the following expressions

|ψ̃jZ⟩A1C =
√
P 0
jZ |0Z⟩A1|ϕ0

jZ⟩C +
√
P 1
jZ |1Z⟩A1|ϕ1

jZ⟩C , (D.6)

|ψ̃0X⟩A1C =
√
P 0
0X |0X⟩A1|ϕ0

0X⟩C +
√
P 1
0X |1X⟩A1 |ϕ1

0X⟩C , (D.7)

|ψ̃0Y ⟩A1C =
√
P 0
0Y |0Y ⟩A1|ϕ0

0Y ⟩C +
√
P 1
0Y |1Y ⟩A1 |ϕ1

0Y ⟩C , (D.8)

where the index A1 represents Alice’s ancilla system that purifies the state and C

corresponds to the system sent to Charlie. Similarly, for Bob, the purifications are

given by

|ψ̃jZ⟩B1C =
√
P 0
jZ |0Z⟩B1|ϕ0

jZ⟩C +
√
P 1
jZ |1Z⟩B1|ϕ1

jZ⟩C , (D.9)

|ψ̃0X⟩B1C =
√
P 0
0X |0X⟩B1|ϕ0

0X⟩C +
√
P 1
0X |1X⟩B1|ϕ1

0X⟩C , (D.10)

|ψ̃0Y ⟩B1C =
√
P 0
0Y |0Y ⟩B1|ϕ0

0Y ⟩C +
√
P 1
0Y |1Y ⟩B1|ϕ1

0Y ⟩C . (D.11)

To proceed with our analysis, we define the entangled states initially prepared by

Alice and Bob by incorporating the purified states. For Alice, these states are

expressed as

|ΨZ⟩A1A2C =
1√
2
(|0Z⟩A2|ψ̃0Z⟩A1C + |1Z⟩A2|ψ̃1Z⟩A1C), (D.12)

|ΨX⟩A1A2C = |0X⟩A2|ψ̃0X⟩A1C , (D.13)

|ΨY ⟩A1A2C = |0Y ⟩A2|ψ̃0Y ⟩A1C . (D.14)

Likewise, Bob prepares the states

|ΨZ⟩B1B2C =
1√
2
(|0Z⟩B2|ψ̃0Z⟩B1C + |1Z⟩B2 |ψ̃1Z⟩B1C), (D.15)

|ΨX⟩B1B2C = |0X⟩B2|ψ̃0X⟩B1C , (D.16)

|ΨY ⟩B1B2C = |0Y ⟩B2|ψ̃0Y ⟩B1C , (D.17)
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where A2 and B2 in the above equations represent the systems Alice and Bob used

to generate key bits. Recall that in the virtual protocol, as explained in Chapter

5, Alice and Bob prepare the states in Eqs. (D.12) and (D.15) and measure their

subsystems A2 and B2 in the X basis rather than Z basis. Therefore, to simplify

our analysis we rewrite the state in Eq. (D.12) in the X basis form as

|ΨZ⟩A1A2C =

√
1 + ⟨ψ̃0Z |ψ̃1Z⟩A1C

2
|0X⟩A2|ψ̃vir

0X⟩A1C +

√
1− ⟨ψ̃0Z |ψ̃1Z⟩A1C

2
|1X⟩A2

⊗ |ψ̃vir
1X⟩A1C , (D.18)

with the normalized virtual states given by

|ψ̃vir
jX⟩A1C =

|ψ̃0Z⟩A1C + (−1)j|ψ̃1Z⟩A1C√
2[1 + (−1)j⟨ψ̃0Z |ψ̃1Z⟩A1C ]

. (D.19)

The same results are obtained for states prepared by Bob. In what follows,

we present a virtual protocol that employs two virtual states, |ψ̃vir
jX⟩A1(B1)C and four

actual states, |ψ̃jZ⟩A1(B1)C , |ψ̃0X⟩A1(B1)C , |ψ̃0Y ⟩A1(B1)C that are sent by Alice (Bob)

to Charlie. The preparation, selection, and measurement process of these states

can be defined in a more compact form as

|φ⟩shAA1C =
6∑

cA=1

√
P (cA)|cA⟩shA

|ϕc⟩A1C (D.20)

and

|φ⟩shBB1C =
6∑

cB=1

√
P (cB)|cB⟩shB

|ϕc⟩B1C , (D.21)

for Alice and Bob, respectively. Here the shield systems shA and shB remain with
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Alice and Bob. The states |ϕc⟩A1(B1)C prepared by Alice (Bob) correspond to

|ϕ1⟩A1(B1)C = |ψ̃vir
0X⟩A1(B1)C (D.22)

|ϕ2⟩A1(B1)C = |ψ̃vir
1X⟩A1(B1)C (D.23)

|ϕ3⟩A1(B1)C = |ψ̃0Z⟩A1(B1)C (D.24)

|ϕ4⟩A1(B1)C = |ψ̃1Z⟩A1(B1)C (D.25)

|ϕ5⟩A1(B1)C = |ψ̃0X⟩A1(B1)C (D.26)

|ϕ6⟩A1(B1)C = |ψ̃0Y ⟩A1(B1)C , (D.27)

with probabilities given by

P (1) = PZ(1 + ⟨ψ̃0Z |ψ̃1Z⟩A1(B1)C) (D.28)

P (1) = PZ(1− ⟨ψ̃0Z |ψ̃1Z⟩A1(B1)C) (D.29)

P (3) = P (4) = PZ (D.30)

P (5) = PX (D.31)

P (6) = PY . (D.32)

We now present comprehensive steps of a virtual protocol as follows.

Virtual protocol

Before starting the protocol, Alice and Bob set a fixed number of rounds (say N

trials) needed to complete key generation.

1. Preparation

Alice and Bob prepare the states |φ⟩shAA1C and |φ⟩shBB1C defined in Eqs.

(D.20) and (D.21), respectively, and send the systems C to Charlie through

a quantum channel. They delay their measurements until the announcement
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by Charlie.

2. Detection announcement

Charlie performs single-photon interference followed by threshold detection in

two detectors and announces successful detection results.

3. Measurement and classical communication

Steps 1-2 are repeated until N trials agreed on by the two parties are com-

pleted. After that, for the case where Charlie declares detection results

from |Φ+⟩, Alice and Bob measure their shield systems |cA⟩,|cB⟩ and an-

nounce Z (X, Y ) basis choice when the results of their measurements are

c = 1, 2, 3, 4(c = 5, 6). This ensures that classical information in the actual

protocol is identical to the virtual protocol.

4. Estimation of the number of phase errors

Alice and Bob use the events c = 3, 4, 5, 6, corresponding to actual states to

estimate the number of phase errors.

The virtual protocol described above is equivalent to the actual protocol because

quantum states sent by Alice and Bob in the two protocols are the same, and

classical communication by the two parties is precisely identical. To elucidate this

argument, when Alice and Bob prepare the virtual states (c = 1, 2), they measure

their subsystems in the X basis and announce the Z basis instead. The announce-

ment is made in this manner to make the virtual protocol indistinguishable from

the actual protocol in which the events (c = 1, 2) are used for key generation, i.e.,

In these events, Alice and Bob measure their systems in the Z basis and also de-

clares the same basis. Such being the case, both protocols are equivalent from Eve’s

viewpoint.

Now, we present a method used to estimate observed phase errors in N

measurements performed by Alice and Bob in their systems cA and cB and consider
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coherent attacks where Eve interacts with all signals sent by the two parties and

executes a joint measurement after classical communication is completed. For this

kind of attack, it suffices to use Azuma’s inequality [334], which considers any ran-

dom variables, including correlated ones, provided that a Martingale and Bounded

difference condition (BDC) are satisfied. Azuma’s inequality is described as fol-

lows.

A sequence of random variables X(0), X(1), . . . is called Martingale if and only if

E[Xm+1|X(0), X(1), . . . , X(m)] = X(m) ∀ m ≥ 0 with E[·] denoting the expecta-

tion value. In addition, X(0), X(1), . . . is considered to satisfy BDC if there exists

c(m) > 0 such that |X(m+1) − X(m)| ≤ c(m) ∀ m ≥ 0. Consider a case of N trials

described by random variable X(m), where m corresponds to the mth trial. If X(m)

is a Martingale and fulfils the BDC with c(m) = 1 then Azuma’s inequality asserts

that

Pr[|X(N) −X(0)| > Nδ] ≤ 2e−
Nδ2

2 (D.33)

for any δ ∈ (0, 1). For mth trial the random variable X(m) is defined as

X(m) := Λ(m) −
m∑
j=1

P (ξj = 1|ξ0, . . . , ξj−1), (D.34)

where Λ(m) is a random variable that corresponds to the actual number of events

(Λ(m) =
∑m

j=1 ξj) observed in the firstm trials and ξj is a Bernoulli random variable.

Furthermore, P (ξj = 1|ξ0, . . . , ξj−1) is probability of having event ξj = 1 in the jth

run conditioned on the first j − 1 outcomes, ξ0, . . . , ξj−1. It can be easily shown

that the random variables in Eq. (D.34) are Martingale and fulfill BDC. Thus, by

applying Azuma’s inequality, we obtain

P [|Λ(N) −
N∑
j=1

P (ξj = 1|ξ0, . . . , ξj−1)| > Nδ] ≤ 2e−
Nδ2

2 (D.35)
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where X(0) = 0. This essentially implies that

N∑
j=1

P (ξj = 1|ξ0, . . . , ξj−1)−Nδ ≤ Λ(N) ≤ P (ξj = 1|ξ0, . . . , ξj−1) +Nδ (D.36)

holds at least with probability P = 1− 2e−
Nδ2

2 . Hence,

Λ(N) =
N∑
j=1

P (ξj = 1|ξ0, . . . , ξj−1) + δA (D.37)

except with error probability εA+ε̂A where parameter δA is bounded by an interval

δA ∈ [−∆A, ∆̂A] with ∆A = fA(N, εA), and where fA(x, y) =
√
2x ln 1

y
.

Now, applying Azuma’s inequality to our scenario, from the N trials by

Alice and Bob in the virtual protocol, if we consider the jth run of the protocol and

once we obtain the probability for measuring systems cA and cB for that particular

run conditioned on previous measurement outcomes, then we can find the actual

number of events observed. Precisely, for random variables X l
cAcB

with l = 1, . . . , N

Azuma’s inequality states that

X l
cAcB

= Λl
cAcB

−
l∑

j=1

PcAcB(ξj|ξ0, . . . , ξj−1), (D.38)

where Λl
cAcB

is a random variable that corresponds to the actual number of events

during l trials (l = 1, . . . , N). Moreover, PcAcB(ξj|ξ0, . . . , ξj−1) is the probability of

Alice and Bob obtaining the values cA and cB in their measurements performed in

the jth, conditioned on the previous j−1 measurement outcomes, ξj|ξ0, . . . , ξj−1. To

determine this conditional probability in the jth run, we use the joint state prepared
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by Alice and Bob for N trials

|Φ⟩shAA1CAshBB1CB
= |φ⟩shAA1CA

⊗ |φ⟩shBB1CB

= |ϕj−1⟩shAA1CA
|ϕj⟩shAA1CA

|ϕN−j⟩shAA1CA

⊗ |ϕj−1⟩shBB1CB
|ϕj⟩shBB1CB

|ϕN−j⟩shBB1CB
(D.39)

where |ϕj−1⟩shA(B)A(B)1CA(B)
, |ϕj⟩shA(B)A(B)1CA(B)

and |ϕN−j⟩shA(B)A(B)1CA(B)
represent

states prepared by Alice (Bob) in the first j − 1 runs, jth run and the remaining

N − j runs, respectively.

Let us define the evolution of the joint state after Eve’s action by

UCE|Φ⟩shAA1shBB1C|0⟩E =
∑
t

Ĉt,C|Φ⟩shAA1shBB1C|t⟩E, (D.40)

where UCE is Eve’s unitary transformation on CE and Ĉt,C corresponds to the

Kraus operator which acts on system C according to Eve’s measurement results

on her ancilla. Here, we denote Charlie’s system with index C, which essentially

corresponds to a joint system constituted by subsystems CA and CB received from

Alice and Bob, respectively. Now, taking into consideration measurement outcomes

prior to the jth run, we define the joint measurement operator for the j− 1 systems

as

Ôj−1,shAshBC = ⊗j−1
i=1M̂shi

Ashi
BCi

(D.41)

where M̂shi
Ashi

BCi
represents the Kraus operator associated with ith measurement

outcome of Alice and Bob ’s systems shA, shB and Charlie’s system C. From

this joint measurement operation on j − 1 systems, we define the measurement

outcomes of j − 1 runs as Oj−1. After Eve’s interaction, the joint state of the jth

run conditioned on the measurement results of the first j− 1 runs can be expressed
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as

ρ̂shAshBC
j|Oj−1

=
σshAshBC
j|Oj−1

Tr
(
σshAshBC
j|Oj−1

) (D.42)

where the state σshAshBC
j|Oj−1

is defined as

σshAshBC
j|Oj−1

=
∑
t

Trj̄(P̂ [Ôj−1,shAshBCĈt,C|Φ⟩shAA1shBB1C]). (D.43)

Here Tr is the trace over all systems shA, shB, A1, B1 and C for all events except

for the jth run. This precisely means taking trace with basis {|x⃗j−1⟩, |x⃗N−j⟩} where

|x⃗j−1⟩ and |x⃗N−j⟩ correspond to systems in the first j−1 runs and remaining N − j

runs, respectively. Then Eq. (D.43) can be equivalently rewritten as

σshAshBC
j|Oj−1

=
∑
t

∑
x⃗j−1,x⃗N−j

TrjA1B1
(P̂ [Â

(x⃗j−1,x⃗N−j)

t,C|Oj−1
|ϕj⟩shAA1shBB1C]) (D.44)

where TrjA1B1
denotes trace over A1 and B1 in the jth run and Â

(x⃗j−1,x⃗N−j)

t,C|Oj−1
is the

Kraus operator acting on the jth system conditioned on the previous measurement

outcomes Oj−1, and it is given by

Â
(x⃗j−1,x⃗N−j)

t,C|Oj−1
= ⟨x⃗N−j|⟨x⃗j−1|Ôj−1,shAshBCĈt,C|ϕj−1⟩shAA1shBB1C|ϕN−j⟩shAA1shBB1C.

(D.45)

By substituting Eq. (D.20) and (D.21) into Eq. (D.44) we obtain

σshAshBC
j|Oj−1

=
∑

cA,cB ,c∗Ac∗B

√
P (cA)P (cB)P (c∗A)P (c

∗
B)
∑
t

∑
x⃗j−1,x⃗N−j

TrjA1B1
(P̂ [Â

(x⃗j−1,x⃗N−j)

t,C|Oj−1

|cA⟩shA
⊗ |cB⟩shB

(|ϕ(c)⟩A1 ⊗ |ϕ(c)⟩B1)C]). (D.46)

Now the probability that Alice and Bob obtains outcomes cA and cB, and Charlie

announces detection result |Φ+⟩ after measuring his system C conditioned on the
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first j − 1 measurement outcomes is given by

YΦ+cAcB |Oj−1
=
P (cA)P (cB)

Tr
(
σshAshBC
j|Oj−1

)∑
t

∑
x⃗j−1,x⃗N−j

Tr(P̂ [Â
(x⃗j−1,x⃗N−j)

t,C|Oj−1
TrA1B1(|ϕ(c)⟩A1

⊗ |ϕ(c)⟩B1)CM̂Φ+ ])

=
P (cA)P (cB)

Tr
(
σshAshBC
j|Oj−1

)Tr(D̂Φ+|Oj−1
P̂ [TrA1B1(|ϕ(c)⟩A1 ⊗ |ϕ(c)⟩B1)C]) (D.47)

where D̂Φ+|Oj−1
= Â

(x⃗j−1,x⃗N−j)

t,C|Oj−1
M̂Φ+Â

(x⃗j−1,x⃗N−j)†
t,C|Oj−1

and M̂Φ+ represent Charlie’s mea-

surement operation.

Note that for cA(B) = 3, 4, 5, 6 the probability YΦ+cAcB |Oj−1
corresponds to the ac-

tual yields Yϕ+jαsβ (α, β ∈ {X, Y, Z}, s, j ∈ {0, 1}) described in Chapter 5. From

experimental results we know the actual events ΛcAcB (for different combinations

cA(cB) ∈ {3, 4, 5, 6}). Thus, using Eq. (D.37) of Azuma’s inequality, we can cal-

culate the conditional probabilities that correspond to the yields Yϕ+jαsβ. We have

shown in the Chapter 5 and C.1 that we can determine the transmission rate of

operators from the actual yields and, in turn, determine the yields of virtual states

Y Zvir
Φ+jXsX from those transmission rates. These virtual yields corresponds to the

conditional probabilities YΦ+cAcB |Oj−1
for cA(cB) = 1, 2. Again, we employ Azuma’s

inequality to determine the actual number of events ΛcAcB where cA(cB) = 1, 2,

which represent the number of phase errors.

D.2 Channel model

Here, we introduce a channel model to simulate the quantities observed in an ac-

tual experiment. We consider a symmetric lossy channel that links Alice and Bob

through Charlie with transmittance η. We assume that the dark count rate, pd, is

measured from the transmission of optical pulses.
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D.2.1 Estimation of gain and error rate from Z basis

In the Z basis, states sent by Alice and Bob are in four possible combinations;

|0⟩A ⊗ |0⟩B, |
√
µeiχa⟩A ⊗ |0⟩B, |0⟩A ⊗ |√µeiχb⟩B and |√µeiχa⟩A ⊗ |√µeiχb⟩B where

|0⟩ represents the vacuum state (when intensity 0 is selected). After going through

the beam-splitter, the resultant states are

|0⟩A|0⟩B
BS−−→ |0⟩L|0⟩R

|0⟩A|
√
µeiχb⟩B

BS−−→
∣∣∣eiχb

√
µη

2

〉
L

∣∣∣− eiχb

√
µη

2

〉
R

|√µeiχa⟩A|0⟩B
BS−−→

∣∣∣eiχa

√
µη

2

〉
L

∣∣∣eiχa

√
µη

2

〉
R

|√µeiχa⟩A|
√
µeiχb⟩B

BS−−→
∣∣∣eiχa

√
µη

2
+ eiχb

√
µη

2

〉
L

∣∣∣eiχa

√
µη

2
− eiχb

√
µη

2

〉
R
. (D.48)

The detection probabilities are given by

p0 = 1− η

pL = η cos2
(χ
2

)
pR = η sin2

(χ
2

)
, (D.49)

where p0, pL, and pR denote the probabilities for no click, click in L-detector and

click in R-detector, respectively. Taking into consideration the effects caused by

dark counts pd, we have that

P0 = (1− pd)
2(1− η)2, (D.50)

PL = (1− pd)
2 exp

(
− µη cos2

(χ
2

))
+ pd(1− pd)

[
(1− η) exp

(
− µη cos2

(χ
2

))]
= pd(1− pd)(1− η) + (1− pd) exp

(
− µη cos2

(χ
2

))
, (D.51)
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PR = (1− pd)
2 exp

(
− µη sin2

(χ
2

))
+ pd(1− pd)

[
(1− η) exp

(
− µη sin2

(χ
2

))]
= pd(1− pd)(1− η) + (1− pd) exp

(
− µη sin2

(χ
2

))
, (D.52)

PLR =1− P0 − PL − PR

=(1− pd)
2[1 + (1− η)− [(1− η) + exp(−µη cos2(χ

2
))]− [(1− η)

+ exp(−µη sin2(
χ

2
))]] + pd(1− pd)[exp(−µη cos2(

χ

2
)) + exp(−µη sin2(

χ

2
))]

+ p2d

=(1− pd)
2[1 + (1− η)e−µη] + pd(1− pd)e

−µη + p2d (D.53)

where P0, PLR, PL and PR correspond to the probabilities that n-photon coherent

states from Alice and Bob results in no click in both detectors, click in both detec-

tors, click in L-detector only and click in R-detector only, respectively. The gain

QZ
µ is therefore estimated from detection probabilities as

QZ
µ = P0 + PL + PR + PLR

= (1− pd)
2(1− η)2 + pd(1− pd)(1− η) + (1− pd) exp

(
− µη cos2

(χ
2

))
+ pd(1− pd)(1− η) + (1− pd) exp

(
− µη sin2

(χ
2

))
+ (1− pd)

2[1 + (1− η)e−µη] + pd(1− pd)e
−µη + p2d

≈ (1− pd)
2(1− η)e−µη + 1 + (1− η)− 2(1− pd)

2(1− η)e−µη

≈ (1− pd)
2(1− η)e−µη + 1− (1− 2pd)(1− η)e−µη (D.54)
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The quantum bit error rate EZ
µ is estimated as

EZ
µ =

P n
0 + PLR

P0 + PL + PR + PLR

=
1

Qµ

(1− pd)
2(1− η)2 + (1− pd)

2[1 + (1− η)e−µη] + pd(1− pd)e
−µη + p2d

(D.55)

D.2.2 Estimation of gain in the X and Y bases

We adopt the channel model developed in Ref. [296] to estimate the gain used for

simulation for the states prepared in the complementary bases. For simplicity, we

study the case where Alice and Bob select the same state and same phase slices

according to the phase post-selection method (ja = jb). The states sent by Alice

and Bob are |√µae
iχa⟩ and |√µbe

iχb⟩, respectively where µa = µb = µ/2. Due to

channel losses and detection inefficiencies, the states transform into |√ηµae
iχa⟩ and

|√ηµae
iχb⟩. After going through the beam-splitter, the resultant states are

|αL⟩ = |
√
ηµ

2
(eiχa + eiχb)⟩ = |

√
ηµ

2
eiχa(1 + eiχω)⟩, (D.56)

|αR⟩ = |
√
ηµ

2
(eiχa − eiχb)⟩ = |

√
ηµ

2
eiχa(1− eiχω)⟩, (D.57)

where χω is the fixed phase difference between the global phases χa and χb. The

detection probabilities are

Pµ(L̄) = (1− pd) exp(−|αL|2)

= (1− pd) exp(−ηµ cos2(
χω

2
)), (D.58)
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Pµ(L) = 1− Pµ(L̄), (D.59)

Pµ(R̄) = (1− pd) exp(−|αR|2)

= (1− pd) exp(−ηµ sin2(
χω

2
)), (D.60)

Pµ(R) = 1− Pµ(R̄), (D.61)

where Pµ(L) and Pµ(L̄) are the probabilities of L click and no click events, respec-

tively, and Pµ(R) and Pµ(R̄) are defined similarly for R-detector. The total gain is

approximated as

Qµ = P (L)P (R̄) + P (L̄)P (R)

= (1− pd) exp(−ηµ sin2(
χω

2
))[1− (1− pd) exp(−ηµ cos2(

χω

2
))]

+ (1− pd) exp(−ηµ cos2(
χω

2
))[1− (1− pd) exp(−ηµ sin2(

χω

2
))]

≈ (1− pd)[1− (1− pd) exp(−ηµb)] + pd(1− pd) exp(−ηµb)

= (1− pd)[1− (1− 2pd)e
−ηµ]

≈ 1− e−ηµ + 2pde
−ηµ. (D.62)
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Appendix E
Estimation of key rate parameters and

derivation of key rate formula for the

MDI-QKD based on biphotons

E.1 Estimation of key rate parameters

We evaluate gains and quantum bit error rates by considering the conditional prob-

abilities for the coincidence detection of n-photon pairs in the Brown Twiss scheme.

In terms of the basis state |α⟩, the yield is given by

Y α
n,n = [1− (1− Y0DH1A

)(1− ηDH1A
t)n][1− (1− Y0DH1B

)(1− ηDH1B
t)n]

× [1− (1− Y0DH2A
)(1− ηDH2A

t)n][1− (1− Y0DH2B
)(1− ηDH2B

t)n], (E.1)

where Y0 is the background count rate, DH1A, DH1B, DH2A and DH2B correspond

to detectors for measuring horizontally polarized states in the Brown Twiss scheme.

The terms t and η represent channel transmittance and detection efficiencies. The
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yield for photon pairs that correspond to state |β⟩ is given by

Y β
n,n = [1− (1− Y0DH3A

)(1− ηDH3A
t)n][1− (1− Y0DH3B

)(1− ηDH3B
t)n]

× [1− (1− Y0DV 4A
)(1− ηDV 4A

t)n][1− (1− Y0DV 4B
)(1− ηDV 4B

t)n], (E.2)

whereDH3A, DH3B, DV 4A, andDV 4B correspond to detectors for measuring horizon-

tal and vertical polarized states, respectively, in the Brown Twiss scheme. Similarly,

the detection probability for the n-photon pair corresponding to |γ⟩ is

Y γ
n,n = [1− (1− Y0DV 5A

)(1− ηDV 5A
t)n][1− (1− Y0DV 5B

)(1− ηDV 5B
t)n]

× [1− (1− Y0DV 6A
)(1− ηDV 6A

t)n][1− (1− Y0DV 6B
)(1− ηDV 6B

t)n], (E.3)

DV 5A, DV 5B, DV 6A, and DV 6B correspond to detectors for measuring vertically

polarized states in the Brown Twiss scheme. Therefore, the overall yield is given

by

Yn,n = Y α
n,nY

β
n,nY

γ
n,n. (E.4)

From these results, the gain for states prepared from a key basis comprising of

n-photon pairs is given by

Qn,n
µaµb,M1

= Yn,nP (na)P (nb), (E.5)

where P (na) and P (nb) denotes the probabilities for Alice and Bob’s SPDC sources

to emit na-photon and nb-photon pairs. This probability is expressed as

P (n) =
(n+ 1)(µ

2
)n

(1 + µ
2
)n+2

. (E.6)
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The gain corresponding to single-photon contributions is then given by

Q1,1
µaµb,M1

=
4Y1,1µaµb

(2 + µa + µb)3
. (E.7)

In addition, we have the overall gain expressed as

Qµaµb,M1 =
∞∑
n

Qn,n
µaµb,M1

, (E.8)

and the QBER, Eµaµb,M1 is expressed as

Eµaµb,M1Qµaµb,M1 =
∞∑
n=0

en,nQ
n,n
µaµb,M1

, (E.9)

where the error rate of the n-photon pairs from Alice and Bob, en,n is expressed as

en,n = eαn,n + eβn,n + eγn,n. (E.10)

The error rate for the n-photon pair corresponding to the state |α⟩ given by

eαn,n =[e0(Y0DH1A
Y0DH1B

+ Y0DH1A
ηDH1B

+ Y0DH1B
ηDH1A

+ Y0DH2A
Y0DH2B

+ Y0DH2A
ηDH2B

+ Y0DH2B
ηDH2A

) + ed(ηDH1A
ηDH1B

+ ηDH2A
ηDH2B

)]÷ Y α
n,n

(E.11)

The error rates eβn and eγn associated with the detection of states |β⟩ and |γ⟩, re-

spectively are analogously obtained as

eβn,n =[e0(Y0DH3A
Y0DH3B

+ Y0DH3A
ηDH3B

+ Y0DH3B
ηDH3A

+ Y0DV 4A
Y0DV 4B

+ Y0DV 4A
ηDV 4B

+ Y0DV 4B
ηDV 4A

) + ed(ηDH3A
ηDH3B

+ ηDV 4A
ηDV 4B

)]÷ Y β
n,n

(E.12)
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eγn,n =[e0(Y0DV 5A
Y0DV 5B

+ Y0DV 5A
ηDV 5B

+ Y0DV 5B
ηDV 5A

+ Y0DV 6A
Y0DV 6B

+ Y0DV 6A
ηDV 6B

+ Y0DV 6B
ηDV 6A

) + ed(ηDV 5A
ηDV 5B

+ ηDV 6A
ηDV 6B

)]÷ Y γ
n,n

(E.13)

Finally, the upper bound on the error rate measured in the complimentary basis

used to approximate the phase error rate on the key basis is given by

e1,1UM2
=
Eνaνb,M2Qνaνb,M2e

2ν − e0Y0
Y L
1,1ν

2
, (E.14)

where

Y L
1,1 =(P (µa|2)P (µb|2)[Qνaνb,M2 − P (νa|0)P (νb|0)Y0]− P (νa|2)P (νb|2)[Qµaµb,M1

− P (µa|0)P (µb|0)Y0])÷ (P (µa|2)P (µb|2)P (νa|1)P (νb|1)

− P (µa|1)P (µb|1)P (νa|2)P (νb|2)). (E.15)

In above equation P (λ|n) =
(n+1)(λ

2
)n

(1+λ
2
)n+2 with λ ∈ {µ, ν} and n denotes number of

photons.

E.1.1 Statistical fluctuation analysis

This section studies the effects of statistical fluctuations on single-photon occur-

rences and the phase error rates.

E.1.1.1 Estimation of Q1,1
µaµb,M1

From the value directly observed from the experiment, nµaµb
= Qµaµb

Nµaµb
(where

we omitted basis choice for simplicity), which corresponds to the number of detected

signal states, we can use variant multiplicative Chernoff bound presented in Lemma
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3 of Ref. [267] to estimate the lower and upper bounds of the expected detection

events. For simplicity we use notation µ in place of µaµb in the next discussion. To

determine the bounds, we rewrite nµ in terms of photon number statistics as

nka,kb,µ =
n∑

l=1

χµ
ka,kb,l

, (E.16)

where

χµ
ka,kb,l

=


1 with probability p(a,b)

0 with probability (1− p(a,b))

, l = 1, . . . , n (E.17)

are independent Bernoulli random variables. Here p(a,b) = p(ka|µa)p(kb|µb). In par-

ticular, χµ
ka,kb,l

= 1 means that ka-photon signal state sent by Alice and kb-photon

signal state sent by Bob have resulted in the lth detection event while χµ
ka,kb,l

= 0

means either vacuum or decoy state has been used. The term p(k|µ) is the condi-

tional probability that a source set at signal intensity µ produces a k-photon state. It

then follows that for a set of Bernoulli random variables, χµ
ka,kb,1

, χµ
ka,kb,2

, . . . , χµ
ka,kb,n

,

the expected value of nka,kb,µ is n̄ka,kb,µ = E[nka,kb,µ] =
∑n

l=1 p(a,b). Let an observed

outcome, nka,kb,µ be denoted by x for a given trial. Then, for any ε3 > 0 we have

that

n̄ka,kb,µ ≥ max{0, x−∆(x, ε3)}

n̄L
ka,kb,µ

:= max{0, x−∆(x, ε3)}, (E.18)
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holds with failure probability ε3, where n̄
L
ka,kb,µ

is the lower bound and ∆(x, ε3) is

the positive root of the equation ∆(x, ε3)−[x+∆(x, ε3)] ln[1+∆(x, ε3)/x]−lnx = 0.

Also, for any ε3 > 0, we have that

n̄ka,kb,µ ≤ x+∆(x, ε3)

n̄U
ka,kb,µ

:= x+∆(x, ε3), (E.19)

holds with failure probability ε3, where n̄
U
ka,kb,µ

is the upper bound of n̄ka,kb,µ and

∆(x, ε3) is the positive root of equation ∆(x, ε3)+x ln(x/[x+∆(x, ε3)])+ ln ε3 = 0.

The same argument can be applied to determine the lower and upper bounds of

expected value n̄ν from observed detection events nν = QνNν for decoy states.

Next, the lower and upper bounds of n̄µ and n̄ν are used to calculate the lower and

upper bounds of gains, Q̄L
µ = n̄L

ka,kb,µ
/Nµ, Q̄

U
µ = n̄U

ka,kb,µ
/Nµ, Q̄

L
ν = n̄L

ka,kb,ν
/Nν and

Q̄U
ν = n̄U

ka,kb,ν
/Nν which are in turn used to calculate Ȳ L

1,1 and Ȳ U
1,1, respectively as

follows

Ȳ L
1,1 =(P (µa|2)P (µb|2)[Q̄L

νaνb,M2
− P (νa|0)P (νb|0)Y0]− P (νa|2)P (νb|2)[QU

µaµb,M1

− P (µa|0)P (µb|0)Y0])÷ (P (µa|2)P (µb|2)P (νa|1)P (νb|1)

− P (µa|1)P (µb|1)P (νa|2)P (νb|2)), (E.20)

Ȳ U
1,1 =(P (µa|2)P (µb|2)[Q̄U

νaνb,M2
− P (νa|0)P (νb|0)Y0]− P (νa|2)P (νb|2)[QL

µaµb,M1

− P (µa|0)P (µb|0)Y0])÷ (P (µa|2)P (µb|2)P (νa|1)P (νb|1)

− P (µa|1)P (µb|1)P (νa|2)P (νb|2)). (E.21)
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Estimation of bounds for n1,1,µ The parameters Ȳ U
1,1 and Ȳ

U
1,1 are used

to evaluate the upper and lower bounds on the observed yield for single photon

components. We use multiplicative Chernoff bound (Lemma 2) of Ref. [267] to

deduce the upper and lower bounds of observed yield from expected values Ȳ U
1,1 and

Ȳ L
1,1 as follows. According to results of Lemma 2, if g(Ȳ U

1,1, δ) = [eδ/(1 + δ)1+δ]Ȳ
U
1,1 ,

for any δ > 0, then upper tail is defined as

Pr[Y U
1,1 ≥ (1 + δ)Ȳ U

1,1] < g(Ȳ U
1,1, δ) = ε2, (E.22)

where δ is the positive root of the equation Ȳ U
1,1[δ − (1 + δ) ln(1 + δ)] − ln ε2 = 0.

For any 0 < δ̂ ≤ 1, we have the lower tail given by

Pr[Y L
1,1 ≤ (1− δ̂)Ȳ L

1, ] < g(Ȳ L
1, ,−δ̂) = ε̂2, (E.23)

where δ̂ is the positive root of equation Ȳ L
1,1[δ̂ + (1− δ̂) ln(1− δ̂)] + ln ε̂2 = 0. From

these results, the observed lower bound of single photon detection events is given by

nL
1,1,µ = Y L

1,1Nµp(a,b). The detection events are used to compute the gain for single

photon events as Q1,1
µ = nL

1,1,µ/Nµ.

E.1.1.2 Estimation of e1,1UM∈

The tail inequality for random sampling without replacement described in Lemma 1

of [267] is exploited to provide an upper bound for the expected error rates from the

observed error rates in the sampled data. We can use Lemma 1 to estimate the upper

bound on expected error rate in the M1 basis by considering a thought experiment

picture where an n+m string of bits correspond to compatible measurements made

by Alice, Bob and Charlie in the M1 basis. If the observed average error rate

obtained from m random bit strings is Eµaµb,M1 =
∑m

i=1 rM1,A ⊕ rM1,B (rM1,A and

rM1,B are Alice and Bob’s bits) then by using the upper tail inequality, the remaining
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n bits give upper bound for error rate in the M1 basis under the condition that

ĒU
µaµb,M1

≤ Eµaµb,M1 + ξ(n,m,Eµaµb,M1 , ε1), (E.24)

with probability 1 − ε1. We leverage this result and the outcome of (E.21) to

compute the upper on error rate for single photon events as

e1,1UM1
=
ĒU

µaµb,M1
Q̄U

µ − e0Y0p(µ|0)
Ȳ L
1,1

. (E.25)

E.2 Secrecy

Let the system Ẽ represent information collected by Eve on Alice and Bob’s bit

strings KA and KB, respectively, up to the error correction step. By applying the

privacy amplification based on the universal class-two hash function, we generate a

∆-secret key of length ℓ and

∆ ≤ 2ε+
1

2

√
2ℓ−Hε

min(KA|Ẽ), (E.26)

where Hε
min(KA|Ẽ) represents the smooth min-entropy, which corresponds to the av-

erage probability which an adversary guesses KA correctly using an optimal strategy

through having access to Ẽ. Let v = 1
2

√
2ℓ−Hε

min(KA|Ẽ), then the secret key length, ℓ

is given by

ℓ = Hε
min(KA|Ẽ)− 2 log2

( 1

2v

)
. (E.27)
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During error correction, Alice and Bob reveal bits of information equal to leakEC +

log2

(
2

εcor

)
to an eavesdropper. Therefore, we have that

Hε
min(KA|Ẽ) ≥ Hϵ

min(KA|E)− leakEC + log2

( 2

εcor

)
, (E.28)

where E is Eve’s information prior to the error correction step. Since our analysis

is based on decoy states, KA can be written in terms of K1
AK

m
A and this represents

the bit strings owing to single photons and multi-photons events. By using the

generalized chain rule for smooth entropies, we have that

Hϵ
min(KA|E) ≥ Hδ1

min(K
1
A|Km

AE) + Hδ3
min(K

m
A |E)− 2 log2

( 1

δ2

)
− 1

≥ Hδ1
min(K

1
A|Km

AE)− 2 log2

( 1

δ2

)
− 1, (E.29)

Furthermore, the second inequality is based on the fact that Hδ3
min(K

m
A |E) ≥ 0. Next,

we provide bound for Hδ1
Twissmin(K

1
A|Km

AE) by using the uncertainty relations for the

smooth entropies. To achieve this, we use a gedankenexperiment where Alice and

Bob prepare all their states in the basis M2 even when they choose the M1 basis.

In this hypothetical protocol, the bit strings obtained from measurements in the

complementary basis, CA and CB of length ℓ replace the keys KA and KB. The

smooth min-entropy is expressed as

Hδ1
min(K

1
A|Km

AE) ≥ n1,1µ − Hε
max(CA|CB)

= n1,1µ[1− h(e1,1M2
)], (E.30)

where n1,1µ = Nµp
2
κQ

1,1
µaµbM1

denotes the sifted raw key size obtained from the single

photon occurrences.

Finally, we combine all the terms representing errors for min-entropies and error

probabilities due to parameter estimation discussed in the previous section. Thus,
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the secrecy is given by

εsec = 2ε+ 2δ1 + δ2 + v + ε1 + ε2. (E.31)

Here, ε1 and ε2 represent error probabilities for estimating the single photon events

and the phase error rate. The error term is set to a common value ε and εsec = 8ε.

The final key length ℓ is obtained using the results from Eq. (E.28) to Eq. (E.30)

and invoking the secrecy requirement from Eq. (E.31) in Eq. (E.27). Then, the

final derived formula is written as

ℓ = Nµp
2
κ

[
Q1,1

µaµb,M1
(log2 3− h3(e

1,1U
M2

))− leakEC − log2
2

εcor
− 2log2

4

εsec

]
. (E.32)
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Appendix F
Derivation of decoy-state parameters for

MDI-QKD with vector vortex beams

This appendix presents the derivation of the parameters used to estimate the MDI-

QKD secret key rate. The gain for single photon states QV
11, which represents the

probability of Alice and Bob sending out single photon states on a vector basis and

obtaining successful detection results, is expressed as follows

QV
11 = µaµbe

−µa−µbY V
11 . (F.1)

The quantity Y V
11 corresponds to the yield of single photons in the vector basis and

is given by

Y V
11 = Y L0R1

11 + Y L1R0
11 + Y L0L1

11 + Y R0R1
11 + Y L0R0

11 + Y L1R1
11 . (F.2)

Without a loss of generality, here we show how to obtain Y L0R1
11 , and owing

to symmetry, other terms are deduced similarly. After propagating through a lossy

channel modeled by transmittance ηa, ηb, the initial state of Alice and Bob can be
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described as a mixed state

ηaηb
4

|ψ11⟩⟨ψ11|+
ηa(1− ηb)

2
|ψ10⟩⟨ψ10|+

(1− ηa)ηb
2

|ψ01⟩⟨ψ01|

+ (1− ηa)(1− ηb)|ψ00⟩⟨ψ00| (F.3)

where |ψ00⟩ = |00⟩ab, |ψ01⟩ = |01⟩ab, |ψ10⟩ = |10⟩ab, |ψ11⟩ = |11⟩ab and |0⟩, |1⟩

represent vacuum and one photon states. After passing through a BS, the states in

Eq. (F.3) transform to

|11⟩12 7−→
1√
2
(|0⟩3|2⟩4 − |2⟩3|0⟩4),

|10⟩12 7−→
1√
2
(|0⟩3|1⟩4 − |1⟩3|0⟩4),

|01⟩12 7−→
1√
2
(|1⟩3|0⟩4 − |0⟩3|1⟩4),

|00⟩12 7−→ |0⟩3|0⟩4, (F.4)

where we assume the case of indistinguishable photons. For distinguishable photons

the state |11⟩ can also be represented by the transformations

|11⟩12 7−→ |1⟩3|1⟩4 (F.5)

|11⟩12 7−→
1√
2
(|0⟩3|2⟩4 − |2⟩3|0⟩4). (F.6)

The Bell state measurement is considered successful when exactly one of the two

detectors is triggered in each OAM mode. By taking into account the effects of de-

tector dark counts pd, we obtain the photon detection probabilities by conditioning

on the following events;
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Dark counts In a case where no photons reach the input ports of the

beam-splitter, detection events can only result from detector noise. In this case,

the detection probability is given by

Pdet(|00⟩) = (1− ηa)(1− ηb)p
2
d(1− pd)

2. (F.7)

One-photon case Consider a case where only one photon from the two

parties reaches the input port of the beam-splitter, then detection probability is

given by

Pdet(|01⟩) = (1− ηa)ηb(1− pd)pd(1− pd)
2 (F.8)

Pdet(|01⟩) = ηa(1− ηb)(1− pd)pd(1− pd)
2 (F.9)

Two-photon case We now determine detection events emanating from

two photons entering the beam-splitter. The two photons can leave the BS at

different ports, or they may exit from the same port, and the detection probabilities

are respectively given by

Pdet(|11⟩) = ηaηb(1− pd)
2(1− pd)

2 (F.10)

Pdet(|11⟩) = ηaηb(1− pd)pd(1− pd)
2. (F.11)

Thus, the yield Y L0R1
11 is given by

Y L0R1
11 =(1− pd)

2[ηaηb + (ηb + ηa − 4ηaηb)pd + (1− 2ηa − 2ηb + 4ηaηb)p
2
d]. (F.12)
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An error is obtained in the cases where L0 and R0 or L1 and R1 click. The detection

probabilities for these events are given by

Y
L0R0(L1R1)
11 =(1− pd)

2[(ηb + ηa − ηaηb)pd + (1− 2ηa − 2ηb + 2ηaηb)p
2
d] (F.13)

Thus, an error rate eS11 is given by

eS11Y11 =Y
L0R0
11 + Y L1R1

11

=2(1− pd)
2[(ηa + ηb − ηaηb)pd + (1− 2ηa − 2ηb + 2ηaηb)p

2
d]

=e0(1− pd)
2[(ηa + ηb − ηaηb)pd + (1− 2ηa − 2ηb + 2ηaηb)p

2
d] (F.14)

where e0 = 1
2
corresponds to the random erroneous detection error rate. The

overall gain QV
µ and the QBER, EV

µ are evaluated in accordance with the method

in Ref. [309] with modifications as follows

QV
µ =[DL0(1−DL1) + (1−DL0)DL1][DR1(1−DR0) + (1−DR1)DR0]

+ [DL0DL1(1−DR0)(1−DR1)] + [DR0DR1(1−DL0)(1−DL1)]. (F.15)

Here, the detection probabilities for the four detectors are given by

DL0(R0) = 1− (1− pd) exp

(
−

∣∣∣∣∣eiθa
√
ηaµa

2
+ eiθb

√
ηbµb

2

∣∣∣∣∣
)
, (F.16)

DL1(R1) = 1− (1− pd) exp

(
−

∣∣∣∣∣eiθa
√
ηaµa

2
− eiθb

√
ηbµb

2

∣∣∣∣∣
)
. (F.17)
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We adopt the following notation to simplify our analysis;

λ = ηaµa + ηbµb,

∆θ = θb − θa,

x =
√
ηaµaηbµb/2,

y = (1− pd)e
−λ/4,

where λ denotes the average number of photons after interference in the BS, and

∆θ corresponds to the difference between Alice’s and Bob’s random overall phases.

As a result, the probability of detection simplifies as follows

DL0(R0) = 1− ye−x cos∆θ, (F.18)

DL1(R1) = 1− yex cos∆θ. (F.19)

The QBER, EV
µ is expressed as

EV
µ Q

V
µ = 2DL0(1−DL1)(1−DR1)DR0. (F.20)
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