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Abstract 

This thesis addresses the problem of biometrics security and accuracy through the 

fusion of fingerprint and face images.  The Biometrics community in recent years 

came up with different approaches to improve the accuracy and security of systems. 

Multimodal authentication has attracted a lot of attention because of its advantage 

over single biometrics matchers. Even though efforts were made to improve these 

systems, they are, however, still vulnerable to security threats such as spoofing 

where a forged biometric copy and/or artificially recreated biometric data (which 

maybe legitimate) may be used to spoof the system. Multimodal biometric systems 

overcome various limitations of uni-modal biometric systems, such as non-

universality, lower false acceptance, and higher genuine acceptance rates. We thus 

propose a framework, based on Bayesian Network, which is tailored to deal with the 

fusion of fingerprint and face. In our proposed framework, face and fingerprint data 

are fused at Feature level, using probabilistic inference to map posterior probability 

distributions of unobserved variable to make a basic decision of authentication.  We 

present our proposed framework for fusing bimodal biometrics systems by 

combining face and fingerprint images to better the performance of biometrics 

security system. In this research we wanted to exploit prior knowledge as much as 

possible hence our use of the Bayesian Network to provide reasoning to our 

framework. Although Bayesian Networks have been used before, our focus in this 

study is to fully exploit the graphical structure of Bayesian Networks and explicitly 

model their statistical dependencies between relevant variables per sample 

measurement. The evaluation of the proposed framework used multimodal 

chimerical databases formed from publicly available databases. The evaluation of 

our framework shows an improved performance of 0.03 Error Equal Rate over the 

performance of the face or finger biometric modalities when each is implemented. 

The Error Equal Rate for Face and Finger biometric modalities were 0.31 and 0.28, 

respectively. Key words: Bayesian Networks, Inference, Multimodal Biometrics, 

Principal Component Analysis, Linear Discriminant Analysis, Pre-processing, 

Probabilistic Inference, feature extraction. 
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CHAPTER ONE 

Introduction 

 

Biometrics affirmation, or essentially biometrics, alludes to the automatic recognition 

of people in view of their physiological as well as behavioral attributes. A 

physiological characteristic is a moderately stable physical trademark, for example, 

unique mark, iris design, facial element and hand topography. This sort of estimation 

is perpetual and unalterable without noteworthy pressure. A behavioral characteristic 

is progressively an impression of a person's psychological makeup like signature, 

speech, or how one type at keyboard [1]. 

Biometric systems have various advantages over tradition confirmation techniques, 

for example, 1) biometric data can't be gotten by coordinate undercover perception, 

2) It is hard to share and repeat, 3) It enhances client effortlessness by diminishing 

the need to retain long and arbitrary passwords, 4) It shields against disavowal by the 

client. Various biometric qualities are being utilized today, which includes unique 

finger impression, DNA, iris design, retina, ear, thermo gram, confront, walk, hand 

geometry, palm-vein design, smell, keystroke elements, mark, and voice [2]. 

 

Figure 1 depicts the Biometrics system types and also summarizes the difference 

between physiological characteristics and behavioral characteristics.  
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Figure 1: Biometric system type [5]. 

 

Our general public has turned out to be electronically connected to form one major 

worldwide digital network. It has been vital to perform uniqueness of an individual 

recognition either remotely or and by an automatic process. It has turned out to be 

important to regularly do solid individual recognition remotely or by automation. 

Unique character representation such as unique identification number (common 

automated security door) and ecards (predominant for managing an account, which 

supports government systems) are failing to excel well because of cybercrime. 

Furthermore unique identification numbers and ecards are shareable and hence 

cannot give non renouncement all things considered; Biometrics frameworks have 

been observed to be more predominant with regards to non-repudiation [3]. 

 

1.1 Overview of Biometrics Systems 

A biometrics system is fundamentally an pattern classification process which 

operates by obtaining a biometric data from a person, extract features of the provided 

data sets and comparing its matching capabilities with the feature set stored [4]. The 

system is depicted in Figure 2 below consisting of four main modules. 
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Figure 2: Biometrics main modules [5]. 

 

The classification results for each biometric channel are combined by mechanism 

called biometric fusion. Bimodal biometrics fusion is the combination of 

measurements from different biometric traits to enhance strength [6]. A multimodal 

biometric system has four important fusion modules as depicted in Figure 2 and 

described below [7]: 

1. The sensor module which catches the attribute as a crude biometric information 

 

2. The module for extraction of features, are for the removal of a list of capabilities, 

which are, reduces the representation quality.  This set may contain biometric 

trait that can be either asked for/accumulated or not, contingent on the biometric 

quality. 

 

3. The module for matching performances classification in order to contrast the 

extricated attributes set with the templates contained in the data storage to make 

coordinating scores. Separation function was used for, example, the hamming 

distance, variable distinction and Euclidean distance which are depicted using a 

segment metric space. 

 

 

4.  The decision module that utilizes the coordinating scores to either decide a 

character or approve a guaranteed personality. 

 

 

The other extra module is a system database module. It is utilized by biometrics 

system to store templates of enrolled clients. The enrolment module stored enrolled 

Biometric  

Sensor (1) 

 

 

 

Feature 

Extraction (2) 

Matching  

Process (3) 

Final 

Decision (4) 
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templates from different individuals into the biometric database system. During the 

enrollment process, the biometric characteristics of an individual are first scanned by 

fingerprint scanner or face peruser to create an advanced portrayal of the 

characteristics. A human relying upon the application might separate this captured 

information also called templates, amid enlistment process. The feature extractor is 

used to generate compact but expressive representation called template to further 

process a digital representation. This is done to properly facilitate matching. 

1.1.1 Verification Versus Identification 

Biometrics recognition systems are generally made of three different modules 

including: enrollment, identification and verification [8] as depicted in Figure 3.  

(1)Enrollment mode, here only two processes are taking place. The first is the 

acquisition of the user biometric data; this is where biometric traits of an individual 

are first captured by biometric reader to produce a raw digital representation of 

individual characteristics. The raw images are processed further by feature extraction 

method to create a conservative portrayal containing a format. Then on this second 

process, this biometrics data for each individual are stored in the database for 

reference. 

(2) Identification:  In this mode, the system perceives a man by means of matching 

their templates of the significant number of users stored in a database for recognition. 

Furthermore, the structure drives a one-to-various relationship that develop an 

individual’s personality (probably crashes and burns if the images isn't enrolled in the 

system's data storage) and this gives the subject no guarantee of claiming the 

character (e.g., "Whose biometrics data belongs to?"). ID is a fundamental part in 

adverse affirmation applications in which a system determines if the person is who 

she/he (unquestionably or explicitly) rejected to be in the system. The reasons for 

negative recognition is meant prevent a user to gain various identities [9]. 

Identification proof may in like manner be used as a piece of positive affirmation for 

convenience (the user isn't required to state a character). Since traditional strategies 

for individual's affirmation, for instance, passwords, Personal Identification number, 
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keys, and tokens used for affirmation, wrong acknowledgement have to go through 

biometric process. 

(3) Verification mode, it is where the system authenticate and validate a person’s 

identity by matching biometric characteristics of individual templates, which check 

against the database. It allows an individual to prove his or her Identity. This mode 

is typically used for positive recognition, where the aim is to prevent different people 

from using the same identity.  

 

 

Figure 3: Block diagram of the basic process in biometric system consists of 

Enrolment mode, verification mode and identification mode [10] 

 

1.1.2 Single/Uni-modal biometrics system 

Single or uni-modal biometrics framework utilizes one physiological or behavioral 

characteristics for acknowledgment, confirmation or compassion [11]. Uni-modal 

biometric systems have a number of limitations such as spoof attacks, non-

universality and noise sensitivity. The problem associated with uni-biometrics 

systems can be solved by multi-biometric systems which combines or fuses multiple 

biometric modalities because they usually compensate for the inherent limitations of 

others [12]. The current automatic systems of biometric have had successful 
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applications. Nevertheless they differ in each module level where there is room for 

improvement.   

Uni-modal biometric frameworks, which perform individual acknowledgment in light of 

single source of biometric data, are influenced by the following issues [13]. 

Noisy sensor data: Noise can be available in obtained biometric information 

principally because of damaged or malfunctioning sensors. The acknowledgment 

precision of a biometric system is exceedingly sensitive to the nature of the biometric 

input and boisterous information can bring about a critical reduction in the accuracy 

of the biometric system.  

Non-universality: When each client’s biometrics characteristics are required to be 

procured, it is actually feasible that clients have no specific biometrics in its little 

subset. In this manner, there is an inability to select/failure to enroll (FTE) rate related 

with utilizing a single biometric attribute. 

Spoof attacks: Behavioral traits, for example, voice and signature are defenseless 

against parody assaults by an impostor endeavoring to impersonate the 

characteristics corresponding to really selected subjects. 

 

1.1.3 MULTIMODAL/ BIMODAL BIOMETRITCS SYSTEMS 

Multimodal biometric is the combination of more than one biometric modality e.g. 

fingerprints and faces recognition. The study carried out by [11] shows that 

combining two biometrics improves accuracy and it recovers positive reception rate. 

The idea of the proposed multimodal biometrics fusion framework is to lessen the 

following: 

 

 False Acceptancy Rate: the number of chances that the system erroneously 

coordinates the info to non-coordinating templates with the enrolled ones. It 
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calculates the rate at which the invalid sources of info that were mistakenly 

acknowledged.  

 False Rejects Rate (FRR): the number of chance that the system neglects to 

distinguish a correlation between the information design and a coordinating 

templates with the enrolled ones. It calculates the rate at which legitimate 

sources of info were mistakenly dismissed. 

 

1. 2 General Background 

There has been some research in the field of biometrics security where different 

approaches were followed including frameworks, process models and algorithms. 

The variation in these results can be attributed to different goals and some specific 

problems that these works were designed to address. 

The global industry has taken a huge interest on the Biometrics filed with the 

necessary goal of protecting and safeguarding information. Biometrics is used to 

identify authorized person based on specific physiological or behavioral features 

[14]. Abdolahi et al.[15], proposed a multimodal biometrics system fusion using 

fingerprint and Iris with fuzzy logic. The multimodal biometric system improves the 

recognition accuracy more than of uni-modal methods. The decision level for fusion 

and each biometrics results are highlighted for participation in final decision.  

One of the notable researches by Jagadeesan et al. [16] presented a secure 

cryptographic key generation from bimodal biometrics in which they fused 

fingerprints and Iris. It was based on feature level extraction. The system is 

addressing only limited modules such as feature extraction, generating multimodal 

templates and generating cryptographic key.  

In addition, there are different studies that applaud multimodal biometrics over 

single or un-bimodal biometrics systems. These include some frameworks of 

multimodal biometrics, which only addresses the problem of fusion even though 

they have had some success. Anis et al. [6] came up with a framework for person 

authentication that consists of sensing different biometrics systems using multiple 
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sensors, multiple algorithms, multiple classifiers and multiple fusion levels. The 

framework also proved to be giving good results in fusing multimodal biometrics.  

1.3 Problem Statement 

The problem this study addresses is in the areas of security and privacy concerns of 

single biometric systems with respect to their accuracy. We contend that there is a 

lack of improved feature fusion schemes to generate a compact multi-biometrics 

template that retains most of the information content in the individual templates. 

This also translates to the lack of methods to progress the security analysis by 

modeling the biometric feature distributions. Even though some efforts have been 

made to secure biometrics templates, there still exist security vulnerabilities in 

biometrics where templates can be compromised by an attacker. These sentiments 

have been shared by [17], [18] and [19] and hence the following general and 

specific objectives.  

1.4 General and Specific Objectives 

The general and specific objectives of this research are as follows; 

1.4.1 General Objectives 

This study aims to develop a framework for multimodal biometrics to improve the 

accuracy and security of fused biometrics templates. 

1.4.2 Specific Objective 

The specific research objectives are: 

1. To identify the limitations of the existing face and fingerprint recognition fusion 

frameworks. 

2. To perform pre-processing of image data by discarding redundant data and noise 

reduction set for classification. 

3. To develop a framework that fuses face and fingerprint recognition systems.  

4. To evaluate the developed framework using Genuine Acceptance Rate (GAR), 

False Acceptance Rate (FAR), False Rejection Rate (FRR) and Equal  Error Rate 

(ERR). 

5. To validate the developed framework through a proof of concept. 
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1.5 Research Questions 

 What are the current approaches to enhance security of multimodal biometrics? 

 How can the implementation of multimodal biometrics framework strengthen the 

security and accuracy of bimodal biometrics when using Bayesian Network? 

 What are the likely challenges that might affect the implementation and evaluation 

of results?  

1.6 Expected Outcomes 

The expected outcome of this research is the production of a framework that will 

provide a better accuracy performance and security to bimodal biometrics systems. 

The proposed framework is based on Bayesian Network, which is tailored to deal 

with the fusion of fingerprint and face. 

1.7 Justification of Study 

The extensive literature review has shown that there are gaps in the security and 

accuracy of bimodal biometrics. It also proves that uni-modal biometrics poses 

security threats. The research on bimodal biometrics has been carried out but there 

are still security concerns which will be address by this study. Sireesha et al [20], 

presented an innovative technology for multimodal biometric authentication and the 

evaluation for precision proves an improved performance based on FAR and FRR. 

It is very vital to carry out this research to solve the following problems faced by un-

modal biometrics: 

i. Accuracy 

ii. Spoof attacks 

1.8 Thesis Structure 

The reminder of this thesis will be organized as follows: in chapter 2 it will be a 

review of related research work for multimodal biometrics systems and fusion of 

face and finger print systems. Chapter 3 highlights the proposed method of 

research. Chapter 4 discusses the experimental results and its analysis. Chapter 5 

summarizes the conclusion of results and outlines the future recommendations for 

the improvements of the study. 
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CHAPTER TWO 

Related Works 

 

The use of biometrics for access controls is commonly used in different areas and 

applications such as login to machines, on distributed machines like ATM and 

boarder gates for security reinforcement. The use of this technology saw different 

implementations throughout generations. Despite its use for many years and the 

growth of expertise in this technology there still exist security and privacy loopholes 

which this study is trying to address.  

2.1 Overview of existing authentication methods. 

 
A wide assortment of systems requires solid individual recognition plans to either 

affirm or decide the character of an individual asking for their services [21]. Yan 

[22]described authentication as to prevent unapproved people from accessing 

resources and guaranteeing that approved people can get to the resources they 

require with a specific end goal to achieve the three essential security objectives 

which confidentiality, integrity and availability. The most important element is to 

recognize that different mechanisms provide authentication services pertaining to 

their degrees of certainty. It is therefore vital to choose a proper authentication 

method basing on the location of the entities being authenticated and the degree of 

trust placed in particular facets of network or any assigned storage mechanism. 

Abdolahi et al, [15] proposed a multimodal biometric system fusion using fingerprint 

and iris with fuzzy logic. The system was introduced to solve the limitations faced by 

single biometric system and it showed improved results as for accuracy using False 

Acceptancy Rate (FAR) and Error Equal Rate (EER) metrics. This system was 

however focused on the decision level for fusion to obtain results in final decision 

module which later fuzzy logic was used for the effort of each biometrics results.  

Another paper proposed by Meva et al, [23] in 2013, which focused on a 

comparative study of different fusion techniques in multimodal biometric 

authentication. In this paper the focus was to find the best possible fusion 
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technique, it was how however very important to explore at which fusion level the 

results obtained. From different techniques it has proven that fusion gives better 

accurate results as compared to a single biometric system. 

In 2015, system proposed by Shayam et al, [24] continued to explore fusion by 

identifying individuals using multimodal face recognition techniques. The discussion 

in this paper was mostly centered on joining the comparability scores of the unimodal 

modalities, for example, appearance based and surface based methods of face 

recognition, which provides the outcomes at the level of matching score. The focus in 

this paper is to utilize the combination of unimodal systems to devise the multimodal 

models in four conceivable mixes, for example, Eiengenface and Local Binary 

Pattern (E-LBP), Fisherface and LBP, Organics' and expanded nearby paired 

example and A-LBP. The experimental results continued to prove a significant 

improvement in the performance of recognition accuracy.   

Rajagopal et al, [25] further proposed a system in 2015 for performance evaluation 

multimodal multifeature authentication system using K-nearest neighbor (K-NN) 

classification.  The focus in their proposed system was to improve recognition 

accuracy using feature level fusion with the emphasis on K- NN classifier.   Principal 

Component Analysis (PCA) was utilized to solve the issue of revile in dimensionality 

of feature set as there are high dimensional. 

Further studies were presented by Patnaik et al, [26] and they were adamant  

unimodal biometric systems are powerless to assortment of issues, for example, 

noise, intra-class varieties and spoofing attacks among others. 

They proposed a system which provides an effective scheme that combines the 

presented information by multiplying domain experts which were based on the rank 

level fusion integration method. The integration thus increases the efficiency of the 

system which is a limitation in unimodal biometric system. In their system they 

explored the uniqueness of Principal Component Analysis (PCA) and Fisher Linear 

Discriminate method for individuals’ matchers’ authentication.  
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Another research effort was introduced by Madane et al, [27] in 2016. Their 

framework provides a method to extricate features in spatial space from Iris and 

palm print. Accuracy was improved by a GAR in multimodal biometric system by 

matching Iris and Palm print at the score level. In this paper they explored different 

matching score proportions of Iris: palm print and the result showed a better 

performance through combination as it was indicated by a higher GAR values than 

all other matching scores.  

Garg et al, [28] in 2017 came up with a survey on different levels of fusion in 

multimodal biometrics. In their paper they have compiled a survey which was 

specifically based on the comparison of various techniques which were mostly used 

by multimodal biometrics system. The objective of the survey was to explore 

different techniques used in various levels of fusion in which they have shown a 

significant improved accuracy rates and a robust improvement at each level of 

fusion. In their paper they accomplished the idea of fusing two different biometric 

traits with high performance and the survey also proves that Bayesian Networks 

was overlooked and it is of importance to be explored in our study with anticipation 

of improving results.  

 

2. 2 Face Recognition. 

It is more into nonexclusive of biometric attestation, which contains in recuperating 

the personality of individuals in light of the normal physical characteristics. It has a 

particular great favourable advantages than a built up recognizable proof techniques, 

hence they do not need any data that people normally keep, for instance, travel 

papers, identity cards or PIN codes for instance. In fact, those strategies for 

recognizable identity could be easily ignored, stolen or even being fabricated. Or 

maybe, subject biometric acknowledgment relies upon the person's own attribute, for 

instance, finger impression uniqueness, iris, stride, and obviously, face recognition.  
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At the point when matched with other biometric techniques, it has a standpoint of not 

being intrusive to the client; likewise it could work at a separation without unequivocal 

client collaboration  

However, the recognition of face are still a testing issue hence it needs to manage an 

extensive variety of difficulties, such as stance and illumination which is described by 

Zhao et al, [29]. There is also an issue of instability in such biometric sample. Face 

appearance may enormously differ after some time because of external antiquities 

(glasses, facial hair) and aging for instance. At any rate and interestingly with various 

modalities, the face as a biometric ascribe has all the earmarks of being a 

conventional decent trade-off of its convenience, user requirements and participation 

and accuracy requirements.  

Face recognition development could be connected in a huge scope of utilization: The 

most imperative thing is irrefutably security: fringe controls, criminal examinations, 

premises access control are situation where biometric security systems are installed. 

It is however vital indicating different applications that could profit by this 

advancement, for instance, human-PC cooperation, customized photograph or video 

requesting or picture recovery to name few.  

Fundamentally, face recognition of any framework involves in looking at the already 

known sample of face images of the other given face images samples. Be that as it 

may, before acknowledgment undertaking itself, variety imperative steps advances 

that ought to be kept an eye on: it starts with the face recognition, of which goal is to 

recognize the availability of face images or to check from the system input for the 

given images.  After the detection of face, the enrolment take place (that is 

remarkable face features being availed) and this is more frequently geometrically 

standardized. The recognition procedure now takes place, and may likewise be 

isolated into three specific assignments: the discretionary pre-processing of the 

enrolled images, the component extraction step, furthermore, classification of 

features depending on the already extracted features. 
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This can be done through various three excellent modules: watch list, verification and 

identification. Regardless of the way the algorithms are being connected, they have 

different specific particular arrangements; moreover, exceptional care ought to be 

made when organizing a specific system. The essential refinement is whether the 

applications deal with implied shut set or open-set situations. 

Identification: Identification is a one-to-numerous process that compares the 

biometric data introduced by an individual with all the biometric data enrolled in a 

database, and chooses regardless of whether a match can be declared [30] . 

Authentication: Face authentication is having a tendency to going with situation; for 

example, an individual claims a character by giving their face images. After matching 

process it can be determined whether the system rejects or recognize the individual 

claim Verification has thusly to supervise impostors, individuals' identity trying to trap 

the framework. It is therefore most certainly as an open-set situation hence imposters 

are not available.  

Watch-list: The watch-list issue includes in performing recognizable proof of 

evidence of an open-set situation: a person to be recognized could be now known to 

the system. For this circumstance, phenomenal care must be settled on choice: the 

best match between the show and the test does less relate to the correct character. 

 

2.3 State of Art 

For over 40 years, face recognition has been a common and active research area 

and different systems are presently prepared to do accurately recognizing individuals’ 

faces under controlled environment. There is an immense measure of face 

recognition algorithms, and it is subdivided into two different approaches which are 

appearance based method and feature based method. The extraordinary distinction 

between these systems is that all encompassing methodologies uses the whole  part 

of the face area as an input to a classifier, the face is considered as an arrangement 

of perceptions, which will be utilized on analyzing observations. The following 
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subsections will be for discussing the face recognition algorithms, their drawbacks 

and advantages. 

2.3.1 Appearance-Based algorithms 

The accentuation on this area will center on the two primary specific algorithms: 

Linear Discriminant Analysis (LDA) and Principal Component Analysis (PCA). 

Principal Component Analysis: PCA is the most effective dimensional decrease 

device which is ordinarily utilized in image processing particularly face 

acknowledgment [31].The Principal Component Analysis is found to be a useful 

statistical technique that has found applications in fields such as recognition, image 

processing and classification with different classifying algorithms. It is a common 

technique used in feature extraction from data of high dimensional space. The face 

image is thusly portrayed by a vector of weights, which represents the straight blend 

of the indicated Eigen faces. Considering the all-encompassing representation of 

face as a vector signified as m, linearly it is anticipated in obtaining the element n 

vector: 

𝑛 = 𝑊𝑝𝑐𝑎
𝑇 𝑚              (2.1) 

Where 𝑛 = 𝑊𝑝𝑐𝑎
𝑇  is a grid containing the fundamental eigenvectors of the planning 

information covariance matrix. At that point classification is carried out specifically in 

this subspace and simple matric such as Euclidean distance will be applied and even 

more sophisticated techniques such as Support Vector Machine (SVM) and Multi-

Layer Perceptron (MLP) for example. 

Linear Discriminant Analysis: according to Balakrshnama et al, [32], Linear 

Discriminant Analysis effectively handles the situation where the within-class 

frequencies are unequal and their performance has been examined on randomly 

created test data. LDA is considered to be one the most successful algorithm in face 

recognition [33]. This algorithm relies upon Fisher's direct discriminant equation to 

find the perfect discriminative subspace where date will be anticipated. There are two 

methods defined in Linear Discriminant Analysis. Between-Class scatter matrix ( 𝑆𝐵) 

represents the scatter of features around the overall mean for all faces class and 
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Within-Class scatter (𝑆𝑊) represents the scatter of features around the mean of each 

class. 

𝑆𝐵 =  ∑ 𝑁𝑗(𝜇𝑗 −  𝜇)𝑐
𝑗=1 (𝜇𝑗 −  𝜇)𝑇                           (2.2) 

Where𝑁𝑗 , is the number of training examples in 𝑐𝑙𝑎𝑠𝑠𝑗 c is the number of distinct 

classes, 𝜇𝑗 is the mean vector of samples of 𝑐𝑙𝑎𝑠𝑠𝑗. 

 

𝑆𝐵 =  ∑ ∑ (𝑥𝑗
𝑖 −  𝜇𝑖)

𝑁𝑖
𝑗=1

𝑐
𝑖=1 (𝑥𝑗

𝑖 − 𝜇𝑖)
𝑇            (2.3) 

Where 𝑥𝑗
𝑖  is the 𝐽𝑡ℎ  sample of𝑐𝑙𝑎𝑠𝑠𝑖 ,  𝜇𝑗  is the mean of𝑐𝑙𝑎𝑠𝑠𝑖 , C is the number of 

classes and 𝑁𝑖 is the number of samples in𝑐𝑙𝑎𝑠𝑠𝑖. 

 

2.3.2 Feature-Based Algorithms 

Unlike appearance-based methods, they normally consider a local features rather 

than the entire image. Here, we describe the prominent approaches which belong to 

this group. The algorithm which will be discussed primarily they handle faces. Infact, 

early face acknowledgment algorithms were thoroughly feature based, since they 

endeavored to see people in light of geometrical properties of the face [34]. 

There are considerable researches which were proposed for feature-based algorithm 

in face recognition. One notable system was developed by Kanade et al, [24] to 

handle this task. The system automatically localizes features, for example, corners of 

the eyes, nostrils, mouth, nose and so forth. At that point an arrangement of sixteen 

facial parameters relating to the features is computed. A basic Euclidian distance 

measure is used to compute the similarity between a test face and stored face. The 

emphasis on this subsection will be on feature-based algorithm which will be 

discussed below. 

Elastic Bunch Graph Matching (EBGM): Wiskott et al, [35] defines EBGM as the 

eminent nearby element based face recognition algorithm. The algorithm presents 
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face images by a course of wavelets coefficients, named jets, and sorted out in a 

graph, whose nodes compares to fiducial focuses. In the midst of the 

acknowledgement procedure, the grid is permitted to be deformable with a specific 

end goal to boost the connection between comparing wavelet coefficients of the 

display and of the sample picture. 

Local Binary Patterns (LBP): Another feature-based algorithm was proposed by 

Ahonen et al, [36], With LBP it is conceivable to depict the surface and state of digital 

image. This is done by dividing images into a few little regions from which the 

features are. Depicted below is Figure 4 showing LBP operator. 

 

Figure 4: Local Binary Pattern Operator [37] 
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Statistical Models: Statistical Models are prestigious as another prevalent way to 

deal with local feature based face recognition [38]. The point of such frameworks is to 

demonstrate the distribution of a list of capabilities extricated from the image of face 

traits. The following section will clarify more subtle elements based on the model 

discussed. 
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2.4 Fingerprint Recognition 

In recent years, Fingerprint applications, which are authentication based, are popular 

across government security agencies and business enterprises. It has been also 

adopted by the general purpose devices such as laptops, mobile phone, and memory 

stick. Fingerprint word is also expressed as individuality, however its unique 

characteristics are not fairly settled, and its templates are essentially run as 

experimental perception over other multiple obtained ones. This section focus on 

presenting fingerprint recognition problems, we discuss fingerprint recognition 

common algorithms and then we move forward to structural analysis of fingerprint to 

describe the most common database and why they are used. 

2.4.1 Formation and Individuality 

Fingerprints are fully developed at around seven months of embryo. They then 

remain unchanged through the individual's existence (diligence property). On the off 

chance that shallow harm occurs, the skin will develop back in the plain same course 

way amid childbirth. All this makes fingerprints a reliable method for identification in 

all phases of human life. Fingerprints features are the last to decompose after death. 

The embryologic development epidermal ridges were described by Barbler et al, [39] 

and scientific clarification for the improvement of epidermal edges of fingers can be 

found in [40]. As indicated by the presumption of uniqueness, variations of people 

have various striking features: In a situation of sharing more than one feature, a 

specialist presumes those features have a place with a similar individual. 

2.4.2 Fingerprint Features 

The issue of portrayal of a one of a kind unique finger impression is a deciding factor 

for an acknowledgment framework and there is a need to find viable strategies to pick 

astounding features. After the detecting stage with a fingerprint device, we have an 

image based representation, constituted by pixel constrain data, or, in other words to 

twists, splendour variations, and affine changes and requires a lot of capacity. Finger 

ridges and valleys are depicted in figure 5 below. 
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Figure 5: Finger image Ridges and Valleys [29] 

There are distinctive accessible unique finger impression features, which are 

composed and can be contingent upon especially on the securing goals. As it is 

depicted in Figure 6 below, it shows that the most evident structural characteristics of 

a fingerprint is a “pattern” of interleaved ridges and valleys. Fingerprint also has a 

smoothed structure with the exception of in at least one region that contains 

classifiable qualities called singularities, which are depicted below on Figure 6.  
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Figure 6: Singular Points in Fingerprint [41] 

Rajanna et al, [42] discussed the Henry classification classes which are organized in 

the main five categories or classes. Their organization system is meant to possibly 

accelerate the inquiry particularly in the event that where available databases are too 

large. The Henry fingerprint classifications are depicted in Figure 7 below. 

 

Figure 7: Henry Fingerprint classes [43] 

2.4.3 Fingerprint Classification Algorithms  

Fingerprint classification has been playing important role in classifying big data large 

scale fingerprint systems. Classification permits an information unique mark that is 

matched with a part of database, which is basic for accelerating fingerprint identifiers. 

The essential goal of a unique finger classification is that it should be invariant to 

revolution, understanding and versatile twisting of the frictional skin. Unique mark 

arrangement algorithms are used to make unique finger impression record that can 
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be utilized to decrease the time many-sided quality while performing coordination 

with vast databases. 

There are lot of fingerprint classification algorithms and they come in different ways, 

therefore in this subsection will be focusing on reviewing some of the algorithms 

which then will be summarized in Table 2.1. The classification approach is based on 

Artificial Neural Networks, which uses a neural system where arrangement for unique 

finger impression images is produced, that can order a complex unique finger 

impression features. They utilizes a double advance learning approaches for a 

preparation of neural system which four layers with sub-organized for a class, 

Initially an algorithm was proposed by Yao et al, [44]. For classification they used 

Recursive Neural Networks (RNNs) and Support Vector Machines (SVM).  The RNNs 

are prepared on a basic introduction of the unique finger image and were also used 

to remove an arrangement of distributed features which are incorporated to the 

SVMs. SVMs are joined with error remedying coding plan, which exploits information 

held in vague unique finger images. Another classification approach was proposed by 

Bhuyan et al, [45] which were based on ANN, where neural network for fingerprint 

image classification is constructed, which have the ability to classify complex finger-

images. They utilizes a double advance learning approaches for a preparation of 

neural system which four layers with sub-organized for a class. Principal Component 

Analysis is used as unit of values of second concealed layers. Further researches on 

fingerprint classification are represented by the internal network. Therefore, the 

method confirms that the unique finger impression designs are for the most part 

grouped into every classification covered for a suitable learning process.  

Mohamed et al, [46], also presented a fingerprint classification method using Fuzzy 

Neural Networks (FNN). In this system, fingerprint features are gotten from a 

binarised image. This classification method produced good results of classification 

when using FNN. Another classification algorithm based on directional fields was 

proposed by Wang et al, [47]. 
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In this classification method, there were two classifiers used which were K-means 

and K-nearest neighbour (K-NN).  They were responsible for classifying features into 

different types, namely, Arch, Left Loop, Right Loop or Whorl. There is however an 

approach presented by Shah et al, [48]. This approach unlike the one proposed by 

[46], it arranges unique mark images into five different classes: left Loop, Right Loop, 

Whorl and rose Arch. It is discovered helpful over a low-dimensional component 

vector created from the yield of a criticism based locator. Feature extraction 

procedure of this method depends on classifying the conveyance of introductions 

around the fingerprint. Three classifiers used are namely K-NN, Support Vector 

Machines (SVM) and Neural Network classifier. Table 2.1 below summarizes 

fingerprint classification algorithms. 
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Table 2.1: Fingerprint classifications 

Author Features 

Technique 

used Classes 

Dataset 

Used Areas to be  improved 

Kamijo PCA, ridge lines, 

Neural 

Network 

5Cb - 

Performance degradation 

(1993) singular points Classifier with large databases   

Karu and 

 

Rule-based 

5Cb and  

Unknown fingerprint type 

Cores and Delta unknown - 

Jain (1996) Classifier can be eliminated  

type 

 

     

Ballan 

Singular Points 

Rule-based Lasso and 

 

Time Complexity increases 

from directional - 

(1998) Classifier Wirbel with image size. 

histograms 

 

     

     Hard to dispose of false  

     particular point(s) which are  

Cho et al. 

    utilized amid class choice.  

Features related 

to Rule based 

4C 

Own 

database 

Require refined  

(2000) core points Classification 

techniques to take out those  

false center focuses towards a    

     commotion tolerant classification  

     Framework 

      

Yao et al. 

Finger code 

features 

   Utilization of two machine 

   

learning algorithms and structural SVM and RNN 5Ca NIST 
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(2001) expanded the time 

representation 

   

    

unpredictability      

Wang et al. 

Directional 

Fields, K-Means and 

  Performs ineffectively with  

 

NIST14 

optical sensor fingerprints  

(where delta focuses are most 

certainly not  

delta points and 3-Nearest 5Ca 

(2002) database 

accessible) 

 

Singular Points Neighbour 

 

    

     

Mohamed Singular points,    High event of 

and positions and Fuzzy Neural 

5Cb 

NIST-4 

database 

misclassification among 

Nyongesa 

direction of core 

and Network fingerprints   

(2002) delta    with comparable features 

Tan et al. 

Image composite Genetic   

Handling of low quality 

operations and 

Programming 

and 5Ca NIST-4 

(2003) fingerprint 

features 

Bayesian 

Classifier 

  

    

Shah and  SVM, Nearest   The line detector algorithm 

Shastry  neighbour and 5Ca NIST can be enhanced to work 

(2004)  neural network   with boisterous images 

Afsar et al., 

Singular points 

Rule based 

5Ca 

FVC 2000 Time complexity and High 

(2004) Classifier database False Rejection Rate   

Park and Fast Fourier     
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transform 

coefficient 

SVM, MLP, 

KNN, 

   

Park 5Ca NIST - 

and directional RNN 

(2005) 

   

features 

    

     

     Correct estimation of 

Zhou et al., 

Grid Features   

Own 

database,  size is required  and 

(Mean, variance, 

SVM  

L & W 

FVC2000 

and strategies to proficiently 

(2007) 

contrast, 

coherence  

NIST 

Special asses this size can be  

 and energy)   Database tested 

      

 

Directional block 

Features of a  

class     

Ji and Yi  

RNN and SVM 5Cb FVC2004 - 

(2007)      
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2.5 Bayesian Networks 

 

Bayesian networks (BNs) also known as Beliefs Networks are graphical models for 

reasoning under uncertainty, where the nodes represent variables (discrete or 

continuous) and arcs represent direct connections between them [49].  It can be 

viewed as a connection between probability hypothesis and chart graph theory. 

Bayesian Networks give a natural strategy to represent the joint likelihood scattering 

over an arrangement of factors: irregular factors are represented to as hubs in a 

coordinated non-cyclic chart, and connections express causality connections 

between these variables. 

To be exact, the nodes in a Bayesian Network makes an uneven variable Y, (and 

parent of variable Y is represented by variable X) and subsequently forms a 

restrictive probability P (Y|X).  Y is said to be caused through the Bayes rule, knowing 

the estimation of Y gives information on X [49]. 

More generally, let us define Pa (Xi) as the set of parents of the variable Xi in the 

directed acyclic graph. The joint probability encoded by a Bayesian Network over the 

set of variables X = (X1, ...,Xn)is then given by the following chain rule: 

𝑃(𝑥) =  ∏ 𝑃𝑛
𝑖=1 (𝑥𝑖|𝑃𝑎(𝑥𝑖))     (2.1) 

In this rule thus a Bayesian Network is completely characterized by the graphical 

structure and by its parameters, which comprises in the restrictive probability 

conveyances of every single variable given their parents. Depending on a scenario, it 

might however a variable 𝑥𝑖 does not have a parent, for this situation its probability 

dissemination is just given by prior P ( 𝑥𝑖 ). For better understanding of casual 

relationships and conditional independence, Figure 8 below provides an example of a 

Bayesian Network. This example was adopted from Asia Network. 

Breath shortness (dyspnea, hub D) maybe of TB (Hub T), cancer (lungs) (hub B) or 

all negative, and maybe just one of them affirmative. An ongoing trip to Asia (hub A) 

built the best shot of TB, whereas smoking (Hub S) said to be hazard for both lungs 

and bronchitis diseases. The consequence of a solitary chest X beam (Hub X) neither 
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does not segregate in between the lung growth and TB (whether the lungs diseases 

or TB, Hub E) nor does the closeness’ or nonappearance of dyspnoea [50]. 

 

 

Figure 8: The Asia Nets [51] 

As it is demonstrated in Figure 8, network encodes dependencies between different 

variables, let’s look closer for instance at the dyspnoea, it correlates to both TB and 

smoking activities. There is also conditional independencies assumption which can 

be noticed on the depicted diagram above: for instance there is no relationship for the 

smoking activity to Asia. This cause conditional distributions and as it is notable, 

smoking builds the shot of creating lung disease.  Hence thus give [52]; 

𝑃(𝐿 = 1|𝑆 = 1) > 𝑃(𝐿 = 1|𝑆 = 0)          (2.2) 

These networks can lead into beliefs on variables being updated and some of 

variables being observed. To compute these probabilities in Bayesian Network is 

known as inference which is discussed in the next sub-section. 
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2.5.1 Inference 

Inference is an aspect or a construct in Bayesian Network. It is an important task 

which utilized for registering likelihood of intrigue, once the confirmation has been 

gone into a system. Giving confirmation contains either in settling the state of a 

discrete variable to one of its conceivable esteem or to assign a motivator 

investigating the issue of a predictable variable. 

This process is also called reasoning or Bayesian updating or belief updating [53]. 

They are two ways to approach inference which is either by exact or approximate. An 

exact technique clearly gives a correct outcome, while an approximate strategy tries 

to approach the correct outcome as close as possible. Inference algorithms are 

hence captivated by finding the impact this confirmation has on the dissemination of 

the other in secret (or disguised) variables. 

 

2.6 Bimodal Biometrics Fusion 

It has been described by l. O’ Gorman [54] that there is a plethora of ways in which  

a perpetrator may attack a biometric system in the aspect of security of which he 

mentioned two very serious issues of criticism against biometric technology: (1) 

biometrics are not secrets (2) biometrics patterns are not revocable. The first 

scenario implies that the attacker already has a good knowledge leading to intrusion 

of information of legitimate biometric identifier and therefore, could fraudulently 

inject it into the biometric system to gain access. On the second scenario where 

biometrics patterns are not revocable it implies that when biometric identifiers have 

been compromised, the legitimate user has no recourse to revoking the identifiers to 

switch to another set of uncompromised identifiers.  

 In addition, El-Abed et al, [55] supported that biometric systems have powerful 

potential to provide security for variety of applications. While biometrics may 

improve security in different environments, like many other systems they are 

susceptible to vulnerabilities and threats.  
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To address those vulnerabilities, a safe biometric framework that will acknowledge 

just genuine introduction of biometrics identities without being compromised or any 

malevolent measures being infused into the framework. Advancement of such a 

framework would forestall the requirement for repudiating the "traded off" identifiers. 

The outlines of such frameworks are a challenge. 

Another paper proposed by An et al., [56]proposed an algorithm based on Bayes 

theory in order to fuse individual expert’s opinions. They considered two modalities to 

be used in their system which are face and speech for every person involved. After 

conducting experiments, the results showed that fusing two biometrics modalities 

improves accuracy over uni-biometrics systems which scored success rate of 83.5%. 

The system did not clearly show at which level results are conducted and only 

focused in improving accuracy but not paying attention to security of templates in the 

database. However, on algorithm proposed by Poh et al. [57] about fusion based on 

score level was discussed. This combiner algorithm was based on ensemble 

classifier for facilitating multi-modal authentication. The two discussed algorithms are 

giving credit to either fusion level by providing high accuracy of biometrics templates 

as compare to single or uni-modal biometrics systems. 

The research presented by Nandakumar [58] in his thesis proposed a fusion 

methodology base on the Neyman- Pearson theorem for combination of matching 

scores provided by multiple biometric matchers. It shows that the likelihood ratio 

(LR) test used in this theorem directly maximizes the genuine acceptance rate 

(GAR) at any false acceptance rate (FAR). The LR was also extended based on 

fusion scheme to integrate the quality of samples. This theorem proved that the 

likelihood ratio framework can be implemented in designing sequential bimodal 

biometric systems through the construction of a binary decision tree basing on the 

marginal likelihood ratios of the individual matchers. This theorem however did not 

receive more attention as the matching was taking more to be interpreted as binary 

decision tree which made it complicated for performance assessment.  

Sasidhar et al. [17] however, established a framework based on improving accuracy 

and performance with assessing the performance of bimodal biometrics systems. In 
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this study they examined relatively large face and fingerprint data sets over a 

spectrum of normalization and fusion techniques. It is evident from the results of 

conducted experiments that multimodal biometric systems better perform than uni-

modal biometric systems in terms of accuracy and performance. After studying 

different fusion level approaches, it shows that the method chosen for fusion has a 

significant impact on the results and performance.  

 

2.7 Multimodal Biometrics Security 

The security management in discipline observes three main security management 

goals commonly known as CIA (confidentiality, integrity and availability). Biometric 

as access control has been an upcoming area which many researchers targeted 

with many devices requiring a very unique security system. Many studies have been 

conducted to come out with the outstanding security measures to secure biometric 

templates with different algorithmic combinations being proposed. 

 

Erlangug et al. [59] proposed biometric cryptosystem based on authentication, 

encryption and signature for biometrics identities. They came out with cryptographic 

conventions for biometric in the system of a practical and solid security 

demonstration and furthermore assure a less security difficulties. Muncaster et al. 

[60] evaluated the primary biometric confirmation systems that surveys biometrics as 

an open information and it was assessed in lesser score of security. This study 

elaborated that biometric remote authentication; simultaneous attack against 

biometric systems can only be presented by multi-factor solutions.  

Jagadeesan et al. [38] also came with yet another suggestion for generating 

encryption key of multimodal biometrics. Securing information system becomes a 

more challenging task because of increased number of spoof attacks [33] The 

concern that was raise was that even though biometric seen as a better alternative 

for access control over passwords and token, if it is stolen one time it can be used 

by attackers to access system until it exists. It is a very humorless issue because if 

one’s biometrics templates are stolen it will be live at all times unlike passwords. 
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The conclusion made from their survey suggested the use of bimodal biometrics 

systems as it is very difficult for the attackers to break fused biometric traits. 

 

Encryption is the way toward encoding a message with the goal that its significance 

isn't self-evident. A framework for encryption and unscrambling is called 

cryptosystem [61]. Another terminology which will be discussed in this section is 

encryption algorithms, which are a set of rules for encryption and decryption and 

often use a device called a Key, denoted by K. 

A paper proposed by Arunachalam et al. [62] discussed about AES using 

cryptographic level fusion with fingerprint and finger knuckle print. This research 

paper shows that authentication and confidentiality are established through secrete 

ID by the help of Cyclic Redundancy Check (CRC) function. They used K-means 

algorithm to generate Key for both fingerprint and Finger Knuckle Print. Here, the 

secret ID is encoded twofold times by AES calculation with two diverse keys created 

from unique mark and FKP to deliver the secret ID 1 and 2 by bundle show 

cryptographic combination [62].The system can effectively secure data because of 

double encryption capabilities of AES but on the other hand it can still be bypassed 

by crypt analysts where they can study the encryption Key. A further security of 

hiding encrypted imaged can be used to increase security strength. 

Much like the above proposal, Fu et al. [63] proposed the study of bimodal biometrics 

crypto systems with different levels of cryptography fusion strategies.. In the study, 

they proposed a situation of coordinating the biometrics of unique finger impression 

and Finger Knuckle Print fused with AES to shape a multimodal biometric crypto 

framework by analysing the framework utilizing decision level fusion. They also 

discussed about two bimodal crypto system phases: encryption phase and decryption 

phase.  
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2.8 Related Work Conclusion  

Different approaches are used in order to secure biometrics templates and to 

improve accuracy by implementing bimodal biometrics systems. We can deduce 

that security is very crucial in sensitive data of an individual biometrics as it poses a 

privacy threat. There are some notable limitations in the existing algorithms; the 

combination approach to score level fusion has received considerable attention. We 

therefore deduce that from the literature there is no standard technique either for 

converting the scores into probability or for normalizing the scores obtained from 

multiple matching algorithms. It further shows that a systematic evaluation of 

different normalization techniques and probabilistic inference are not available. 

Attempts were made to try maximizing security of biometrics templates but with the 

growth of technology, new methods of security are vital to keep up to date with the 

growing technology. In many reviewed papers it can be concluded that more effort 

was made to improve accuracy of biometrics. It is also important to note that fusion 

using other methods such as Bayesian Networks was not given much emphasis 

hence out study will explore more into that area to close the gaps left and with 

Bayesian Networks it can improve fusion accuracy with les Genuine Acceptancy 

Rate (GAR). 
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CHAPTER THREE 

Methods Description and Proposed Approach 

 

This chapter presents the methods followed to develop the framework for improving 

the accuracy and security of multimodal biometrics templates. It starts by 

introducing the performance evaluation of biometrics systems. This framework 

addresses the limitations of uni-modal biometric systems by improving the accuracy 

and security using bimodal biometric system. It will then make a model which 

integrate security and accuracy of bimodal biometrics at a feature level fusion.  

3.1 Proposed Approach 

In this section we present our proposed framework for fusing bimodal biometrics 

systems. This framework hinges on the combination of face and fingerprint images 

to better the performance of biometrics security system in terms of accuracy. There 

are many factors and constructs that build up to this framework which primarily start 

with training images for both fingerprint and face. The main contribution of our 

framework is fussing of the two modalities based on Bayesian networks. This is 

done within the identification process. Hence our framework uses probabilistic 

inference. The fusion of finger and face is expected to produce a better 

performance as compared to just fingerprint alone or just face alone. 

There are various approaches and factors which contribute to the improved 

performance of bimodal biometric system using fusion techniques but  Bayesian 

networks are not overused; thus, giving us more chance to explore it. Our proposed 

Framework for multimodal biometrics security based on Bayesian Network is 

depicted in Figure 3.1 below. 
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Figure 3.1 Proposed Framework: Multimodal Biometrics Security Based on 

Bayesian Networks 

 

3.1.1 Pre-processing  

Pre-processing of images is an important step for fingerprint recognition. It gives the 

quality and produces an image in which minutae can be detected correctly. This 

step involves refining of the thin images, detecting the minutae points and extracting 

features from images. Noise is also reduced in this step to give a quality images. 
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There are different pre-processing methods and techniques as depicted in Figure 

10.  

 

Figure 10: Pre-processing Approach [64] 

Image Cropping:  face cropping is one of the first important task which lead to 

achieving high recognition rate. The cropping was carried out with face detection 

tecnhniques which  are skin color model and geometric model,they invlove 

detecting face images using eigenfaces techniques to detect more different face 

features such as lips, nise and eyes. 

Image Resizing: face images were resized using the nearest neighbor interpolation 

method. Cropping is the removal of the outer face image to improve framing, 

change aspects ration or accutuate subject matter.This process is determined by 

the specific size needed. 

Image Normalization: images then go through normalization. It is the process that 

changes the range of pixel intensity values. This process is also called contrast 

stretching. Usually images with uncontrolled lighting conditions contain non-uniform 

contrast. Thus normalization would give a distribuition of intensity or gray leves not 

to be alike.  Therefore these levels are being made equal by using a histogram 

equalization techniques by using Cummulative Distribution function (CDF).  Given M 

x N image, Cumulative Distribution Function (CDF) at each Pixel Value (PV) is used 

to find pixels equalization value (h) over L gray levels . Mathematically is given as 

[65], 

ℎ = (
𝐶𝐷𝐹(𝑉)−𝐶𝐷𝐹𝑚𝑖𝑛

𝑀𝑋𝑁−𝐶𝐷𝐹𝑚𝑖𝑛
) (𝐿 − 1),                         (3.1) 
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The cumulative distribution function can also be  demostrated by two different 

transformations: Continous case and Descrete case. The histogram equalization can 

be by having a transformation function T(r), which can be given by CDF of a given 

Probability Density Function of dim levels in a given image [66]. 

i. Continouos Case: for intensive levels that continous quantities normalised to the 

raneg of [0, 1].  

Let Pr(r) be the probability density function (PDF) of intensity level. Therefore work out the 

accompanying change on the information levels to obtain levels, s: 

 

𝑆 = 𝑇(𝑟) = ∫ 𝑃𝑟(𝑦)𝑑𝑦
𝑟

0
                                       (3.2) 

y –dummy variable of intergration. 

The probability density functions produces a uniform output levels[67]: 

𝑃
𝑠(𝑠){

1 0≪𝑠≪1
0 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

}
 

Image, of which they produce equally intensity levels, and does cover the given 

range of [0,1]. By this transformation, it brings intensity levels equalization process 

which basically is just the total cumulative density function (CDF) [65]. 

ii. Descrete Case (Quantities): Here the equalization transformations becomes: 

𝑆𝑘 = 𝑇(𝑟𝑘) = ∑ 𝑃𝑟 (𝑟𝑗) =𝑘
𝑗=1 ∑

𝑛𝑗

𝑛

𝑘
𝑗=1 , 𝑓𝑜𝑟 𝑘 = 1,2 … , 𝐿,           (3.3) 

𝑆𝑘-Intensity value of the output image corresponding to value 𝑟𝑘 in the input image. 

 

Image Filtering:  images by default often have gaussian noise due to illumination 

variations and therefore it is necessary to de-noise basing on filtering techniques. 

Our dataset images used Low Pass Filter (LPF) to reduce high frequency 

information and to only retain low frequency. 
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Recognition Classifier 

3.1.2 Face Feature extraction. 

Principal Component Analysis (PCA) was utilized for face image vector extraction. 

PCA is the most intense dimensional diminishment tool which is ordinarily utilized in 

image processing especially particularly biometric recognition [68]. Principal 

Component Analysis is found to be a useful statistical technique that has found 

applications in fields such as recognition, image processing and classification with 

different classifying algorithms. It is a common technique used in feature extraction 

from data of high dimensional space. We used this technique to classify our face 

features using K-Nearest Neigbor (K-NN). We found PCA as an interesting tool for 

our study because of its high quality. it was also used for initial learning of images 

(training sets). The images were stored as the feature vectors in database which are 

projecting every trained image to the set of Eigen faces obtained. Pricipal Componet 

Analysis is applied on the Eigen face approach to reduce the dimenstionality of a 

larger data set. 

Given a training set of images, 

T = {𝑇𝑥} 𝐶
𝑥=1

 where 𝑇𝑥 = {𝑡𝑥𝑦} 𝑐𝑥
𝑦=1

, C is the number of classes, and   𝑆 = ∑ 𝐶𝑥
𝑐
𝑥=1  

denotes the total number of images in the training set. 

The covariance of the dataset can be computed as       

𝑆𝑐𝑜𝑣 = ∑ ∑ (𝑡𝑥𝑦 − 𝑡̅)𝐶1
𝑥=1

𝐶
𝑦=1 −  (𝑡𝑥𝑦 − 𝑡̅),𝑃              (3.4) 

 

where 𝑡̅ =
1

𝑆
∑ ∑ 𝑡𝑥𝑦

𝐶𝑥
𝑦=1

𝐶
𝑥=1  is the mean of set T. In the event that we introduce the 

chose eigenvectors utilizing network Φ, at that point each vector image Z_xy 

extracted from test data storage can be exchanged by linear mapping [69]. 
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3.1.3 Finger Feature Extraction 

Finger mark is the example of edges and valleys over the fingertip [70]. We 

introduced a basic version of the algorithmn for finger classifying. Fingerprint images 

are stored in databases and we used its data sets.  The fingerprint images were first 

pre-processed and we used Pricipal Component Analysis technique for image 

spacing to create a space of reduced images [63]. We used PCA as the fingerprint 

classification algorithm together with the K-NN. PCA improves the perfomance of the 

system and speed up the convergence of model training. Our proposed approach is 

in view of the utilization of fixed length unique fingerprint vector which will be fused 

with face feature vector using bayes networks. 

3.2 Fusion of Features using Bayesian Networks 

We used probabilistic inference to combine our biometric features. We specifically 

used Bayesen Netoworks to accomplish our method. Probabilistic inference was 

use in favour of bayesian networks. Probabilistic inference is a task of deriving the 

probability of one or more random variables taking specific values or set of values 

[45]. From probabilistic inference, we decided to be more specific and use Bayesian 

Networks. It is a belief network which belongs to probabilistic graphical models. 

In our proposed model we have a list of assumptions based on fingerprint and face 

recognition. Face has more features hence we assume that eyes, mouth, nose and 

eyebrows provides enough discriminative information between the individuals. A lot 

of work has been put on place to insure that the discriminative information given is 

accurate as per many algorithms such as support vector machines (SVM), K-NN 

and EBG by Kim et al, [71] 

Facial features are correlated. The Gaussian blend modules demonstrate covering 

pieces of face images are thought to be autonomous, consequently the probability 

of set of feature vectors is given as α= {α1, α2….,a𝑇}  

From the block is represented by [72]: 

∫(𝛼|𝛷) = ∏ 𝑃(α1|𝛷),𝑇
𝑡=1                        (3.5) 
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This is not always true because for example the block containing the right eye is 

related to the block containing the left eye.  

To create an even more powerful model that the Gaussian mixture model, the 

horizontal mixture model can be applied. One dimensional horizontal mixture model 

(HMM) will consist of face images as sequence of horizontal strips which are 

extracted from the Gaussian mixture model that’s why observation α= {α1, α2….,a𝑇} 

is unchanged. The likelihood will be given by the following equation for the ID-HMM 

[73]. 

∫(𝛼|𝛷) = ∏ 𝑃(α𝑡|α1, 𝛷),𝑇
𝑡=1                            (3.6) 

With the assistance of Bayesian Networks we planned a model equipped for 

encoding relationships between various features extricated images. Through 

perceptions we can consider that specific features are produced by some shrouded 

reason. The conclusion that can be drawn is that they are not completely 

independent. In this way the thought is that all the data is extricated from a similar 

face is created by a similar identity.  

Hidden nodes make up discrete valued-nodes whereas observed nodes are 

multivariate Gaussians. Thefore the probability distribution  of the nodes in the 

second level will be given by the likelihood table and the likelihood appropriation of 

perceptions will be given by the Gaussian distributors as follows [72]: 

𝑃(𝛽 = 𝑟|𝑃𝑎(𝑟) = 𝑖) =
1

(2𝜋)
𝑛
2

  |  ∑ |
1
2𝑖  

 exp (−
1

2
 (𝑟 − 𝜇𝑖)

𝑇 ∑ (𝑟 − 𝜇𝑖)
−1
𝑖 )             (3.7) 

 

Where β= r stands for the characteristics of the observations and 𝑃𝑎(𝑟) = 𝑖 for a is 

the possible configuration of the parent to the observation node and n is the 

dimension representing the value of the parent node. 𝜇𝑖 Represents the mean and 

the covariance matrix. ∑𝑖  Represents the Gaussian distribution parameter which 

depends on the value the parent node. The parameter of the Bayesian networks to 
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be learned are represented by Φ and consists of entries of probability tables as well 

as𝜇𝑖, covariance matrix ∑𝑖 of conditional Gaussian distribution.  

To fit the model into an obsevred portrayal is done by figuring likelihood of the 

perceptions given the model. The variable observations discussed earlier would be: 

α=(Oreb, Oleb, Ore, On, Om). The probability of the distribuion will be registered by 

first inducing the conveyance of shrouded factors utilizing the junction  tree. The 

subsequent stage is enter the proof and in the inference algorithm, the joint likelihood 

dispersion over all variables. 

 

3.2.1 The Chain Rule (Probability) 

The chain rule also called the general product rule presents the estimation of any 

individual from a joint conveyance of an arrangement of arbitrary variables utilizing 

just conditional probabilities [72]. The Chain rule was applied in our study as it is 

useful to Bayesian networks (BN), which describe a probabilty distribution in terms of 

conditional probabilities.  

Lets consider a listed arrangement of set A,…𝐴𝑛. To find the rule of this member of 

joint distribution, we can apply the definition of conditional product to obtain: 

P(𝐴𝑛, … . 𝐴1) = 𝑃(𝐴𝑛|𝐴𝑛−1,…,𝐴1) . P (𝐴𝑛−1, … . 𝐴1) 

Repeating this process with each final term creates the product: 

𝑃(⋂ 𝐴𝑘
𝑛
𝑘=1 ) = ∏ 𝑃(𝐴𝑘| ⋂ 𝐴𝑗

𝑘−1
𝑗=1 )𝑛

𝑘=1                     (3.8) 

With three variables, the chain rule produces this product of conditional 

probabilities: 

P(𝐴3, 𝐴2, 𝐴1) = P(𝐴3|𝐴2, 𝐴1). P(𝐴2|𝐴1).P (𝐴1) 

We suppose this rule is used to compute our false acceptance rate (FAR), false 

reject rate (FRR) and error equal rate (EER) using the following scenario.  In our 
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case we randomly selected three classes only from twenty classes used in our 

study from the images. Three classes are from both face and finger images. 

Suppose we randomly pick face class (A) and pick from finger  class (B) and then 

select either true positive or false negative from either of the classes. Let event A be 

choosing first image  P(A) = P(~A) = 0.5. Let the event B be the chance to choose 

the other class.  The chance of choosiing class A, given class B that we’ve choosen 

is P(A|B. Event A would be the intersection which will determine our EER in our 

case. The probability can be found by the cahin rule for probability:  

P(A,B) = P(B|A)P(A 

As it was previously discussed in this chapter, the error equal rate determines the 

perfomance of biometrics systems against others and the lower the EER the better. 

It meets between FAR and FRR. For our finger given face, we calcalate the EER to 

determine how it performs against single face values or single finger values. 

3.2.2  Independence in Probability  

In the theory of probability, two occasions factually autonomous or stochastically free 

[74] if one event is not dependent on another.  It applies to where two random 

variables are independent if the realization of one does not affect the probability 

distribution of the other. The concept of independence event extends to dealing with 

collections of more than two variables, in which case the events are pairwise 

independent of each or independent of each other. Events are naturally 

indepenedent if each is independent to each other. We demostrated this rule in our 

study by first evaluating perfomance of fingerprint as a single biometric system using 

false acceptance rate (FAR), false reject rate (FRR) and error equal rate (EER), and 

we moved on to use this rule to independently evaluate the perfomance of face as 

single biometrics system using the same eveluation.  

3.2.3 Conditional Independence Probability. 

In theory of probability, two occasions A and B are restrictively independent tending a 

third occasion Y decisively if the event or non-event of A and the event or non-event 

of B are autonomous events in their contingent distribution tending Y[75]. 
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Let’s consider three variables as per our study (i.e. fingerprint, face and finger given 

face as conditional distribution). Fingerprint is denoted by variable a, face b and 

finger given face c. conditional distribution of a given b and c, is 

P (a|b,c) 

If P (a|b,c) does not depend on value b, 

We can write P(a|b,c) = P(a|b), we therefore say that a is conditionally independent 

of b given c. 

 

3. 3 Performance Evaluation Metrics Approach 

It is important to assess the performance of biometrics systems in both research and 

application of the technology. This section discusses methodologies for evaluating 

biometrics systems with a review of different performance statistics. Biometrics 

comprises of two general biometrics applications that are verification and 

identification (these were fully discussed in chapter 1). Biometrics systems more 

often than not include circumstances in which there are no power over conditions, for 

example, lighting, (e.g. indoor or open air, in radiant or amid day) and this additionally 

includes level of noise(e.g. in school or in an eatery areas).  This uncontrollable 

environment of usage results in unstable performance of, and hence becomes a 

major factor in showing down the acceptance of biometric-based authentication. The 

execution of biometric frameworks is an essential issue not just in high security 

applications in government associations, similar to legal sciences in crime 

examination, yet additionally in business applications like portable gadgets [76]. 

 

3.3.1 False Accept Rate (FAR) 

The false acceptance rate, or FAR, is the measure of the probability that the 

biometric security framework will fraudulently acknowledge an entrance endeavor by 

an unauthorized client. FAR is donated by: 
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𝐹𝐴𝑅(𝑛) =
imposter scores surpass the limit n

all fraudulent scotes n
 

 

Where n is an extraordinary character. The overall FAR of a biometric framework 

can be calculated by the following formula, 

FAR(n) =
1

𝑁
∑ 𝐹𝐴𝑅(𝑛).𝑁

𝑛=1                               (3.9) 

Where N represents all personalities being assessed by the system. The FAR 

represent a factual value, and consequently is reliant on the size N of the 

personalities against which the biometric system is tried and additionally the quantity 

of fake endeavors made [1]. 

 

3.3.2 False Rejection Rate (FRR) 

It is the frequency at which a biometric system rejects genuine user access. In 

simpler terms, it means failing to correctly match the provided input with the stored 

template.  The false rejection rate, or FRR, is the measure of the probability that the 

biometric security framework will inaccurately dismiss an entrance endeavor by an 

approved client. It is denoted in this formula,  

𝐹𝑅𝑅 =
genuine scores below the limit

all genuine scores made  
 

 

The general overall FRR of a biometric framework can be computed by finding the 

average using the following formula, 

 

𝐹𝑅𝑅(𝑛) =
1

𝑁
∑ 𝐹𝑅𝑅(𝑛).𝑁

𝑛=1                                    (3.10) 

Like the FAR, the FRR represents to a statistical value reliant on the size N of the 

characters against which the biometric framework is tried and in addition the quantity 

of verification endeavors made. In this scenario, N is represented by both finger and 

face data sets classes. We used FRR to detect the images that were falsely rejected 
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even though they belong to that particular class. Details of the usage of FRR are 

provided in (Chapter 4). 

 

3.3.3 Genuine Accept Rate (GAR) 

The Genuine Accept Rate is the recurrence at which the biometric framework 

acknowledges a genuine client as credible. It is identified with the FFR through the 

formula, 

GAR =1- FRR 

Much like FAR and FRR, GAR is an important formula for measuring the 

performance biometric systems.  

3.3.4 Equal Error Rate (EER) 

The Equal Error Rate is an algorithm used to predetermine the threshold value for 

FAR and FRR. It is the value on ROC bend where the FAR and FRR are equivalent. 

When the value of EER is low, the biometric system would be considered to have a 

high accuracy. We used EER to find the average between the false acceptance rate 

and false rejection rate. Datasets for face and finger were used for training and 

testing of fingerprint, face and face given finger. 

EER can be computed in Receiver Operating Characteristics (ROC) curve as 

depicted in Figure 9, it’s a graphical plot that illustrates the performance of a binary 

classifier system as discrimination threshold is varied.  
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Figure 9: ROC curve indicating the Equal Error Rate (EER), where EER = FRR = 

FAR [77]  

The idea of Figure 9 is to measure the system performance against another system 

(the lower the better) by finding the equal (if not equal then at least nearly equal or 

have min distance) between false acceptance rate and false rejection rate (FRR, or 

missing rate). 
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CHAPTER FOUR 

Presentation and Discussion of Results 

4.1 Performance Analysis 

This chapter of the dissertation outlines the evaluation of the proposed framework. 

The experiments were carried out to validate the proposed Framework as a proof of 

concept. The concepts to be proved in the framework have been discussed in the 

previous chapters; hence this chapter outlines the design of the experiments and 

the implications of those experiments. 

4.2 Experiment Setup 

The validation of the framework through the experiments was done on three sets of 

datasets (face datasets, finger dataset and the finger dataset given the face 

dataset). The coding of the experiments was performed on a dell machine that used 

the Intel i3 processor. The programming was done on MATLAB R2012b. The 

experiments were grouped into 3 categories; the face category in which the aim was 

to determine the false acceptance rate (FAR), false rejection rate (FRR) and finally 

the equal error rate (EER), next category was the fingerprint category and the final 

category was the fusion of the two categories using the probabilistic inference with 

the help Bayes network. To extract features for both face and finger Principal 

Component Analysis (PCA) was used as a primary feature extraction model that 

was embedded in our proposed framework. This feature extraction technique was 

used for both categories (i.e. face and finger).  Figure 11 shows the features 

extracted by PCA from the face dataset. Data was trained and tested as shown in 

figure 11 below and was represented by the legend below; 

Legend: * represents training data,   ♦ represents testing data 
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Figure 11: Principal component analysis feature extraction for face dataset 

 

4.3 Face Analysis 

From a set of 337 individuals from the Matrix Pie dataset we selected only 20 

individuals for validating the framework. Each person has 20 images (totaling the 

number of images to 400). These images were divided into 2 groups of 10 where 10 

of them were used as the training dataset and the rest were used as the testing 

dataset. The training dataset’s main purpose was to extract features and estimate 

the location of the features. The testing data on the other hand, was used to ensure 

that the extracted features are at the right group. The KNN algorithm was 

implemented to make sure that the classification of the images according to their 

groups is correct. There are three measures that were obtained: the rate of false 

acceptance rate, false rejection rate and the equal error rate (as percentage). False 

acceptance rate ranges between 69 and 78, as shown in Figure 14. The false 

rejection rate ranges between 69 and 76. The equal error rate is around the same 

rate as both the FAR and FRR because EER is the average of the two. Figure 12 
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shows the results of training and testing the face dataset and each column 

represents the FAR, FRR and the EER, respectively. The error rate in actual fact 

ranged from 0.28 to 0.31 for both FAR, FRR and EER.  As explained earlier there 

will be a total number of 20 classes (individuals) that were used to validate the 

model. 

 

Figure 12: Total number of correctly classified images per class of face 

dataset pf 20 classes. 

4.4 Fingerprint Analysis 

The fingerprint dataset was a little different in terms of training and testing data. The 

data set had 20 individuals’ fingerprints with only 10 images per person, which 

resulted in the total image count of about 200. Because of this difference had to 

adjust our training data size as well as the testing data size to 5. Hence the rate of 

false acceptance rate ranged between 80 and 81, the FRR ranged from 89 to 96 

whereas the EER ranged between 85 and 89. Since the features in the fingerprint 

are mainly lines, the accuracy of the fingerprint will ultimately be higher than the 
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accuracy of face. Figure 13 shows the sample run of the fingerprint where the first 

column is the false acceptance rate for each of the 20 classes. The next column 

shows the false rejection rate whereas the next column represents the equal error 

rate.  

 

Figure 13: The sample run of the fingerprint dataset of 20 classes of correctly 

classified images per class 

4.5 Face Fused with Fingerprint 

The fusion of the multimodal biometric system that has been performed, it is by 

using the Bayesian inference engine. The results of the fused Bayesian inference 

engine proved to have increased the accuracy significantly. The FAR of the fused 

biometric system ranged from 98 to 96, the FRR ranged between 96 and 99, which 

resulted in an increased EER (ranging between 98 and 99). The multimodal 

biometric training of this system ensured that for each class, the total percentage of 

wrongly classified images was between 1 and 2%. 

 



 
 

51 
 

4.6 Implications of fusion 

The fusion of face and fingerprint has proved that the proposed framework will 

significantly increase the accuracy of either face only or finger only biometric 

system. The FAR of the multimodal biometric system proved it is higher which 

reflects that the falsely classified images in the entire data set are very low. If more 

features of face are misclassified the AND function will compensate for other errors. 

That is to say that, falsely rejected features have to be true for both face and finger 

resulting less rejected features. If the falsely rejected features are minimized the 

chances of misclassification are minimized hence there will be an increase in the 

accuracy of the framework.  Figure 14 shows the FAR for face, finger and 

multimodal (finger given face). 

 

Figure 14: False Acceptance rate for Face dataset, Fingerprint dataset and 

multimodal biometric system. 
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To further explore the effects of fusion it is also necessary to explore the FRR, 

which is depicted by Figure 15. The purpose of the false rejection rate is to detect 

the images that were falsely rejected even though they belong to a particular class. 

The results show that the probability that the fingerprint will be correctly classified 

given that the image was correctly classified will be higher. The FRR of the fused 

system ranged between 96 and 99. This means that the FRR of the multimodal 

system ranges from 0.04 to 0.01. As explained earlier in the FAR the reason for this 

tremendous difference in the false rejection rate is because the face datasets has a 

lot of points of interest. All these points can be altered by a number of features such 

as pixel resolution (not enough pixels), face pose (face orientation), illumination and 

occluded facial areas. Due to these factors the face dataset training will yield only a 

less FRR as more images that do not belong to a certain class are accepted as a 

member of that class. 

However, the points of interest in the fingerprint are mainly lines hence lines in 

image recognition are affected by few scenarios such as line orientation and line 

thickness hence the error of classification in these areas are very less hence the 

FRR of finger database will be higher as less features are needed for classification. 

To proof that the framework we proposed perform up to the standards required by 

the biometric community, it is very crucial that we also compare the equal error rate 

of both the finger and the face datasets. 
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Figure 15: False Rejection Rate for Face dataset, Fingerprint dataset and 

multimodal biometric system. 

Figure 16 shows the equal error rate that was explained in details in Chapter Three. 

The EER is measured at each class to determine the error equal rate per class, 

hence all the systems (single or multimodal biometrics systems) were used to 

determine the differences in the error equal rate and determine which method 

amongst either the multimodal or single biometric can yield a better result in terms 

of error equal rate. The face dataset training yielded the worst record in terms of 

error equal rate for the same reasons as explained earlier in this chapter. The same 

thing applied to the fingerprint dataset training, which will then yield the better 

results than the face data sets for the same reason as explained in the section of 

the false rejection rate. The most interesting part is to understand what impact the 

EER rate will have in single biometric and multimodal biometric system. The 

distribution of finger given face dataset yielded better results because the face 
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classes was determined then the AND function on the Bayesian network ensured 

that features in the face dataset were reduced hence the classification accuracy 

increased predominantly.  

 

Figure 16: The Error equal rate of Face, Finger and fused (face + finger) 

dataset 
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CHAPTER FIVE 

Conclusion 

5.1 Conclusion 

This thesis dealt with a broad topic of biometric recognition, which was then narrowed 

down to focus particularly on improving the security and accuracy of multimodal 

biometrics templates.  Multimodal biometrics have been generally embraced in an 

assortment of large and little scale applications, for example, border post control, 

access controls and criminal investigations.  

First, current existing approaches were reviewed with emphasis made on fusing two 

different biometrics modalities (face and fingerprint images since they have proven 

to be successful by different researches). However, even though so many 

approaches have been taken to improve the performance of biometrics systems, 

there are still gaps that needed to be improved using different technologies. The 

fused biometrics modalities proved to give a better performance as compared to a 

single biometrics system. 

We thus proposed a new framework or an approach, based on Bayesian Networks 

(BN), especially dedicated to handle both fingerprints and face traits. The 

framework proposed therefore extends the concept of general multimodal 

biometrics frameworks, which needed to be improved. There are lots of factors 

considered before coming up with the relevant modalities to choose from through 

literature. The motivation for our choice of modalities, face and fingerprint was found 

by the wide use of the biometrics traits.   

Our framework adopted the existing process of multimodal biometrics and hence 

applied Principal Component Analysis (PCA) and Bayesian Network (BN). The 

findings success of our thesis proved in terms of performance based on accuracy, 

our results shows a very good improvement of 0.01 Error Equal Rate (EER) and this 

comes from fused fingerprints with face images. There are a number of the key 

contributions of the thesis which can be summarized as follows: 
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 Our research framework was adopted from the general multimodal biometrics 

scheme. 

 We developed a framework basing on the results fusion between face and 

fingerprints images using specifically probabilistic inference and we use the 

probability of finger given fac. With our BN we used fingerprints only, face and finger 

given face as our network classes as it is demonstrated in our chapter four. Our 

results demonstrated the feasibility and good performance of our approach by 

means of experiments and comparison with other approaches. 

We started by running fingerprints datasets which gave an accuracy of 96%. While 

running our test, it has proven that finger prints gives a better accuracy results as 

compared to face because of feature factors, which are mainly lines hence gives 

better results. Face data was run as a single biometrics as well and it gave a bit low 

accuracy rate of 72% as compared to fingerprint results.  This was mainly because 

face have so many features and the preprocessing take much longer hence 

reducing the accuracy rate.  

We further ran our results to find the performance of fused face and fingerprint 

images which drastically gave us very promising results of 0.01 of Error Equal rate 

and accuracy rate of up to 99%. This proves our thesis gave a good results and it 

improved the results of a single biometrics systems. To the end we proposed a 

framework for multimodal biometrics security which fuses face and fingerprint images 

which improved authentication accuracy. We can also conclude that the obtained 

performance of recognition is better or improved from there results reported in 

literature, this is despite the use of Bayesian Network as our novel development. The 

execution of the displayed system was tentatively assessed utilizing two chimeric 

data storage. 
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List of Appendices 

APPENDIX A 

An algorithm for fused face and fingerprint using Bayesian Networks and Inference 

Engine 

APPENDIX A.1: FUSED FINGER AND FACE 

1. %K-Nearest-Neighbor-Classifier MatLab Code 

2. function PredictedLabels=knn(k,TrainPattern,TrainLabel,TestPattern) 

 

3. %k-nearest neighbor classifier 

 

4. %Determines distances of all TrainPattern points from TestPattern points 

 

5. %Outputs TrainLabel associated with nearest TrainPattern point 

 

6. [rowTest,colTest]=size(TestPattern); 

 

7. K=40; 

 

8. M = moviein(K); 

 

9. for row=1:rowTest(1,1) 

 

10.   S=size(TrainPattern); 

 

11. N=S(1,1); 
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12.   d=zeros(N,1);%creates specified space for distance column vector 

 

13.  hold off%releases previous plot 

 

14.   plot(TestPattern(row,1),TestPattern(row,2),'r*')%begins and holds new plot 

 

15.  title('Train Pattern Scatter Plot') 

 

16.  hold on 

 

17.  for i=1:N%creates distance column vector with N rows 

 

18.  x1=TrainPattern(i,1); 

 

19.   x2=TestPattern(row,1); 

 

20. x=(x1-x2)^2; 

 

21.   y1=TrainPattern(i,2); 

 

22.   y2=TestPattern(row,2); 

 

23.   y=(y1-y2)^2; 
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24. d(i,1)=sqrt(x+y); 

 

25.   if TrainLabel(i,1)>0.5%creates scatter plot of train patterns with labels 

 

26.   plot(TrainPattern(i,1),TrainPattern(i,2),'bh') 

 

27.    else 

 

28.   plot(TrainPattern(i,1),TrainPattern(i,2),'kh') 

 

29.   end 

 

30. end 

 

31. M(:,row) = getframe(gcf); 

 

32.  legend('Test Pattern','Train Patterns and Labels',-1) 

 

33.  [cldvalues,clIndx]=sortrows(d);%determines closest distances and their indices 

 

34.  for j=1:N 

 

35.  CLTrainLabels(j,1)=TrainLabel(clIndx(j,1),1); 

 

36.  end 
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37.  Closest_Train_Labels=CLTrainLabels(1:k(1,1),1);%displays "kth" closest labels 

 

38.  for r=1:k(1,1) 

 

39.   if Closest_Train_Labels(r,1)>0.5 

 

40.  PredictedLabels(r,1)={'Blue'}; 

 

41.  else 

 

42. PredictedLabels(r,1)={'Black'}; 

 

43.  end 

 

44.  end 

 

45.  PredictedLabels 

 

46.  pause 

 

47. end 

 

48. disp('Creating AVI file...') 
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49. movie2avi(M,'k_classifier.avi','compression','Indeo5','FPS',1,'VideoName','k-

nearest-neighbors'); 

 

50. disp('Done!')    

 
51.  

APPENDIX B.2: INFERENCE 

The following source code is used for inference: 

 

1. clear; close all; clc; 

 

2. % Prior parameters 

3. a = 9; 

4. b = 15; 

 

5. % Data 

6. N = 10; 

7. X = 9; 

 

8. theta = linspace(0,1,100); 

9. Y_prior = betapdf(theta,a,b); 

10. Y_likelihood = nchoosek(N,X)*(theta.^X).*(1-theta).^(N-X); 

11. Y_posterior = betapdf(theta,a+X,b+N-X); 

 

12. h = figure(1); 

13. subplot(3,1,1), 

14. plot(theta,Y_prior,'LineWidth',3) 

15. title('Prior','FontSize',20) 
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16. set(gca,'FontSize',20) 

17. ylabel('pdf') 

18. subplot(3,1,2), 

19. plot(theta,Y_likelihood,'m','LineWidth',3) 

20. set(gca,'FontSize',20) 

21. title('Likelihood','FontSize',20) 

22. ylabel('likelihood') 

23. subplot(3,1,3), 

24. plot(theta,Y_posterior,'r','LineWidth',3) 

25. title('Posterior','FontSize',20) 

26. ylabel('pdf') 

27. set(h,'Position',[1000 150 900 900]) 

28. set(gca,'FontSize',20) 

29. xlabel('Theta') 

 

 

 

 

 

 

 

     

 

 




