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A B S T R A C T

The post-selection technique was proposed by Christandl, K€onig, and Renner [Phys. Rev. Lett. 102, 020504
(2009)] to simplify the security of quantum-key-distribution schemes. This work applies this technique to derive
the security bounds for the six-state Scarani-Acin-Rigbordy-Gisin 2004 quantum key distribution protocol. This
protocol can extract secure keys from a source emitting multi-photons due to its robustness from photon number
splitting attacks, making it a good candidate for practical implementations. We also compare the security bounds
for this protocol under collective attacks to the security bounds obtained after applying the post-selection tech-
nique when using finite resources. Our results demonstrate that the bounds for optimal attack are close to the
bound for collective attack for many signals. Notably, the six-state SARG04 protocol proves to be more robust to
the PNS attacks when compared to the original four-state SARG04 protocol. This demonstrates the power of the
post-selection technique in deriving the security bounds for the six-state protocol when finite resources are used.
1. Introduction

Quantum key distribution (QKD) is one of the most advanced appli-
cations of quantum cryptography which permits two legitimate parties,
Alice and Bob, to securely share a random secret key in the presence of an
eavesdropper, Eve [1]. QKD, in principle, promises information-theoretic
security guaranteed by the laws of quantum physics [2]. However, in
practice, some theoretical and experimental challenges remain unre-
solved. For instance, the matching of the theoretical security proofs to
real devices and implementing QKD over large scale networks [3–5].
Other challenges include obtaining reasonable key rates over large dis-
tances, high costs associated with deploying QKD technologies and
combining QKD with information-theoretic cryptographic protocols or
algorithms, for instance, AES encryption [6–8]. Thus, these challenges
make QKD technologies not a viable immediate alternative to conven-
tional cryptography. Impressively, regardless of these challenges,
commendable progress has been realised as higher transmission dis-
tances have recently been achieved [9–12] and quantum
technology-based systems have become available on the market [13].
Also, QKD has been practically implemented in various countries, for
example, during the 2010 World Cup in South Africa [14]. Furthermore,
it has been installed in fibre networks at metropolitan areas [15–19] as
well as in satellite QKD communications [20–23]. Thus, these examples
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demonstrate that QKD will be vital in securing the next generation of
digital communications.

In 1984 following Wiesner's ideas, Bennett and Brassard proposed the
first complete QKD protocol, now known as the BB84 protocol [24]. The
BB84 protocol has become one of the best-studied QKD schemes and has
been demonstrated experimentally. It was designed to distribute a secret
key between two legitimate parties securely, and this key is used in
one-time-pad (OTP) encryption [25]. In 1991 Ekert augmented the idea
and considered a protocol for which the security is based on the violation
of Bell's inequality, thus leading to the realization of E91 protocol [26]. In
1992, by applying the idea of E91 to the BB84 protocol, Bennett, Brassard
and Mermin developed the BBM92 protocol, which also relies on the
principle of entanglement for security [27]. Based on the detection
technique required to recover the key information encoded in the
properties of light, QKD protocols can be divided into three classes. The
BB84, E91, BBM92, B92 [28], SARG04 [29] and decoy-state protocols
[30–32] belong to a class called discrete-variable (DV) protocols. In this
class, information is encoded in the polarization pulses, which simulate
true single-photon states and require single-photon detectors for their
implementation. Owing to the difficulty in realizing true single-photon
sources and detectors, another class of continuous-variable (CV) pro-
tocols was proposed. In this class, information is encoded in the quad-
ratures of the quantized electromagnetic field, for instance, those of
.bw (C. Sekga).
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coherent or squeezed states [33–39]. Due to other practical re-
quirements, the class of distributed-phase-reference (DPR) protocols in
which the coherence of sequential pulses play an important role in se-
curity was proposed. In the DPR class, information is encoded in photon
arrival times or the phase between adjacent weak coherent pulses.
Members of this family are the differential-phase-shift (DPS) protocol
[40] and coherent-one-way (COW) protocol [41] and these protocols are
tolerant to photon number splitting (PNS) attacks. Regarding detection,
the DV and DPR protocols employ the single-photon detection technique
while the CV protocols use homodyne or heterodyne detection technique
[42–44].

While noticeable progress has also been realised on the practical side,
as previously mentioned, significant effort has been dedicated to devel-
oping new QKD security proofs and improving existing ones [2]. Since
the first unconditional security proof by Mayers in 1996 [45], many se-
curity tools and proofs have been developed [46–58]. Most of these QKD
security proofs are based on the assumption that the communicating
parties have a perfect single-photon source and perfect detectors [2,48,
59–61]. However, in practical QKD the imperfections in the physical
devices used for implementing the protocol are inevitable [62,63]. In
order to circumvent these challenges, several protocols such as
device-independent QKD [64,65], measurement-device-independent
QKD [66–68], DPR protocols and decoy state protocols [32] were pro-
posed. In these works, security bounds were computed on the assumption
that an infinite number of signals are available to generate a reasonable
secret key. However, the tools for computing unconditional security in
the finite-key regime have become available and proofs of security for
finite length keys have been studied mostly under the assumptions of
collective and coherent attacks for DV protocols [55,69–75], decoy state
protocols [76–80] CV protocols [81–83] and for DPR protocols [84].
Other efforts have been undertaken to improve the bounds on the secret
key rates, for instance, by using a technique involving the uncertainty
relations for smooth-entropies [72,85,86]. This approach has demon-
strated to be elegant since it provides bounds for general kinds of attacks
rather than collective attacks. However, this strategy works perfectly for
protocols implemented with two mutually unbiased bases; thus, we
cannot employ this strategy in six state SARG04 protocol because of the
additional Y basis.

The non-orthogonal state coding proposed in the SARG04 QKD pro-
tocol is an important feature that can allow the user to implement
quantum cryptography with a multiphoton source. Due to its interesting
property of uncertainty in discrimination of quantum states, it has been
applied to prove security against forgery attack in quantum digital
signature schemes [87,88]. Furthermore, it has been widely investigated
both theoretically [89–92] and experimentally [93,94] to demonstrate
security of QKD. All these works considered asymptotic key size regime
to obtain security bounds. Therefore, in this work, we apply the
post-selection technique to derive the security bounds for the six-state
SARG04 QKD protocol using finite resources. This protocol is robust
against the zero-error type of attacks such as PNS attacks, and this allows
us to demonstrate the unconditional security against the optimal
coherent attacks under practical conditions where a source emits multi-
ple photons. Although the DPR protocols are also resistant to PNS attacks,
they are not symmetric, and this makes it not immediate to derive their
bounds using the post-selection technique. Therefore, our results provide
an insight about the size of secret key generation rates one can obtain
when the six-state protocol is practically implemented.

This paper is arranged according to the following. In section I, we
provide an introduction where we make a brief review of QKD security
developments and the motivation of our work. In section II, a review of
the six-state SARG04 protocol is undertaken. This is followed by section
III, where we show the details of the security proof for the six-state
SARG04 protocol based on collective attacks. In section IV, we provide
security bounds for the coherent attacks along the lines sketched in
Ref. [95]. Finally, we compare the security bounds for the four-state
protocol, the six-state SARG04 protocol under collective attacks, and
2

the security bounds obtained after applying the post-selection technique.

2. Review of the six-state SARG04 protocol

The SARG04 protocol [96] was developed in an attempt to combat
the photon number splitting (PNS) attacks [97,98]. This protocol uses the
same four quantum states as the BB84 protocol. Thus, the quantum state
transmission and measurements phases are similar to that in the BB84
protocol, and therefore their experimental implementations are similar.
The main difference lies in the classical post-processing phase. Further-
more, a secure key can be generated from both a single photon and a
two-photon part in SARG04 instead of a single photon part in the BB84
protocol. Therefore, this makes the SARG04 protocol resistant to PNS
attacks. Specifically, this is achieved by encoding classical bit into pairs
of non-orthogonal states. This is because non-orthogonal states cannot be
discriminated deterministically. In the SARG04 protocol, Alice randomly
sends to Bob one of the four states either in j � x〉 or j � z〉. Bob then
executes measurements on the received signals either on the σx or σz. In
the classical sifting stage, Alice publicly announces one of the four pairs
of non-orthogonal states Aw;w0 ¼ fjwx〉; jw0

z〉g, with w, w0 2{ þ, �}. The
states j � x〉 and j � z〉 code for ‘0’ and ‘1’ respectively. Thus, this kind of
encoding presents an effective method that leads to the imperfect
discrimination of states by an adversary.

A protocol using N states for encoding can lead to unambiguous
discrimination of states only if at least N � 1 copies of state are in
possession of an eavesdropper [99]. For instance, in a four-state SARG04
protocol, Eve can determine with a certain probability the state sent by
Alice from the pulses that contain at least three photons. Thus, the pro-
tocols utilising more states for encoding are more robust to PNS attacks,
as an eavesdropper needs more photons to discriminate the states
unambiguously.

The six-state SARG04 protocol was proposed in Refs. [92,99] and can
distil a secure key from a source that is capable of emitting at most four
photons.

The protocol can be described using the entanglement distillation
procedure as follows. Similar to the four-state SARG04 protocol, the basis
fj0x〉; j1x〉g; fj0z〉; j1z〉g are used for preparation and measurements of the
qubits. The rotation operations performed by Alice and Bob on their pairs

of qubits are defined as: R ¼ cos
�
π
4

�
1þ sin

�
π
4

�
ðj1xih0xj � j0xih1xjÞ; Γ0 ¼

1 Γ1 ¼ cosðπ4Þ1� isinðπ4Þ ZþXffiffi
2

p and Γ2 ¼ cosðπ4Þ1� isinðπ4Þ Z�Xffiffi
2

p .

The protocol starts with Alice preparing the qubit pairs in the
following state

jψi�ν
AB ¼ ���0ziAjϕ0i�ν

B þ j1ziA
��ϕ1i�ν

B

�. ffiffiffi
2

p
; (1)

where jϕi〉 ¼ cosðπ8Þj0x〉þ ð�1Þisinðπ8Þj1x〉;i 2 ð0;1Þ. Next Alice applies the
rotation operation ΓlRk and sends the other qubit to Bob. Here, l 2{0, 1,
2} and k 2{0, 1, 2, 3}. Following the receipt of qubits Bob executes the
reverse operation R�k0Γ�1

l followed by a filtering operation described by

Kraus operator F ¼ sin
�
π
8

����0xih0xj þ cos
�
π
8

�
j1xih1xj. Finally, Alice and

Bob keeps only the qubits where they used the same rotation operations
to obtain a raw key.

3. Security against collective attacks

The asymptotic secure key rate for the six-state SARG04 protocol
using one way classical communication is given by Ref. [100].

r ¼ 1� hðebitÞ �
X4

k¼1

hðekphjebitÞ; (2)

where h(ebit) represent the fraction of bits which has leaked to Eve during
error correction. The parameter hðekphjebitÞ is the bits which are sacrificed
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to remove Eve's knowledge on the final key during privacy amplification
for each k-photon contributions. The function h(x) ¼ �xlog2x � (1 � x)
log2(1 � x) represents the Shannon binary entropy function.

Due to symmetry of the protocol and assumptions based on collective
attacks by Eve, Alice and Bob's systems are described by a Bell diagonal
density matrix, ρAB which can be expressed in terms of four orthogonal
Bell states given by

jΦ�〉 ¼ 1ffiffiffi
2

p ðj00〉� j11〉Þ and jΨ�〉 ¼ 1ffiffiffi
2

p ðj01〉� j10〉Þ:

If the initial state prepared by Alice is jΦþ〉, after applying projective
measurements represented by Pauli operators, X, Y and Z, then the
probability of getting only a bit flip error is PrX ¼ TrðρABjΨþihΨþjÞ and
the probability of getting only a phase flip error corresponds to
TrðρABjΦ�ihΦ�jÞ. Finally, the probability of both the phase and bit flip
errors is given by TrðρABjΨ�ihΨ�jÞ. The bit error rate is therefore given by

ebit ¼ PrX þ PrY ;

and the phase error rate is expressed as

eph ¼ PrZ þ PrY :

Let δ¼ PrY be the probability that both phase and bit flip errors occur.
This probability quantifies the mutual information between phase flip
errors and bit flip errors and it can be used to estimate the phase error
rate from the bit error rate [92]. The relationship between phase error
rate and bit flip error rate for one-photon part is given by

e1ph ¼
3
2
ebit; δ ¼ 3

4
ebit: (3)

For two-photon part, the relationship between the error rates is
expressed as

e2ph ¼
2� ffiffiffi

2
p

4
þ 3

2
ffiffiffi
2

p ebit; δ ¼ 4þ ffiffiffi
2

p

8
ebit: (4)

In the case of three-photons emitted by the source, the error rates are
given by

e3ph ¼
1
4
þ 3
4
ebit;

1
2
� δ � 3

4
ebit: (5)

Finally, for the four-photon part the error rates are expressed as

e4ph ¼ minxfxebit þ f ðxÞg 8x;

2� 2
ffiffiffi
2

p

4
ebit � δ <

4þ ffiffiffi
2

p

8
ebit

where f ðxÞ ¼ 6� 4xþ
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
6� 12

ffiffiffi
2

p
xþ 16x2

p
12

:

(6)

The conditional entropy hðekphjebitÞ quantifies the amount of infor-
mation that Eve has on the error corrected key. It is given by

hðekphjebitÞ ¼ �
X

pðebit; ekphÞlog2
�
pðebit; ekphÞ
pðebitÞ

	
(7)

which can be explicitly expressed as

hðekphjebitÞ ¼ �ð1þ δ� ebit � ekphÞlog2
�
1þ δ� ebit � ekph

1� ebit

	

�ðekph � δÞlog2
�
ekph � δ

1� ebit

	
� ðebit � δÞlog2

�
ebit � δ

ebit

	

�δlog2

�
δ

ebit

	
(8)
3

3.1. Bound on the finite secret key rate

We derive the formula for secret key fraction r by considering finite
security analysis, where Alice and Bob perform a total number of N
measurements. After the parameter estimation and sifting phase, the
parties remain with n raw bits in which the final key of length ℓ is
distilled through error correction and privacy amplification. The finite
key rate for the six-state SARG04 protocol under collective attack
sketched along the lines in Ref. [71] is given by

rcol ¼ q


min
σABE2Γξ

HðAjEÞ � HðAjBÞ � 1
n
log

2
ϵEC

� 2
n
log

1
ϵPA

�

0
BB@2log d þ 3Þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
log

�
2
ϵ

	

n

vuut

3
77775; (9)

where the first term q ¼ n
N means that n out N signals form the raw key,

the value d represents the dimension of the quantum systems used in the
protocol. The function, minσABE2ΓξHðAjEÞ is equivalent to summation of

conditional entropies,
P4

k¼1hðekphjebitÞ from each k-photon contribution.
This corresponds to the bits sacrificed to remove Eve's knowledge of the
final key during privacy amplification. The function is minimized by
states σABE in the set Γξ compatible with parameter estimation statistics.
The minimization is done mainly to account for fluctuations in the error
rates due to finite-size effects. In particular, if the statistics λm are ob-
tained bymeasuringm samples (the number of signals used for parameter
estimation) of ρAB (i.e., the entangled state shared by Alice and Bob)
according to a positive operator-valued measurement (POVM) with j
possible outcomes then for any state ρAB

Γξ :¼ fρAB : kλm � λ∞ðρABÞk1 � ξg; (10)

where λ∞(ρAB) denotes the statistics obtained in the limit of infinite
measurements, and by the law of large numbers [101]

ξ :¼ 1
2

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2lnð1=ϵPEÞ þ jlnðmþ 1Þ

m

r
: (11)

Specifically, λ corresponds to parameters that are used to measure
Eve's information (for instance, error rate ekph) and for the error rate, the
number of POVM outcomes equals 2 since the outcomes are ‘Alice's bit ¼
Bob's bit’ and ‘Alice0s bit 6¼ Bob0s bit’. Therefore, the upper bound on
phase error rate, ek;Uph compatible with fluctuations is estimated as

ek;Uph ¼ ekph þ ξ: (12)

In Equation (9), the parameter H(A|B) corresponding to h(ebit) rep-
resents the fraction of bits which has leaked to Eve during error correc-
tion. Finally, the term ϵPE is the failure probability of the parameter
estimation step and ϵ is the smoothing parameter which gives the accu-
racy of parameter estimation. The parameter ϵEC is the probability that
error correction procedure fails while ϵPA corresponds to a bound in
which privacy amplification procedure fails to distil a secure key. These
probabilities are subject to the following constraint,

ϵ ¼ ϵPE þ ϵEC þ ϵþ ϵPA: (13)

Here, ϵ is the overall security parameter that corresponds to the most
considerable failure probability allowed to distil a secure key from the
protocol.

4. Post-selection technique: SARG04 protocol on multi-photons

In this section, we derive the secret key rate of six state SARG04
protocol when implemented with multi-photons i.e., in the case of weak
coherent pulses by applying the post selection technique proposed in



Fig. 1. The plot of secret key fraction versus the number of signals N, for (i) six-
state SARG04 protocol under collective attacks with four-photon source, (ii) six-
state SARG04 protocol with four-photon source following post-
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Ref. [95]. This is important because it allows us to spell out the bounds
for distillation of the secret key in a real scenario. In the composable
framework of security, the operation of the six state SARG04 protocol can
be represented by a completely positive (CP) map E that takes the joint
state ρA1B1…AnBn

of the particle pairs (Ai, Bi) as inputs and outputs the state
ρSC of the key. The transcript C represents the communication exchanged
over the classical channel. Let presume S is a map which takes as input
the bit strings of the keys {SA, SB, C} produced by the map E and output
perfect keys {S0A, S0B, C}. In order to find the security, we compare this
mapping for six state SARG04 protocol with the ideal mapping F of a
protocol which outputs a perfect key. The ideal CP map F can be con-
structed by concatenating the map S with the map E i.e., F ¼ S∘ E.

Based on the security definition and the post-selection theorem [95],
it can be argued that E is ϵ-secure for any attack by an adversary if

kE �Fk⋄ � ϵ: (14)

The threshold on ϵ is given by the distance between two CP maps
which computed by considering the map E which as takes input the de
Finetti Hilbert Schmidt states and evaluating the deviation of its output
key from a perfect key produced by the map F . The de Finetti states
correspond to the mixture of states which has product form ρ�N

AB prepared
from a source that generate identical and independent copies of density
operator ρAB. These particular states are expressed as

τANBN ¼
Z

ρ�N
AB μðρABÞ; (15)

where μ(ρAB) is the measure on the space of ρAB brought about by the
Hilbert Schmidt metric.

The result obtained from the comparison of the distance between the
two permutations invariant CP maps E and F under the assumption of
collective attacks can be translated into security against the optimal
coherent attacks as stated initially in Ref. [102]. By applying Theorem 1
in Ref. [95] to our scenario implies that E is ϵ secure if

△ðE;FÞρAN BN
� ðN þ 1ÞðD2�1Þ

△ ðE;FÞτAN BN
; (16)

where △ðE;FÞρANBN is the diamond norm distance for the protocol
taking as inputs arbitrary states ρANBN . △ðE;FÞτANBN correspond to the
diamond-norm distance for the protocol using de Finetti states. The N
qubit pairs shared by Alice and Bob span the Hilbert space H ¼ HA� HB

which has dimension D ¼ d2. The security parameter ϵcoh for optimal
coherent attacks is therefore given by

ϵcoh ¼ ϵðN þ 1Þðd4�1Þ: (17)

In order to compute the finite key rate under coherent attacks, it is
essential to remark that Eve holds the purification of Alice and Bob's
density operator ρANBN . This can be conveniently described under col-
lective attacks where Eve hold purification of each subsystem ρAB. The
joint state of N subsystems of unknown density operators ρAB which is
correlated with Eve's system ρE 2 fHEg is described by de Finetti state

τ
0
ANBNEN ¼

Z
ρ�N
ABEμðρABEÞ: (18)

Since Eve's attack is not restricted, she may also gain more informa-
tion on the key as a consequence of holding the purification of the joint
state of N systems τANBN . Let HE0 denote the Hilbert space in which the
purification of the joint state resides. Then to bound Eve's knowledge on
the key considering optimal coherent attacks we have to minimise the
conditional entropy Hϵcoh

minðAN jENE0 Þ. The entropy is given by

Hϵcoh
min ðAN jENE

0 Þ �Hϵcoh
min ðAN jENÞ � 2HðE0 Þ: (19)
selection technique.
4

Due to restriction from the security parameter ϵcoh the dimension of

the Hilbert spaceHE0 is bounded by ðN þ 1Þd4�1. This implies thatHE0 can

hold at most log2ðN þ 1Þd4�1 bits of information. Consequently, the
conditional entropy Hϵcoh

minðAN jENE0 Þ can be rewritten as

Hϵcoh
min ðAN jENE

0 Þ �Hϵcoh
min ðAN jENÞ � 2ðd4 � 1Þlog2ðNþ 1Þ: (20)

The first term in the right hand side of Eqn. (20) is the conditional
entropy for the collective attacks hence the key rate for coherent attacks
can be formulated as

rcoh ¼ rcol � 2ðd4 � 1Þlog2ðN þ 1Þ
N

: (21)

4.1. Simulation

Our simulation results demonstrate the performance of the six-state
SARG04 protocol under collective attacks and coherent attacks when
we apply the post-selection technique. It can be observed that the six-
state SARG04 protocol under collective attacks provides better key
generation rates when compared to the same protocol under coherent
attacks.Based on Fig. 1 the protocol for collective attacks (i) requires
fewer signals to achieve the positive key rate as compared to the one
which uses post-selection technique (ii). However, the difference is not
that substantial considering that the bounds obtained with the post-
selection technique do not impose any restrictions on adversary at-
tacks. As a result, this protocol provides a better alternative for proving
the security of realistic QKD implementations.

We also compare our results for the six-state SARG04 protocol with
the original four-state SARG04 protocol. This is shown in Fig. 2. We
observe that the original SARG04 protocol yields better key rates with
fewer signals in contrast to the six-state SARG04 protocol. These key
rates are obtained with approximately 2 � 105 signals for the four-state
SARG04 protocol when the post-selection technique is applied, whereas
the six-state SARG04 protocol requires a minimum of 6 � 107 signals to
achieve reasonable secret key rates. Nevertheless, in a realistic QKD
scenario with an attenuated laser source, the six-state SARG04 protocol is
more robust to the PNS attacks when compared to the original four-state
SARG04 protocol. With the four-state SARG04 protocol, a secure key can
be distilled from a source that emits at most two photons per pulse, whilst
the six-state SARG04 protocol allows the secret key to be obtained even
when a source produces pulses that contain four photons.



Fig. 2. The plot of secret key fraction versus the number of signals N, for (i)
four-state SARG04 protocol under collective attacks with two-photon source, (ii)
four-state SARG04 protocol with two-photon source following post-
selection technique.
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5. Conclusion

We have analysed the security of the six-state SARG04 protocol by
applying the post-selection technique in the case of a finite number of
resources. The technique translates security bounds restricted to collec-
tive attacks to the optimal coherent attacks by an adversary. Most secu-
rity proofs have been derived based on the assumption of the availability
of a perfect source and have been restricted to collective attacks. In
contrast, our approach considers a multi-photon source and optimal
coherent attacks as posited by the post-selection technique, enabling us
to spell out the security bounds under realistic conditions. Furthermore,
we compare the security bounds for the four-state protocol and six-state
SARG04 protocol under collective attacks to the security bounds ob-
tained after applying the post-selection technique when a finite number
of resources are used. Our results demonstrate that the bounds for
optimal attack are close to the bound for collective attack for a large
number of signals. In fact, the six-state SARG04 protocol proves to be
more robust to the PNS attacks when compared to the original four-state
SARG04 protocol. When the four-state SARG04 protocol is implemented,
a secure key can be distilled from a source that emits at most two photons
per pulse, whilst the six-state SARG04 protocol allows the secret key to be
obtained even when a source produces pulses that contain four photons.
Thus, this demonstrates the power of the post-selection technique in
deriving the security bounds for the six-state protocol when finite re-
sources are used. This means that it is possible to distil a secure reason-
able secret key from a reasonably good number of signals even when
considering the optimal attack by an adversary.
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